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1. Introduction

This contribution suggests adding to 29.234 a definition for the Routing Policy AVP needed to be downloaded from the PDG to the WAG via the 3GPP AAA Server/proxy in order that the WAG can implement tunnel specific routing policy. 

2. Discussion
Routing policy AVP is used to transport routing policy from PDG to WAG via 3GPP AAA Server/proxy on the Wm and Wg interfaces. Since the routing policy is used at the WAG in a firewall as a routing policy rule, it is proposed to use the Ipfilter derived AVP as defined in the Diameter Base spec. For clarity the definition of the Ipfilter AVP is reproduced below:

IPFilterRule

The IPFilterRule format is derived from the OctetString AVP.  Base Format.  It uses the ASCII charset. Packets may be  filtered based on the following information that is associated with it:

            Direction                          (in or out)

            Source and destination IP address  (possibly masked)

            Protocol

            Source and destination port        (lists or ranges)

            TCP flags

            IP fragment flag

            IP options

            ICMP types

Since direction can only be one way, it is proposed to use two IPfilterRule AVPs in order to fully specify the routing policy needed at the WAG. Source and destination addresses are the PDG IP address and the transport IP address of the WLAN UE. 

Protocol is IPSec.

Other options for the IpfilterRules are FFS.

3. Proposal
It is proposed to update 29.234 to contain details of the Routing Policy AVP.

################Modification Part 1 Beginning##########################
6.5.X
Routing Policy 
The Routing Policy AVP (AVP code tbd) is of type IPFilterRule, and defines a packet filter for an IP flow with the following information:
· Direction (in or out)

· Source and destination IP address (possibly masked)

· Protocol

· Source and destination port (list or ranges)

Where the protocol type shall be set to ESP (50).
The IPFilterRule type shall be used with the following restrictions:

· Only the Action "permit" shall be used.

· No "options" shall be used.

· The invert modifier "!" for addresses shall not be used.

· The keyword "assigned" shall not be used.

· For direction "out", an IPv4 destination IP address shall not be wildcarded. For direction "out", the 64 kbits network prefix of an IPv6 destination IP address shall not be wildcarded.

The Flow description AVP shall be used to describe a single IP flow.

The direction "in" refers to uplink IP flows, and the direction "out" refers to downlink IP flows.

################ Modification Part 1 End##########################








































































