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1. Introduction

This contribution suggests adding missing accounting description to the Wd chapter of TS 29.234. 

2. Discussion

Chapter  5 of 29.234, which covers the Wd interface should include accounting functionality descriptions. This is currently missing, so the purpose of this CR is to correct that failing. 

Accounting procedures are executed over the Wd using  Diameter accounting, as described in the base and NASREQ protocols. For the roaming case where the 3GPP AAA Proxy acts as a Radius/Diameter translation agent, the translation is described in the NASREQ specification.

3. Proposal
It is proposed to update the Wd interface description to incorporate these necessary, additional attributes and AVPs.
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Wd Description

Wd is the reference point that connects the 3GPP AAA Proxy, possibly via intermediate networks, to the 3GPP AAA Server. The prime purpose of the protocols crossing this reference point is to transport WLAN session authentication, authorization and related information in a secure manner.

5.1 Functionality

The functionality of the reference point is to transport in Diameter frames;

-
data for WLAN session authentication signalling between 3GPP AAA Proxy and 3GPP AAA Server

-
data for WLAN session authorization signalling between 3GPP AAA Proxy and 3GPP AAA server

-
keying data for the purpose of radio interface integrity protection and encryption

-
data used for purging a user from the WLAN access for immediate service termination

· data to enable the identification of the operator networks within which roaming occurs
· 
Carrying accounting signalling per WLAN user.
5.2
Protocols

Wd reference point shall be based on a single AAA protocol. Diameter based protocol shall be used.

Wd protocol is:

· Diameter based. Diameter EAP Application [8] shall be used. It provides a Diameter application to support EAP (RFC 3648 [10] and [11]) frames transport, as well as the basic operation of Diameter Base as described in RFC 3588 [7]. In addition, Diameter Base [7] and NASREQ [12] specify the accounting messaging to be exchanged, 
5.3
3GPP AAA Server behaviour when Interworking with RADIUS/Diameter clients

The 3GPP AAA Server is serving RADIUS and/or Diameter based clients, as clients can be located in either type of WLAN ANs. The 3GPP AAA Server needs to be aware of what kind of client it is serving in order to adapt its operation to the client capabilities.

The 3GPP AAA Proxy is the only network element in direct contact with the WLAN AN and therefore, it is aware of whether the client is RADIUS or Diameter based.   The 3GPP AAA Proxy shall indicate over the Wd reference point to the 3GPP AAA Server that the client is RADIUS based, otherwise the 3GPP AAA Server shall assume the client to be Diameter-based (see section 6.3.3).
Once the Diameter 3GPP AAA Server is aware of client type, it shall adapt its operation over Wd. 

When the client is Diameter based, the operation mode of the Diameter 3GPP AAA Server is the normal behaviour described in Diameter EAP [8] and RFC 3588 [7] for authentication and NASREQ[12] for accounting.
When the client is RADIUS based, the operation mode of the Diameter 3GPP AAA Server is the normal behaviour described in Diameter EAP [8] and RFC 3588 [7] and NASREQ[12], but shall be modified as follows to ensure RADIUS compatibility:

-
Diameter AVPs to RADIUS attributes compatibility:

- 
3GPP AAA Server shall restrict itself to use only Diameter AVPs that are compatible with RADIUS attributes. In general, 3GPP AAA Server shall use Diameter AVPs with codes not greater than 255. See section 9.5 in [12] for further detail.

-
Diameter specific procedures when interacting with RADIUS clients:

- 
3GPP AAA Server shall not attempt server-initiated re-authentication

- 
3GPP AAA Server may attempt server-initiated re-authorization and server-initiated session termination. 

-
If the WLAN AN and the 3GPP AAA Proxy support “Dynamic Authorization Extensions to RADIUS” RFC 3576 [13], then the procedures are performed normally

-
If the WLAN AN and the 3GPP AAA Proxy do no support “Dynamic Authorization Extensions to RADIUS” RFC 3576 [13], then 3GPP AAA Proxy shall notify the 3GPP AAA Server of this by sending a protocol error such as DIAMETER_COMMAND_UNSUPPORTED. In that case, the 3GPP AAA Server shall not continue to attempt server-initiated re-authorization and/or server-initiated session termination
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