Work Item Description

Title

Protocol definition for automatic distribution of MAP Security keys (Ze interface)

1

3GPP Work Area

	
	Radio Access

	X
	Core Network

	
	Services


2

Linked work items

Network Domain Security; MAP application layer security (NDS/MAPsec), (xxxx, Sa3)
3

Justification

An identified security weakness in 2G systems is the absence of security in SS7 networks. This was formerly perceived not to be a problem, since this network was the province of a small number of large institutions. This is no longer the case, and so there is now a need for security precautions.   Particularly, SMS fraud is becoming widely prevalent and fraudulent traffic, leading to customer dissatisfaction and financial losses has been encountered by several network operators.  MAP payload encryption is an important element to combat it.

To enable MAPSec to function correctly, it is necessary for an automatic system for the distribution of Security keys to be in place.  This leads to the need for the completion of the work on the Ze interface.

4

Objective

The MAP protocol is used for signalling in and between core networks. It is the objective of this work item to define the protocol used in Ze interface between KAC and MAP-NE for automatic key distribution to allow updating of keys and security policies more frequently and with less possibility for error than with manual updating.

5

Service Aspects



None

6

MMI-Aspects



None

7

Charging Aspects



None

8

Security Aspects



This is a security work item

9
Impacts 

	Affects:
	UICC apps
	ME
	AN
	CN
	Others

	Yes
	
	
	
	X
	

	No
	X
	X
	X
	
	X

	Don't know
	
	
	
	
	


10
Expected Output and Time scale (to be updated at each plenary) 

	New specifications

	Spec No.
	Title
	Prime rsp. WG
	2ndary rsp. WG(s)
	Presented for information at plenary#
	Approved at plenary#
	Comments

	29.200
	MAP Security Signalling Flows for Ze Interface
	CN4
	
	CN #26
	CN #26
	It is hoped to present this document for information and approval at CN #26 to allow MAPSec to be include din the R6 timeframe

	
	
	
	
	
	
	

	Affected existing specifications

	Spec No.
	CR
	Subject
	Approved at plenary#
	Comments

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


11

Work item raporteurs

Dan Warren, Vodafone
12

Work item leadership

CN4

13

Supporting Companies

Vodafone, T-Mobile

14

Classification of the WI (if known)

	
	Feature (go to 14a)

	
	Building Block (go to 14b)

	X
	Work Task (go to 14c)


14a
The WI is a Feature: List of building blocks under this feature

(list of Work Items identified as building blocks)

14b
The WI is a Building Block: parent Feature 

(one Work Item identified as a feature)

14c
The WI is a Work Task: parent Building Block

(one Work Item identified as a building block)

form change history:

2002-07-04: "USIM" box changed to "UICC apps"

