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Background

Discussion has taken place in GSM-A, SA plenary and SA3 on the threat posed by SMS fraud.  SMS fraud has become prevalent because of the weaknesses that exist in the SS7 network that stem from the functioning of this network on a trust basis.  These weaknesses are easy to exploit for SMS as the messaging associated with normal length SMS comprises a single pair of messages.  This means that the source of the message is taken on trust by the receiver of a request, but if the source if being ‘spoofed’ or ‘faked’, the result is (amongst others) incorrect inter-network billing records being created (often to the detriment of smaller operators), or incorrect billing of the ‘faked’ subscriber.

Considerable background detail is provided in SP-040279 and S3-040581 (attached) and has resulted in the reinstatement of the MAPSec work item in SA (SP-040280, attached) and also in the LS that we have received at this meeting (S3-040642).

Clearly, the intention of the Work Item approved at SA Plenary #24 is that the work on MAPSec is completed, whilst the LS to CN4 in S3-040642 discusses an alternative solution that was proposed in SA3 #34.  The intention of this document is to consider the alternative solutions put forward and propose a path forward.

Available Solutions

To date, four solutions have been discussed in the documents outlined above.  These are;-

· Widespread employment of SIGTRAN for the transport of inter-network SS7 over IP, which would allow the adoption of IPSec to protect the links (described in SP-040279).

· Completion and widespread deployment of MAPSec, requiring CN4 to complete work on the Ze interface (described in SP-040279, WID in SP-040280).

· Use of TC_Begin and TC_Continue as a ‘handshake’ prior to sending mt-forwardSM (described in S3-040581 and communicated to us in S3-040642).

· Correlation of the sendRoutingInfoForSM and mt-forwardSM by using MSRNs in certain addressing fields.
The last of these solutions is cumbersome and requires significant changes to deployed network nodes and so has been dismissed.  However, the remaining three options warrant further consideration.  When doing so, it has to be considered whether the solutions can be made available rapidly, the amount of development required to incorporate the solution into existing networks and whether the solution works only for the particular SMS fraud cases that are evident today, or if it will protect the SS7 network as a whole.

Option 1 – SIGTRAN and IPSec

Deployment of SIGTRAN for transport of SS7 (and MAP in particular) is happening, and so the use of IPSec as a means of protecting inter-network MAP links is likely to happen as a natural occurrence anyway.  Since most manufacturers have SIGTRAN either on products on in the development path for products, this solution has considerable appeal from a technical aspect.  

However, the role out of SIGTRAN to a significant corum of operators is happening slowly and the inter-connection of those networks using SIGTRAN is likely to take place over a long time period beyond that.  There is no real understanding of the time until networks are inter-connected at the SIGTRAN layer, and so the feasibility of this solution providing a quick cure to SMS fraud is not clear.

Option 2 – Completion of MAPSec work

MAPSec standardisation work floundered as a result of lack of interest when the work was first initiated in 2002, but that was more because of a lack of operator requirement because of the continued trust relationship upon which SS7 interconnect operated.  Now that the trust has been broken, there is a real operator need for some form of security and so the mandate for MAPSec that was previously missing is now present.  

However, to be deployed in it’s fullest form, manufacturers will need to develop the MAPSec profiles that are described in 33.200, and also the Ze interface for key distribution.  This would mean that CN4 will have to complete the protocol definition work for the Ze interface, before vendors could begin to develop it, making the timescales before deployment quite long.  MAPSec would provide the ability to protect all SS& inter-network links once fully deployed, but again, the time until that deployment takes place must be considered, and also, since SIGTRAN is likely to happen regardless, the timescale within which MAPSec is applicable must be taken into account.

Option 3 – TCAP Handshaking

This solution only addresses problems associated with SMS, and even then only addresses a subset of the fraud that has been identified.  However, when a long SM is sent, the TC_begin/TC_Continue exchange that is proposed already takes place and so the development work to put this message exchange in place should be minimal, making it rapidly available in existing networks.

The solution does however result in a considerable increase in the messaging associated with SMS, since sending ‘standard sized’ SM’s will now need four TCAP messages where as currently only two are needed.

Conclusions

TCAP handshaking is certainly the most readily available solution but it does not serve to protect SS7 links in general.  Therefore, it provides a viable short-term solution (if considered to be technically sound by CN4) to the immediate problem, and could be put in place until either MAPSec or SIGTRAN is more widely deployed.

Of the other two solutions, it is difficult to determine which is preferable.  Whilst SIGTRAN and IPSec are fully standardised, they are not widely available right now, and would require a considerable evolution of the nature of inter-network connection points.  MAPSec is not such a fundamental change, but is also not entirely standardised at this stage (although the work has been initiated to put this right).  A greater understanding of the relevant technical issues and timescales involved is required, before a clear decision can be made.

What is clear is that a solution is needed.  That solution could be made up by a combination of some or all of the considered options.

Proposal

Vodafone proposes the following actions;-

· A LS is sent in reply to SA3’s LS, providing a summary of our assessment of the TCAP handshaking solution.  Also in this LS, a discussion of the points raised here is included regarding the relative merits of MAPSec vs. SIGTRAN, and highlighting the need for assessment of the timescales and technical issues associated with each.  This LS is also sent to GSM-A for somment (since they will have the expertise to consider the likely uptake of either solution).

· In the interim, work begins in CN4 on the standardisation of Ze interface.  The WID contained in N4-040xxx is approved and the skeleton TS 29.200  in N4-040yyy is considered to form the basis for further work.  Vodafone is prepared to lead the work to standardise Ze.

