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1. Overall Description:

CN4 thank SA3 for their LS on SMS Fraud Countermeasures (S3-040642 aka N4-040914).

CN4 believe that MAP SEC with protection mode 1 provides authenticity of the SMSC address and thus is the adequate countermeasure against the described SMS Fraud scenario. However, since MAP SEC is not ready to be deployed, CN4 see the need to assess the feasibility of the alternative proposal outlined in S3-040581:
The alternative proposal provides some level of authenticity of the SMSC address by introducing a TCAP handshake mechanism. The mechanism is already implemented in application context versions 2 and 3 for Short Message Transfer for cases where the length of the SM payload exceeds a certain limit, and it can easily be extended to be applied also for Short Messages with a shorter payload. A CR to 3GPP TS 29.002 (see attachment) would be needed to mandate the handshake mechaninsm also for short payloads at the SMS-GMSC and to reject transfer of short messages at the MSC/SGSN when Short Messages are received without handshake. A CR to 3GPP TS 23.040 is not required, however, a linked CR to 3GPP TS 33.200 (proposal attached) is believed to be appropriate. CN4 have conditionally approved the attached CR 29.002 740 with the condition being that the linked proposed CR to 33.200 or a revision of it is approved by SA3 and SA.
It must be noted that the handshake mechanism doubles the signalling load on the interfaces between SMS-GMSC and MSC / SGSN for MT short message transfer. Furthermore the mechanism requires support of application context version 2 or 3, i.e. it cannot be used with version 1.
2. Actions: 
SA3 are asked to note the attached CR 29.002 740 and to consider approval of the linked attached proposed CR to 33.200.
3. Date of Next CN3 Meetings:
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