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1 Introduction

This contribution proposes a new clause 10 to be added for authentication, authorization and security issues. The contribution also proposes a structure to the Authorization subclause of the new clause 10. It also provides an overview of GUP authorization by describing general functionality, roles of GUP entities related to authorization, and attributes on which the authorization can be based on. However the syntax for representing authorization related data (authorization rules) and other technical details are left for further study at this moment.

2 Proposal

The new clause 10 and overview of GUP authorization are proposed to be added to the TS 29.240. 
10 Authentication, authorization and security

Editor’s Note: description of general security, authentication and authorization mechanisms. The clauses 8 and 9 may provide additional reference point specific issues.

10.1 Authorization
10.1.1
Principles

In general, GUP authorization can be seen to consist of the following functional components:

· management of authorization related data (authorization rules) which also refer to actual authorized data

· access/storage of the authorization rules 

· execution of authorization logic based on the pre-defined authorization rules and information received in the request or otherwise related to the request

· encapsulation of a set of authorization rules (privacy policy) together with the transported actual data. 
The functional components are discussed more in the following subclauses.
10.1.2 
Authorization related data
10.1.2.1 Authorization rules
The basic set of authorization rules define to whom, to which part of data and for which purpose the authorization is given. Additional conditions, e.g., based on a certain time schedule or additional information given in the request, may be applicable.
Editor’s note: In order to make an authorization decision some contextual information (propose of the request etc.) needs to be available. We need to make sure that procedures in the Rp and Rg interfaces provide a place holder to carry this information.
The authorization rules consist of the following built-in elements:

· authorization attributes and/or references to pre-defined (commonly used) contents of attributes

· references to the actual GUP data

· actions (e.g. the decision, encapsulation of the privacy policy).
10.1.2.2 
Authorization attributes

Authorization attributes are defined to be used as basic elements of the authorization rules and thus as a basis for the authorization decisions.

The following types of authorization attributes are specified:

· identity of the target subscriber (or a group of subscribers) – the GUP subscriber;

· component type and more detailed data reference;

· identity of the requestor (application ID and end-user ID) or group of requestors;

· other requestor related data received in the request as the Authorization Assertions;

· allowed operations (Query, Modify, Create, Delete, Subscribe, List);

· other attributes (e.g. the time schedule) related to the request case;

· actions (accept, deny, the privacy policy to be included in the request).

NOTE: The exact names and format of the authorization attributes are specified in the subclause 10.1.5.

10.1.2.3
 Management of authorization related data

The GUP procedures defined for the Rp and Rg reference points (see the clauses 8 and 9) are used for managing authorization related data. 
10.1.3 
Execution of authorization logic

The authorization logic compares the information conveyed in the request (and possible additional information related to the moment when the request is received) with the information defined in the authorization rules. When the logic leads to a decision to accept the request in principle, the requested data is compared with the authorized set of data. If discrepances are found a GUP authorization entity may either restrict to reply to the authorized content or deny the request. Note that this depends on the policy in the GUP authorization entity and the nature of the request.

In some pre-defined cases the authorization may already have been executed by some other entities. Then it is possible to by-pass the execution of the authorization logic by the GUP entities. The GUP entities simply check the validity of the assertion received in the request. This type of authorization can be used, for example, for 3rd parties requesting GUP data.

10.1.4 Roles of GUP entities related to the authorization
Figure 10.1 shows the logical entities involved in GUP authorization.
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Figure x. Logical entities of GUP authorization
Application

The Application (= requestor) provides information about the intended use of the requested data as well as identity information related to the requestor. The intended usage can be deduced from the operation; in addition a separate privacy policy document may be conveyed within the request. 

The Application may also provide the Authorization Assertions in the request. The Application may have obtained the assertions by contacting an appropriate entity dedicated to authorization before sending the GUP request.

The Application which receives user related data via GUP procedures shall follow the privacy policy possibly conveyed with the actual data when using, storing and distributing the data.

GUP server and RAF

The GUP Server and RAF (including the Data Repository) have access to the authorization rules. The interface between the authorization related data storage and GUP Server (and RAF) is out of the scope of this specification. Note that the GUP Server and RAF may act as data storage entities. The GUP Server or the RAF (or both of them) are responsibles for the execution of the authorization logic.

The authorization issues handled by the GUP Server typically concern the GUP profile and GUP Component level issues; the authorization handled by RAF may be based on more detailed data references (items inside a GUP component). The set of authorization attributes specified for GUP can be used by both the GUP Server and the RAF.

The GUP Server and the RAF may also add authorization rules (the privacy policy) to be transported with the actual data. See the subclause 9.4 for UsageDirective SOAP header block and Liberty ID-WSF Data Services Template Specification [13] and Liberty ID-WSF SOAP Binding Specification [14] for more information on the privacy policy handling.
Management entity

The authorization rules can be managed by the authorized entities: e.g

· the entity administrating the GUP Data Storage; 

· the RAF and/or GUP Server; 

· the GUP Subscriber itself.

The GUP Subscriber is normally allowed to manage a limited set of  his own user profile data, e.g., certain GUP Components or certain data inside a GUP Component. Additionally, there might be restrictions on the allowed operations.

The entity administering the GUP Data Storage may define common or default authorization rules for GUP Subscribers. The entity may also pre-define contents for authorization attributes, e.g. user groups, to which the authorization rules can refer. The entity administering the GUP Data Storage may also manage GUP Subscriber specific authorization rules (e.g., on behalf of the GUP Subscriber).

10.1.5
 Authorization data format

Editor’s Note: to specify the structure of the authorization data in more detail a XML (Schema) based  “language” should be selected. The usability of the existing authorization rule languages, e.g., XACML should be studied more. The selected language should be capable at least for the following: definition of the authorization attributes supported by GUP, referencing to pre-defined data definitions (and privacy policy), definition of authorization rules to be common to several GUP subscribers. As an option, the language could support defining the privacy policies delivered with the GUP data.
10.1.5.1 Example of authorization data
Editor's Note: an example of an authorization related GUP Component is to be added here






3GPP


_1148902187.doc
		


		DOCUMENTTYPE

		

		1 (1)



		

		

		

		



		TypeUnitOrDepartmentHere

		

		

		



		TypeYourNameHere

		TypeDateHere

		

		









Rp/Rg: requestor data







Rp/Rg: management operations







Response







, 







Read







Decision







Entity







Management 







Application







Authorisation Rules







Logic







Authorisation 











_935227290.doc







