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1. Overall Description:

SA3 thanks CN4 for the liaisons related to GUP (N4-040488, N4-040262)

At SA3 #33, GUP security was discussed based on the input from CN4 and on the input document S3-040338 (attached). SA3 continues GUP security work based on the working assumption to adopt the Liberty Alliance Project ID-WSF security Framework. 

SA3 considers that GUP security can be specified in existing 3GPP documents. Thus, an SA3 deliverable is not seen as necessary. Annex B of S3-040338 includes security related sections in TS 23.240 with revision marks included showing how SA2 could incorporate references to Liberty Alliance security specifications. Annex C includes security related sections in TS 29.240 with revision marks included showing how CN4 could incorporate references to Liberty Alliance security specifications. These annexes do not provide a complete analysis of what may be needed for GUP security. Thus, CRs related to GUP security should not be approved yet.

SA3 wants to inform that the following issues are still under investigation:

· The impacts of using client certificates need to be studied in case the GUP requestor over Rg-interface is a UE. GBA (Generic Bootstrapping Architecture) based client authentication may possibly be used in this case.

· The impact of potential double encryption needs to be studied by SA3.

· Which specification would be suitable for specifying security for the Rg reference point

· Potential profiling of the Liberty Alliance Project ID-WSF security solution in the scope of GUP security

· Potential alignments of terminology in 3GPP and Liberty Alliance Project specifications

· Use of Liberty Alliance Project Privacy mechanisms

SA3 also discussed the collaboration between 3GPP and Liberty Alliance project and made the observation that 3GPP has no means of keeping documents confidential. Nokia, Ericsson and Intel are willing to drive the collaboration between SA3 and Liberty Alliance Project.

2. Actions:

To CN4 and S2 groups.

ACTION: 
CN4 and SA2 are kindly asked to comment on the issues listed in section 1.
3. Date of Next TSG-SA3 Meetings:

TSG-SA3 Meeting #34 
6th – 9th July 2004
Acapulco, Mexico.

TSG-SA3 Meeting #35
5th – 8th October 2004
Malta (TBC)

