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1. Introduction

This contribution suggests  incorporating AAA-Server Initiated disconnection of user tunnel procedures over the Wm interface to Wm interface description within TS 29.234.  

2. Discussion

3GPP AAA -Server Initiated termination of a user session (in this case tunnel to an W-APN at the PDG) is necessary e.g. should the user have their subscription removed entirely of for a particular W-APN. Messaging from the 3GPP AAA Server to this effect is therefore necessary. It is proposed to use the Abort Session Request and Answer messages provided by the Diameter Base Protocol to this effect.

Note: In the non-roaming case, the 3GPP AAA Proxy shall perform the procedures described for the 3GPP AAA Proxy.

1 Proposal
The text modifications related Wm reference point are proposed to the TS29.234.

################Modification Part 1 Beginning##########################
10.6 AAA-Server Initiated Tunnel Disconnect Procedure
This procedure is used between the 3GPP AAA Server and the PDG. It is invoked by the 3GPP AAA Server when the W-APN profile for the user has been deleted/prohibited in the AAA-Server or if the particular session must be terminated for any reason and the PDG must be updated with respect to these changes. 

The Wm reference point performs the disconnection of user tunnel initiated by the 3GPP AAA Server based on the use of the Diameter Base Protocol [7] Abort-Session-Request / Answer (ASR/ASA) commands

Table 10.6.1: 3GPP AAA Server Initiated Tunnel Disconnection - Request
	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Permanent User Identity
	User-Name
	M
	This information element contains the permanent identity of the user, i.e., the IMSI.

	APN-Id

(See 8.5.15)
	APN-Id
	M
	W-APN Identification

	Routing Information 
	Destination-Host
	M
	The PDG name is obtained from the Origin-Host AVP of a previous message received from the PDG e.g. included in the authentication command


Table 10.6.2: 3GPP AAA Server Initiated Tunnel Disconnection – Answer
	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Result
	Result-Code / Experimental-Result
	M
	Result of the operation. 

Result-Code AVP shall be used for errors defined in the Diameter Base Protocol.

Experimental-Result AVP shall be used for Wm errors. This is a grouped AVP which contains the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP.


10.6.1 Detailed Behaviour

The AAA-Server shall make use of this procedure to instruct the PDG to disconnect a particular W-APN for a specific user. On receipt of the message, the PDG shall:

1 Check from the user is known in the PDG. If not, Experimental-Result-Code shall be set to DIAMETER_ERROR_USER_UNKNOWN.

2 Check that the user has an active session on the received W-APN. If not, Experimental-Result-Code shall be set to DIAMETER_ERROR_NO_APN_SUBSCRIPTION

3 If the User is known and the W-APN corresponds to a known session, the PDG shall perform tunnel disconnect procedure of the tunnels associated with that user on that W-APN. The PDG shall further remove any stored user information pertaining to that APN.
4 The PDG shall set the Result-Code to DIAMETER_SUCCESS and send back the SAA command to the 3GPP AAA Server
On receipt of the message, the 3GPP AAA Server shall update the related service information and/or status of the subscriber and removes any filtering policy related to the disconnected tunnel from WAG if necessary.

10.6.2 AAA-Proxy Behaviour 

On receipt of the ASA message with Diameter Result Code set to DIAMETER_SUCCESS, the AAA-proxy shall initiate the STR procedure towards the AAA-Server, in order that the AAA-Server is aware of the disconnection of the tunnel at the PDG. The AAA-Proxy shall further use signalling provided by the Wg interface to remove routing policy from the WAG.
. 

################Modification Part 2 Beginning##########################
8.6.1 
Permanent Failures
Errors that fall within the Permanent Failures category are used to inform the peer that the request failed, and should not be attempted again.

8.6.1.1 DIAMETER_ERROR_USER_NO_SERVICE_SUBSCRIPTON (500x)

A message was received for a user with no WLAN-subscription.

8.6.1.2 DIAMETER_ERROR_AUTH_METHOD_UNSUPPORTED (500x)

The authentication method indicated in an authentication request (Authentication-Method AVP) is not supported.

Editor’s Note: It is FFS whether this Error Code can be replaced by the general DIAMETER_ERROR_AUTH_SCHEME_NOT_SUPPORTED (5006) error code defined in 3GPP TS 29.229 [6].

8.6.1.1 DIAMETER_ERROR_ NO_APN_SUBSCRIPTION (500x)

A message was received for a user who has no subscription for a specified W-APN.

################ Modification Part 2 End##########################








































































�PAGE \# "'Page: '#'�'"  ��According to the 23.234 section 7.10, the Proxy never initiates a disconnection and doesn’t belong to the Wm interface unless we are in the non-romain case, and then it should behave as the 3GPP AAA Server. 





