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1. Introduction

This contribution suggests adding missing Diameter information to TS 29.234 for the Wm interface. 

2. Discussion

The Wm reference point is between the 3GPP AAA Server and the PDG in the case where the PDG is in the HPLMN and between the AAA-Proxy and the PDG in the case where the PDG is in the VPLMN. To quote 23.234, the purpose of the Wm is to enable:

-
The 3GPP AAA Server/Proxy to retrieve tunneling attributes and WLAN UE's IP configuration parameters from/via Packet Data Gateway.

-
Carrying messages for service authentication between WLAN UE and 3GPP AAA Server/Proxy.

-
Carrying messages for service authorization between PDG and 3GPP AAA Server/Proxy.

-
Carrying authentication data for the purpose of tunnel establishment, tunnel data authentication and encryption.

As agreed in the Zagreb meeting, a Diameter based application shall be used. The question then arises, which? 

Note that the functionality required for authentication on the Wm in the end to end authentication between UE and AAA Server is to carry IKE_v2 negotiation protocol messages,. Here the PDG acts as the NAS in between. It is therefore proposed that the Diameter_EAP application is used for the purpose of transporting EAP authentication information (since Diameter_EAP application has been specifically designed for the purpose and since EAP message arrives to the PDG from the WLAN UE). For the other Wm functionalities (authorization, profile download to PDG and routing policy upload to AAA-Server/Proxy, it is proposed to use NASREQ and Base Protocol procedures
. The two Diameter applications are bound together via a common Session-ID 


It is therefore proposed to use Diameter_EAP application protocol for user authentication on the Wm interface

1 Proposal
The text modifications related Wm reference point are proposed to the TS29.234.
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10
Wm Description

10.2 Protocols


Diameter EAP application is used for authentication of the user. In this case, the PDG shall act as the NAS, as described in [18].For authorization and other Wm functionalities, NASREQ  and base protocol
 procedures are used.
################ Modification Part 2 End##########################
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10.3 Procedures Description

10.3.1 Authentication Procedures

According to the requirements specified in chapter 10.1, Wm reference point shall enable 


Messaging for service authentication between WLAN UE and 3GPP AAA Server/Proxy

The authentication procedure is used between the PDG and AAA Server/Proxy.  It is invoked by the PDG, on receipt from the WLAN-UE of a “tunnel establishment request” message. This takes the form of forwarding an IKE v2 [18] exchange with the purpose of authenticating a Security Association (SA) between the UE and the PDG. Once the SA has been authenticated, more than one tunnel mode ESP SA can be negotiated inside the IKE v2 SA. Hence additional tunnels between the UE and PDG do not need to trigger further Diameter_EAP authentication messaging to the AAA Server. 

The Wm reference point performs authentication based on the reuse of the DER/DEA command set defined in  Diameter_EAP[18].
Table 10.3.1.1 Authentication Request
	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Permanent User Identity
	 User-Name
	M
	This information element contains the permanent identity of the user, i.e., the IMSI.

	EAP payload
	EAP payload
	M
	Encapsulated EAP payload used for UE – 3GPP AAA Server mutual authentication

	Authentication Request Type
	Auth Req Type
	M
	Defines whether authentication only or authentication and authorization are required.  AUTHENTICATION_ONLY is required in this case

	Visited Network Identifier
	Visited-Network-Identifier
	C
	Identifier that allows the home network to identify the Visited Network.

This AVP shall be present if the PDG is not in the WLAN-UE’s home network i.e. the WLAN-UE is roaming. 


Table 10.3.1.2 Authentication Answer

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	EAP payload
	EAP payload
	M
	Encapsulated EAP payload used for UE – AAA Server mutual authentication

	Master-Session-Key
	Master-Session-Key
	C
	contains keying material for protecting the communication between the user and the NAS. Present when Result Code is set to “Success”.

	Result code
	Result Code / Experimental-Result-Code
	M
	Result of the operation. 

Result-Code AVP shall be used for errors defined in the Diameter Base Protocol or as per in NASREQ . 1xxx should be used for multi-round, 2xxx for success.

Experimental-Result AVP shall be used for Wm errors. This is a grouped AVP which contains the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP


10.3.1.1 AAA-Server Detailed Behaviour

On receipt of the DER message, the 3GPP  AAA Server shall check if the Session-ID corresponds to an ongoing session. If it corresponds to an on-going session, the AAA Server shall process the DER message according to [18]. 
If the Session-ID does not correspond to an on-going session, the AAA-Server shall:
1. Check that the user exists in the AAA-Server. If not Experimental-Result-Code shall be set to DIAMETER_ERROR_USER_UNKNOWN.

2. Check that the user has 3GPP-WLAN subscription. If not Experimental-Result-Code shall be set to DIAMETER_ERROR_USER_NO_WLAN_SUBSCRIPTON.

Exceptions to the cases specified here shall be treated by AAA-Server as error situations, the Result-Code shall be set to DIAMETER_UNABLE_TO_COMPLY. No authentication information shall be returned.

10.3.1.2 AAA Proxy Detailed Behaviour 

The AAA-Proxy is required to handle roaming cases in which the PDG is in the VPLMN. The AAA-Proxy shall act as a stateful proxy.
On receipt of the DEA message, the AAA Proxy shall record the state of the connection (i.e. Authentication Successful). 
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