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1 Introduction

This contribution discusses the authorization solution more technically and proposes basis for the further work on the GUP supported authorization. The main issues to be solved are the syntax for representing authorization related data (authorization rules) and their management. 

2 Discussion

As seen from the contents of Nokia's N4-040771 contribution the authorization may require a large amount of specific kind of independent data to be managed. Thus, we cannot see the authorization data as metadata (in means of data which adds further technical information as data creator, timestamp or expiration time to actual GUP related data). The authorization data is rather a separate bunch of data similarly to other GUP related data which are managed by users (or Applications in GUP terms). The authorization data might have an own storage location (although usually this might be the GUP Server) as every independent GUP Component might have. 

It is defined in TS 23.240 (stage 2) that "GUP defines an Authorization Component which is just like any other GUP Component. This implies that the same capabilities as for any GUP Component (e.g., identities and structure) are also applied to the Authorization Component."

After studying this authorization area more we see that the stage 2 recommendation is completely valid and should be followed by CN4. Please see an example of the Authorization Component later in this contribution.

The TS 23.240 also specifies that authorization related data specified by GUP is seen as a GUP component, and thus normal GUP Procedures can be used for managing the authorization related data. Other management mechanisms (other interfaces) beyond the GUP Procedures are out of the scope of this specification.

We see that the above statement is the only reasonable alternative for several reasons as e.g. follows: a) GUP Procedures are enough to cover such data management purposes (as being a general data management procedures for user related data as the authorization data also is), b) if GUP Procedures are applicable there are no reasons to add complexity in specifying something similar and parallel just for the authorization purposes, c) GUP Procedure implementation in the GUP entities is enough, d) considering the Rel6 time schedule.

To further clarify our intentions on the authorization solution and make our proposals more concrete we provide the following XML document example on one possible Authorization Component "instance". Note that the purpose is to just give an idea how the Authorization data could be structured, and any details must be settled later. Also the usability of the existing XML (Schema) based authorization rule languages, e.g., XACML should be studied more. 

An XML Example of Authorization Component instance:

<?xml version="1.0" encoding="UTF-8"?>
<auth resource-id="GUPUser@oper.com">

<!-- resource-id is optional; e.g.,  common rules might exist-->

<rule id="1">


<auth-cond>


<!-- each child element of auth-cond returns T/F; a rule matches when each of them match -->



<requestor>




<user-id type="domain">company-x.com</user-id>
<!-- type can be domain, PUID, URI, affiliation-id, ext-reference, etc -->



</requestor>



<allowed-oper>R</allowed-oper>
<!-- oper can be R, W, D, C, S, or L reflecting GUP Procedures-->



<other-cond/>





<!-- content to be defined as extension in later releases, e.g. time schedule-->



<data-reference>




<!-- defines data references, e.g. by component type, GCL or otherwise; several data references can be defined -->




<componentType>Component-X</componentType>



</data-reference>


</auth-cond>


<action>accept</action>



<!-- actions may be e.g. accept, deny, add policy -->

</rule>

<rule id="2">


<auth-cond>



<requestor>





<!-- one match within the requestor element is enough -->




<user-id type="ext-reference">http://www.company.com/allow-list-of-users</user-id>




<user-id type="assertion"/>



</requestor>



<allowed-oper>R L S</allowed-oper>



<data-reference>




<component-type>ServiceProfile</component-type>



</data-reference>


</auth-cond>


<action>accept</action>


<action attach-policy="T">policy-doc-for-allow-list-of-users</action>

</rule>

<rule id="3">


<auth-cond>



<requestor>




<user-id type="PUID">userA@oper1.com</user-id>




<user-id type="PUID">userB@oper1.com</user-id>



</requestor>












<!-- omitting the allowed-oper element indicates "all" operations -->



<data-reference>




<component-type>MMSData</component-type>



</data-reference>


</auth-cond>


<action>accept</action>

</rule>

<rule id="4">


<auth-cond>












<!-- omitting the requestor element indicates "any" -->



<allowed-oper>R</allowed-oper>



<data-reference>




<GCLRef>/HSSIMSData/Registration</GCLRef>



</data-reference>


</auth-cond>


<action>accept</action>

</rule>

<rule id="5">


<auth-cond>



<requestor>




<user-id type="domain">spamfirm.com</user-id>




<user-id type="URI">sip:unwanted_user@example.com</user-id>



</requestor>


</auth-cond>


<action>deny</action>

</rule>
</auth>
3 Proposal

It is proposed to discuss about the technical solution for the authorization (structure of authorization data, their relation to GUP data and management of the authorization data) and agree basis for the future work. Nokia's viewpoint and proposal for the working assumption have been described in the Discussion part of this contribution, and we kindly ask to take it into consideration when making a decision.
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