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1. Introduction

This contribution suggests adding missing Diameter information to TS 29.234 for the Wm interface. 

2. Discussion

The Wm reference point is between the 3GPP AAA Server and the PDG in the case where the PDG is in the HPLMN and between the AAA-Proxy and the PDG in the case where the PDG is in the VPLMN. To quote 23.234, the purpose of the Wm is to enable:

-
The 3GPP AAA Server/Proxy to retrieve tunneling attributes and WLAN UE's IP configuration parameters from/via Packet Data Gateway.

-
Carrying messages for service authentication between WLAN UE and 3GPP AAA Server/Proxy.

-
Carrying messages for service authorization between PDG and 3GPP AAA Server/Proxy.

-
Carrying authentication data for the purpose of tunnel establishment, tunnel data authentication and encryption.

Since this is an inter-operator interface, it is therefore clear that a Diameter based application should be used between the PDG & AAA-Server. The basic procedure on the Wm is that of authorization of the usage of a given APN at a PDG for tunnel setup, plus download of tunnel specific information for a given APN (e.g. charging information, authentication information).   This is functionally quite similar to the Gx interface being defined for charging rule provisioning on PDP context activation at the GGSN and the Gq interface  for transfer of policy control information on the Gq interface. In both cases, the solutions being proposed is based on NASREQ signalling. An alternative to this approach would be to define Wm based more on Wx/Cx/Dx type messaging e.g. using SAR/SAA for registration and MAR/MAA to download profiles for APNs (as was the case in the original Nokia CRs that were withdrawn). However, since Wm this is a more “lightweight” authorization (yes/no) procedure at the PDG, it was thought within Nokia that basic AAA/AAR messaging would suffice .

The basic procedures proposed are:

AAR/AAA: for basic authorization of the usage of the APN. PDG sends AAR to AAA-Server, which replies with AAA message containing also user APN-profile. A further functionality required of the Wm interface that can be multiplexed onto this message is to relay back from the PDG to the AAA-Server the routing policy information that must be forwarded to the WAG. It is proposed that the AAA/AAR messaging shall be used also for this purpose.

STR/STA: Session Termination Request/Answer can be used for notification from the AAA-Server to the PDG to termination the user session on a given APN for a given user.

ASR/ASA: Abort Session Request/Abort Session Answer can be used when the AAA-Server needs to cancel the WLAN-UEs access to Internet based services, messaging is needed to that effect on Wm.

One final issue is that of the role of the AAA-Proxy in the roaming case (where PDG is in VPLMN and AAA-Server in HPLMN). In this case, it has been defined in SA2 that Wm interface is between the PDG and AAA-Proxy. From one perspective this is logical, since it is the AAA-proxy which is in the same network as the WAG and can update it to the routing policy more easily. However, AAA-Proxy does not hold  user subscription information – AAA-Server does, so to authorize the user, the messaging must propagate to the AAA-Server. In this sense Wm interface propagates to the AAA-Server. In this case, we believe that the AAA-Proxy shall act as a stateful proxy, able to modify AVPs in the Diameter messages. 

1 Proposal
The text modifications related Wm reference point are proposed to the TS29.234.

################Modification Part 1 Beginning##########################
10
Wm Description



10.1 Functionality


This clause specifies a Diameter application that allows the following messaging to take place between the AAA-Server and the PDG :

The 3GPP AAA Server/Proxy retrieves tunneling attributes and WLAN UE's IP configuration parameters from the  Packet Data Gateway.

-
Messaging for service authentication between WLAN UE and 3GPP AAA Server/Proxy.

-
Messaging for service authorization between PDG and 3GPP AAA Server/Proxy.

-
Messaging for carrying authentication data for the purpose of tunnel establishment, tunnel data authentication and encryption.
In the roaming case, the AAA-proxy shall act as a stateful proxy between the PDG and AAA-Server.

10.2 Protocols

Editor’s note: Wm shall be a Diameter based  interface. It is FFS whether this shall be based on Gx/Gq procedures ( which in turn are based on NASREQ) or another Diameter application.
################ Modification Part 1 End##########################








































































