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1. Introduction

This contribution suggests adding AAR/AAA procedural details to TS 29.234 for the Wm interface.

2. Discussion

The Wm reference point is between the 3GPP AAA Server and the PDG. To quote 23.234, the purpose of the Wm is to enable:

-
The 3GPP AAA Server/Proxy to retrieve tunneling attributes and WLAN UE's IP configuration parameters from/via Packet Data Gateway.

-
Carrying messages for service authentication between WLAN UE and 3GPP AAA server.

-
Carrying messages for service authorization between PDG and 3GPP AAA server.

-
Carrying authentication data for the purpose of tunnel establishment, tunnel data authentication and encryption.

It is proposed that the basic AA-Request and AA-Answer procedures are used for this purpose of authorization and download of authentication and other data to the PDG. Further, for a  message of type “Bearer Modification”, it is proposed that this message uploads from the PDG to the AAA-Server/Proxy the routing policy info required to be forwarded to the WAG. 

1 Proposal
The text modifications related Wm reference point are proposed to the TS29.234.

################Modification Part 1 Beginning##########################
10.3 Procedures Description
10.3.1 AA Procedures

According to the requirements stated in Chapter 10.1, Wm reference point shall enable:

--
Carrying messages for service authorization between PDG and 3GPP AAA Server/Proxy.

-
Carrying authentication data for the purpose of tunnel establishment, tunnel data authentication and encryption
- Allow the 3GPP AAA Server/Proxy to retrieve tunneling attributes and WLAN UE's IP configuration parameters from/via Packet Data Gateway.

This procedure is used between the PDG and AAA-Server. It is invoked by the PDG, on receipt from the WLAN-UE of a “tunnel establishment request” message.

The Wm reference point performs authorization download based on the reuse of the AAR-AAA command set
Table 10.3.1.x AA-Request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Permanent User Identity
	 User-Name
	M
	This information element contains the permanent identity of the user, i.e., the IMSI.

	CR-Request-Type
	CR-Request-Type
	M
	Type of Wm specific Diameter application request. The following values are to be used:

BEARER SETUP (0)

This value shallindicate the initial request for authorization of the user to the APN

BEARER MODIFICATION (1)

This value shall indicate that routing policy AVP is present.

	Visited Network Identifier
	VPLMN-ID
	C
	Identifier that allows the home network to identify the Visited Network.

This AVP shall be present if the PDG is not in the WLAN-UE’s home network i.e the WLAN-UE is roaming. 

	APN-ID
	APN-ID
	M
	This information element contains the W-APN which the UE is requesting access. 

	Routing Policy
	Routing-Policy
	C
	This AVP shall be present when CR-Request-Type is set to BEARER_MODIFICATION. It shall include the routing policy of the tunnel set-up 

	Routing Information
	Destination-Host
	C
	If the PDG knows the AAA-Server name, this AVP shall be present. 
This information is available if the PDG already has the AAA-Server name stored. The AAA-Server name is obtained from the Origin-Host AVP, which is received from the AAA-Server, e.g. included in the AAA command.
Otherwise only the Destination-Realm is included so that it is resolved to an AAA-Server address in an SLF-like function. Once resolved the Destination-Host AVP is included with the suitable AAA-Server address and it is stored in the PDG for further usage.


Table 10.3.1.X: AA-Response

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Registration Result
	Result Code/ Experimental Result Code
	M
	Result of the operation. 

Result-Code AVP shall be used for errors defined in the Diameter Base Protocol.

Experimental-Result AVP shall be used for Wm errors. This is a grouped AVP which contains the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP

	APN-User-Data
	APN-Specific-Data
	C
	This shall contain APN specific data. AVP shall be present if the request was of type BEARER SETUP and the Result Code set to DIAMETER_SUCCESS
The exact form of this new AVP is FFS.


10.3.1.1.1 AAA-Server Detailed Behaviour

The AAA-Server shall, in the following order (if there is an error in any of the steps, the AAA-Server shall stop processing and return the corresponding error code):
Check that the user exists in the AAA-Server. If not Experimental-Result-Code shall be set to DIAMETER_ERROR_USER_UNKNOWN.
Check the CR Request Type AVP:
1. If CR-Request type indicates BEARER SETUP, it indicates that the WLAN-UE does not have a tunnel active to the particular APN at the PDG and is requesting authorization for such an APN. 
a. The AAA-Server shall check that the user has subscription for the W-APN requested. If not, Experimental-Result-Code shall be set to DIAMETER_ERROR_USER_NO_APN_SUBSCRIPTON.
b.  If the user is roaming (indicated by the presence of a VPLMN-ID in the Authorization Request message), the AAA-Server shall check if the user is allowed to access the W-APN. This is given by the APN-Authorization. If not, Experimental-Result-Code shall be set to DIAMETER_ERROR _ROAMING_NOT_ALLOWED. 
c. The AAA-Server shall store the PDG IP address and identity. The AAA-Server shall download APN-User-Data AVP. The Result-Code shall be set to DIAMETER_SUCCESS. 
2. If CR-Request-Type indicates BEARER MODIFICATION:

a. This indicates that the WLAN-UE already has an active tunnel to the given PDG and is informing the AAA-Server of the routing policy for the tunnel. The AAA-Server shall store the Routing-Policy AVP and use Wg procedures to install this policy at the WAG. If this is successful, AAA-Server shall set Result Code to “Success” in the AAR message.  If not, Result Code shall be set to DIAMETER_UNABLE_TO COMPLY.
Exceptions to the cases specified here shall be treated by AAA-Server as error situations, the Result-Code shall be set to DIAMETER_UNABLE_TO_COMPLY. No authentication information shall be returned
10.3.1.1.2 AAA-Proxy Detailed Behaviour

The AAA-Proxy is required to handle roaming cases in which the PDG is in the VPLMN. On this interface, it may act to limit policy enforcement by modifying messages. It shall therefore maintain session state. The AAA-Proxy shall, in the following order (if there is an error in any of the steps, the AAA-Proxy shall stop processing and return the corresponding error code):

Check the CR Request Type AVP:

1 If CR-Request type indicates BEARER SETUP, it indicates that the WLAN-UE does not have a tunnel active to the particular APN at the PDG and is requesting authorization for such an APN. 
a. The AAA-Proxy shall check locally configured information whether users from the HPLMN are allowed to access to the W-APN requested from this (V)PLMN. If not, Experimental-Result-Code shall be set to DIAMETER_ERROR _ROAMING_NOT_ALLOWED and the AAR message sent to the PDG. In all other cases, the message shall be forwarded transparently to the AAA-Server.
2 If CR-Request-Type indicates BEARER MODIFICATION:

a. This indicates that the WLAN-UE already has an active tunnel to the given PDG and is informing the AAA-Server of the routing policy for the tunnel. The AAA-Proxy shall store the Routing-Policy AVP and use Wg procedures to download the policy to the WAG. If this is successful, AAA-Server shall set Result Code to “Success” and send the AAR reply.  If not, Result Code shall be set to DIAMETER_UNABLE_TO COMPLY.
Exceptions to the cases specified here shall be treated by AAA-Server as error situations, the Result-Code shall be set to DIAMETER_UNABLE_TO_COMPLY and AAR message sent to the PDG. 
################ Modification Part 1 End##########################








































































