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Introduction
In order to ensure operator policies, e.g. QOS, charging, etc., scenario 3 requires routing enforcement and policy enforcement to be implemented in the 3GPP-WLAN interworking system. Routing enforcement shall be used to ensure that all packets sent to/from the WLAN UE for 3G PS based service are routed to the interworking VPLMN (roaming case) or HPLMN (no roaming case). Wa & Wd interfaces have to be modified to incorporate these functionalities.
Discussion
Routing enforcement in the WLAN AN shall ensure that the packets sent between a PDG and WLAN UE are routed to the right entity in the interworking VPLMN (roaming case) or HPLMN (no roaming case). It is agreed upon in last SA2_39 meeting in China ( S2-041541), that routing enforcement functionality can be downloaded by the AAA server ( in case of HPLMN) or AAA proxy ( in case of VPLMN) to the WLAN AN serving the WLAN UE. This information has to be carried over the Wa interface between AAA server/proxy and the WLAN AN. So Wa and Wd interface has to be modified to reflect the above discussion.

Policy enforcement functionality is implemented at WAG, to allow only authorize the packets to/from the WLAN AN. This policy enforcement rules also can be downloaded by the AAA server( in case of HPLMN) proxy or via the AAA proxy ( in case of VPLMN) to the WAG. So Wa and Wd interface has to be modified to pass the policy enforcement information between AAA server and AAA proxy. The below changes are proposed to reflect this discussion.
Changes

**Modified Section 1**

5
 Wa Description

5.1
Functionality

The functionality of the reference point is to transport in RADIUS/Diameter frames;

-
data for WLAN session authentication signalling between WLAN-UE and 3GPP Network.

-
data for WLAN session authorization signalling between WLAN AN and 3GPP Network. 

-
keying data for the purpose of radio interface integrity protection and encryption.

-
 data for purging a user from the WLAN access for immediate service termination, when such functionality is supported by the WLAN AN. 

-
data to enable the identification of the operator networks within which roaming occurs.

-     data carrying routing enforcement policy, which needs to be applied for the packets between WLAN-UE and 3GPP Network.

**Modified Section 2**

5.2
Protocols

Wa reference point interworks between 3GPP networks and WLAN ANs.  In early deployments of WLAN-3GPP IW, a significant amount of WLAN ANs will provide RADIUS-based interfaces.  WLAN ANs should migrate gradually towards Diameter-based interfaces. 

Therefore, in order to interwork with the two kinds of WLAN AN, 3GPP AAA Proxy in the roaming case and the 3GPP AAA Server in the non-roaming case, have to support both Diameter-based and RADIUS-based protocols at the Wa reference point towards WLAN ANs.

**Modified Section 3**
6.4.3
Ending a Session

6.4.4
WLAN Routing Enforcement

Suitable Routing Enforcement information can be provided by the AAA Server to the WLAN AN. Routing enforcement in the WLAN AN shall ensure that packets sent  between a PDG and a WLAN UE are routed to the right entity in the interworking VPLMN (roaming case) or HPLMN (no roaming case). 

AAA Server can download this information after successful WLAN authentication and authorisation of a WLAN UE. In case of WLAN UE roaming into a VPLMN, AAA Proxy can download this information to the WLAN AN serving the WLAN UE 

Editor’s Note: Diameter Usage on Wa and the corresponding AVP’s are FFS.
**Modified Section 4**
7

Wd Description

Wd is the reference point that connects the 3GPP AAA Proxy, possibly via intermediate networks, to the 3GPP AAA Server. The prime purpose of the protocols crossing this reference point is to transport WLAN session authentication, authorization and related information in a secure manner
7.1
Functionality

The functionality of the reference point is to transport in Diameter frames;

-
data for WLAN session authentication signalling between 3GPP AAA Proxy and 3GPP AAA Server

-
data for WLAN session authorization signalling between 3GPP AAA Proxy and 3GPP AAA server

-
keying data for the purpose of radio interface integrity protection and encryption

-
data used for purging a user from the WLAN access for immediate service termination

-
data to enable the identification of the operator networks within which roaming occurs
-     data carrying routing enforcement policy, to be sent to the WLAN AN serving the WLAN-UE, when the UE is in a visited network
-     data carrying the policy enforcement rules which needs to be sent to the WAG in the VPLMN, when the WLAN-UE is in a visited network, to allow only authorized packets to/from WLAN-UE, 

**Modified Section 5**
7.4.3
Ending a Session

Session termination occurs when a user de-registers from the AAA-Server. This occurs via the Session Termination Request (STR) and Session Termination Answer commands (STA), defined in the base protocol [8]. Information elements are as per described in Section 6.4.3:

7.4.4  
Routing Enforcement

This procedure is used to transfer suitable routing enforcement policy to be applied at the WLAN AN. When a WLAN-UE is in a visited network, AAA Server shall send this routing enforcement policy to the WLAN AN serving the WLAN-UE via the Wd interface. AAA Proxy shall forward this policy to the WLAN AN via Wa interface.

Editor’s Note: Diameter commands to be used on Wd interface for implementing this functionality is FFS.

7.4.5  
Policy Enforcement

This procedure is used to transfer Policy enforcement rules to be applied at the WAG in the VPLMN, when a WLAN-UE is in the visited network. This policy enforcement rules would be used by the WAG to allow only authorized packets to/from the WLAN AN towards the 3GPP network.

Editor’s Note: Diameter commands to be used on Wd interface for implementing this functionality is FFS.

**Modified Section 6**
7.65
Information Elements Contents

FFS

