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1 Introduction

One role of the GUP server is to enforce access control for the access to GUP components. Based on access control, the GUP server will restrict access to components from client application.

For this purpose, the GUP server needs to keep a mapping between components and the access control rules that are relevant to them.

The entity responsible for defining these rules is beyond the scope of this specification, but it is important to have a procedure by which these rules can be managed.

We propose to add 3 new procedure to the Rg interface:

· AddAccessControlRule

· ListAccessControlRule

· DeleteAccessControlRule

The exact details of what an access control rule looks like are left for further study.

2 Proposal

We propose to add the following text in section 8.

8
Rg Definition

void

8.1
Procedures

void

8.1.1
Create procedure

8.1.2
Delete procedure

8.1.3
Modify procedure

8.1.4
Query procedure

8.1.5
Subscribe procedure

8.1.6
Unsubscribe procedure

8.1.7
Notify procedure
8.1.8 AccessControl provisioning procedures

8.1.8.1 AddAccessControlRule procedure

Editor’s note: as agreed upon during CN4-#22bis, the formal definition of the structure of messages using one XML schema language is left for future work and will be referenced and put in the Annex of this document later on.

The procedure informs the GUP server to add a given access control rule to its internal knowledge base.

The AddAccessControlRuleRequest element can be informally defined as follows

	<AddAccessControlRuleRequest xmlns="urn:3gpp:gup:ns:proc“>
  <ResourceID id=”user1”/>

  <AccessControlRule>

    <Target>
      <ComponentRef gcl=”/Gup/HSSIMSData”/>
    </Target>
    <Context>                      <!-- needs to be defined further -->
      <Requestor></Requestor>
      <Action>read</Action>
      <Condition></Condition>
    </Context>
  </AccessControlRule>
</AddAccessControlRuleRequest>


The request to add an access control rule contains a target (the component that is targeted by this rule) and a context. The exact details of the context are left for further study, but it should include – among other things – the identity of the requestor, the action to be performed and some arbitrary condition (e.g. time of the day). 

The GUP server then answers using the AddAccessControlRuleResponse element defined informally as follows:

	<AddAccessControlRuleResponse xmlns="urn:3gpp:gup:ns:proc“>
  <Status code=”OK”/>
  <ResourceID id=”user1”/>

  <AccessControlRule id=”a12eff”>

    <Target>
      <ComponentRef gcl=”/Gup/HSSIMSData”/>
    </Target>
    <Context>                      <!-- needs to be defined further -->
      <Requestor></Requestor>
      <Action>read</Action>
      <Condition></Condition>
    </Context>
  </AccessControlRule>

</AddAccessControlRuleResponse>


The answer contains a status code and the repeat of the mapping sent in the query. The addition if successful is also assigned a unique id that can be used to remove the rule (see DeleteAccessControlRule procedure).

Editor’s note: situations resulting in non-successful attempts to add a rule are left for futher study.

8.1.8.2 ListAccessControlRule procedure

The procedure gets from the GUP server the list of access control rules for a given resourceID.

The ListAccessControlRuleRequest element can be informally defined as follows:

	<ListAccessControlRuleRequest xmlns="urn:3gpp:gup:ns:proc“>
  <ResourceID id=”user1”/>
  <ComponentRef gcl=”/Gup/HSSIMSData”/>?

  <Requestor></Requestor>?
  <Action>read</Action>?
</ListMappingRequest>


The request  consists of the ResourceID of the subscriber and optionally a reference to a component to which the rule is applicable (expressed as a GCL expression), the requestor to whom the rule is applicable or the action.

In the presence of the ComponentRef element, the GUP server will send back all the access control rules corresponding to components contained (i.e. that are sub-trees of) in the component identified by ComponentRef.

The answer sent by the server can be informally described as follows:

	<ListAccessControlRuleResponse xmlns="urn:3gpp:gup:ns:proc“>
  <Status code=”OK”/>
  <ResourceID id=”user1”/>
  <AccessControlRules>
    <AccessControlRule id=”a12eff”>

      <Target>
        <ComponentRef gcl=”/Gup/HSSIMSData”/>
      </Target>
      <Context>                      <!-- needs to be defined further -->
        <Requestor></Requestor>
        <Action>read</Action>
        <Condition></Condition>
      </Context>
    </AccessControlRule>

    <AccessControlRule id=”a12egg”>

      <Target>
        <ComponentRef gcl=”/Gup/HSSIMSData”/>
      </Target>
      <Context>                      <!-- needs to be defined further -->
        <Requestor></Requestor>
        <Action>read</Action>
        <Condition></Condition>
      </Context>
    </AccessControlRule>
  </AccessControlRules>
</ListAccessControlRuleResponse>


The answer consists of a list of access control rules.

8.1.8.3 DeleteAccessControlRule procedure

The procedure deletes access control rules from the GUP server. In order to delete a rule, a valid rule id must be provided. Usually applications will first invoke the ListAccessControlRule procedure to get back a list of id and then use any of them to delete mappings.

The request DeleteAccessControlRuleRequest can be informally described as follows:

	<DeleteAccessControlRuleRequest xmlns="urn:3gpp:gup:ns:proc“>
  <ResourceID id=”user1”/>
  <AccessControlRules>
    <AccessControlRule id=”a12ehh”/>
    <AccessControlRule id=”a12egg”/>
  </AccessControlRules>
</DeleteAccessControlRuleRequest>


The answers sent back by the GUP server can be informally described as follows:

	<DeleteAccessControlRuleResponse xmlns="urn:3gpp:gup:ns:proc“>
  <Status code=”OK”>
  <ResourceID id=”user1”/>
  <AccessControlRules>

    <AccessControlRule id=”a12eff”>

      <Target>
        <ComponentRef gcl=”/Gup/HSSIMSData”/>
      </Target>
      <Context>                      <!-- needs to be defined further -->
        <Requestor></Requestor>
        <Action>read</Action>
        <Condition></Condition>
      </Context>
    </AccessControlRule>

    <AccessControlRule id=”a12egg”>

      <Target>
        <ComponentRef gcl=”/Gup/HSSIMSData”/>
      </Target>
      <Context>                      <!-- needs to be defined further -->
        <Requestor></Requestor>
        <Action>read</Action>
        <Condition></Condition>
      </Context>
    </AccessControlRule>
  </AccessControlRules>
</DeleteAccessControlRuleRequest>


The answers contains a status code and the list of access control rules that have been deleted. For each rule, the answer provides all the information about the deleted rule: id, GCL and context.

8.1.9
Information definitions

8.1.10
Error handling and common error types
8.2
Information Elements Contents

8.3
Security, Authentication and Authorisation

8.4
Protocol Aspects


































