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1. Introduction

The SA3 states in TS 33.220 v6.0.0 in chapter 4.5.2 in item 2 that:

2.
BSF retrieves the user profile and one or a whole batch of Authentication Vectors (AV, AV = RAND||AUTN||XRES||CK||IK) over the Zh interface from the HSS.

Currently the TS 29.109 v0.2.0 enables downloading only one Authentication Vector (AV) from HSS to BSF.  The reused IMS MM Cx Multimedia-Auth-Request/Answer enables originally down loading of several authentication vectors. The same mechanism is here proposed also to Zh interface to fulfill the SA3 requirement. In this mechanism the BSF indicates in SIP-Number-Auth-Items AVP the number of ordered AVs to the HSS in Multimedia-Auth-Request message. This value can be also zero in the case when only refreshing of UserSecSettings are needed.

OBS: The required changes to TS 29.109 v0.2.0 are edited using as a template the version where all terminological (i.e. userProfile to User Security Settings) and editorial changes to V0.2.0 from contribution “TS 29.109 – Terminological Changes “ are expected to be already approved. 

CHANGES TO THE END OF SECTION 4.2 v0.2.0

Step 1

The BSF shall send the following Bootstrapping-Request to the HSS in the format of Multimedia-Auth-Request (MAR) message.  The content of the message is given below in the same format as in 3GPP TS 29.229 [3]. The curly brackets indicate mandatory AVPs. The square brackets indicate optional AVPs. The “address of” refers to the Fully Qualified Host Name (FQDN).

<Multimedia-Auth-Request> ::=<Diameter Header: 303, REQ >
< Session-Id >
{ Vendor-Specific-Application-Id }
{ Auth-Session-State }
; NO_STATE_MAINTAINED
{ Origin-Host }
; Address of BSF
{ Origin-Realm }
; Realm of BSF
{ Destination-Realm }
; Realm of HSS
[ Destination-Host ]
; Address of the HSS
{ User-Name }
; IMPI from UE
{ Public-Identity }
; Empty value
[ SIP-Number-Auth-Items]

*[ AVP ]
*[ Proxy-Info ]
*[ Route-Record ]

The content of mandatory Vendor-Specific-Application-ID according [1] is:

<Vendor-Specific-Application-Id>::=<AVP header: 260>
1*  [Vendor-Id]
; 3GPP is 10415
0*1 {Auth-Application-Id}
; value of bootstrapping
0*1 {Acct-Application-Id}
; Omitted

When determining the value of Destination-Host AVP the BSF can use redirector function (SLF) to resolve the address of the HSS if needed (see 3GPP TS 29.229 [3]). The BSF shall set the Auth-Session-State AVP to NO_STATE_MAINTAINED to inform that the HSS does not need to maintain any status information for this session according 3GPP TS 29.229 [3]. The User-name is the IMS Private User Identity (IMPI) as required in 3GPP TS 29.228  [2]. The mandatory Public-Identity may be set to contain non-meaningful “empty” value because the Bootstrapping application logic in the HSS does not check, as IMS MM application does, coherence of the IMPI and the User Public Identity (IMPU). The BSF shall set the number (zero or more) of the ordered authentication vectors to the SIP-Number-Auth-Items  according 3GPP TS 29.229 [3].

Step 2

When the HSS receives the MAR message, the HSS shall derive the user Authentication Vectors (AV) information according the IMPI and populates it into SIP-Auth-Data AVP as defined in 3GPP TS 29.229 [3]. The HSS shall also fetch the GAA User Security Settings  into the GAA-UserSecSettings.

The MAR/MAA sequence in the Zh interface must not change possible status information of the possible simultaneously ongoing IMS MM application sessions in the HSS.

Step 3.

The HSS shall send the following Bootstrapping-Answer message in the format of Multimedia-Auth-Answer (MAA) message back to the BSF. 

< Multimedia-Auth-Answer> ::= < Diameter Header: 303 >
< Session-Id >
{ Vendor-Specific-Application-Id }
[ Result-Code ]
[ Experimental-Result]
{ Auth-Session-State }
; NO_STATE_MAINTAINED
{ Origin-Host }
; Address of HSS
{ Origin-Realm }
; Realm of HSS
[ User-Name ]
; IMPI
[ SIP-Number-Auth-Items ]

*[ SIP-Auth-Data-Item ]

[ GAA-UserSecSettings ]
; GUSS
*[ AVP ]
*[ Proxy-Info ]
*[ Route-Record ]

The HSS shall set the mandatory Auth-Session-State AVP to NO_STATE_MAINTAINED because the HSS does not maintain any state information about this session and the BSF does not need to send any session termination request 3GPP TS 29.229 [3].  The User-Name AVP (IMPI) may be sent back for checking. The required authentication vectors are send in the SIP-Auth-Data-Items AVPs and the number of these items shall be set to the AVP SIP-Number-Auth-Items AVP. The  security settings of user’s all GAA applications are  send in GAA-UserSecSettings AVP.

