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1 Introduction

According to the description of the Wx interface of TS 23.234 (section 6.3.2) and TS 29.234 (section 8.1), some of the functionalities of the reference point is to enable:

· Registration of the 3GPP AAA Server of an authorised (for WLAN Access) WLAN user in the HSS.

· Purge procedure between the 3GPP AAA server and the HSS 
· Retrieval of online charging / offline charging function addresses from HSS
· Retrieval of WLAN subscriber profile from HSS

And according to the Editor’s note of the section 8.2: “Wx reference point shall reuse the Cx protocol as much as possible”.

2 Discussion

This contribution aims to include within the TS 29.234 the Wx procedures description for the HSS to register a WLAN user and download the profile.

Therefore, the Server-Assignment-Request (SAR) and Server-Assignment-Answer (SAA) commands from Cx interface are being reused to cope with the registration, de-registration, profile downloaded requested by the 3GPP AAA server, and retrieval of charging information procedures in the Wx interface.

Note: Some mandatory AVPs have been added/removed from the original Cx SAR/SAA command codes due to the WLAN requirements. It implies whether to change the 29.229 or put the new ABNF in other place. Since there is still no agreement on how to handle the Cx-based applications documentation, this contribution only describes what the procedures and AVPs are needed to cope with the Wx registration and profile download requirements. ABNF will be developed as soon as these procedures are estable and the Cx-based applications documentation is agreed.

According to TS 23.234 requirements: “WLAN Access Authorization shall occur upon the success of the authentication procedure. It shall take into account the user’s subscription profile and optionally information about the WLAN AN. This information enables the network to identify the type of access and optionally to differentiate the authorization decision based on e.g. WLAN AN location”. Also, in Annex A.2.4 of TS 23.234 it is stated for WLAN registration that: “This signalling sequence is initiated by the 3GPP AAA Server when a new subscriber has been authenticated and authorised by the 3GPP AAA server “.

According to the above, it is understood that the sequence is: authentication, user profile download for authorization and registration. To accomplish this, this paper implements that the user profile can be downloaded only when the 3GPP AAA server requests for it and never in a registration procedure. 

3 Proposed changes

8.3 Procedures Description

void

8.3.1 Authentication Procedures

void

8.3.2 Location Management Procedures

void

8.3.2.1 WLAN Registration/DeRegistration Notification

According to the requirements described in chapter 8.1, Wx reference point shall enable:

· Registration of the 3GPP AAA Server of an authorised WLAN user in the HSS

· Retrieval of online charging / offline charging function addresses from HSS
· Purge procedure between the 3GPP AAA Server and the HSS

· Retrieval of WLAN subscriber profile from HSS
This procedure is used between the 3GPP AAA Server and the HSS. The procedure is invoked by the 3GPP AAA Server after a new subscriber has been authenticated and authorised by the 3GPP AAA Server:

· to register the current 3GPP AAA Server address in the HSS for a given 3GPP user. 

· to de-register the current 3GPP AAA Server address in the HSS for a given 3GPP user. When WLAN UE has disappeared from WLAN coverage or when the OCS has initiated a disconnection, the 3GPP AAA Server informs the HSS about an ongoing disconnection process and the HSS de-register the WLAN user.

· to download the subscriber profile under 3GPP AAA Server demand. This procedure is invoked when for some reason the subscription profile of a subscriber is lost.

The Wx interface performs these functions based on the reuse of the existing Cx server assignment command code set (SAR/SAA), see 3GPP TS 29.228 [4A] and 29.229[4B]. It corresponds to the combination of the operations WLAN-Registration and WLAN-Registration-Confirm for the registration procedure, Purge_WLAN_INFO and Purge_WLAN_INFO_Ack for the de-registration procedure initiated by the 3GPP AAA server and Subscriber-Profile-Request (see 3GPP TS 23.234 [4]) for the profile download procedure initiated by the 3GPP AAA server.

Table x.x.x: WLAN Registration  request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Permanent User Identity
	Permanent-User-Identity
	M
	This information element contains the permanent identity of the user, i.e., the IMSI
.

	Server Assignment Type
	Server-Assignment-Type
	M
	Type of procedure the 3GPP AAA Server requests in the HSS.

When this IE contains REGISTRATION value, the HSS performs a registration of the WLAN user.

When this IE contains USER_DEREGISTRATION / ADMINISTRATIVE_DEREGISTRATION / REAUTHENTICATION_FAILURE / ONLINE_CHARGING_FAILURE the HSS performs a de-registration of the WLAN user.

When this IE contains NO_ASSIGNMENT value, the HSS initiates the download of the subscriber user profile towards the 3GPP AAA Server, but no registration is performed.

Any other value is considered as an error case.

	Routing Information (See 7.13)
	Destination-Host 
	C
	If the 3GPP AAA Server knows the HSS name this AVP shall be present. 

This information is available if the 3GPP AAA Server already has the HSS name stored. The HSS name is obtained from the Origin-Host AVP, which is received from the HSS, e.g. included in the MAA command.

Otherwise only the Destination-Realm is included so that it is resolved to an HSS address in an SLF-like function. Once resolved the Destination-Host AVP is included with the suitable HSS address and it is stored in the 3GPP AAA Server for further usage.


Table 6.1.2.2: Subscriber profile retrieval response

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Permanent User Identity
	Permanent-User-Identity
	M
	This information element contains the permanent identity of the user, i.e., the IMSI
.

	Registration result
	Result-Code / Experimental-Result
	M
	Result of the operation. 

Result-Code AVP shall be used for errors defined in the Diameter Base Protocol.

Experimental-Result AVP shall be used for Wx errors. This is a grouped AVP which contains the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP.

	User Profile
	User-Data
	C
	Relevant user profile.

It shall be present when Server-Assignment-Type in the request is equal to NO_ASSIGNMENT.

	Charging Information 
	Charging-Information
	C
	Addresses of the charging functions.

It shall be present when Server-Assignment-Type in the request is equal to REGISTRATION and when Result-Code is equal to DIAMETER_SUCCESS.

When this parameter is included, the Primary Charging Collection Function address shall be included.  All other elements shall be included if they are available.


8.3.2.1.1
Detailed behaviour

When a new 3GPP subscriber has been authenticated and authorised by the 3GPP AAA Server, the 3GPP AAA Server initiates the registration towards the HSS. The HSS shall, in the event of an error in any of the steps, stop processing and return the corresponding error code, see 3GPP TS 29.229 [4B]).

The 3GPP AAA server sends Server-Assignment-Request command to the HSS indicating the registration procedure. The subscriber is identified by the User-Name AVP.

At reception of Server-Assignment-Request command, the HSS shall perform (in the following order): 

1. Check that the user is known. If not Experimental-Result-Code shall be set to DIAMETER_ERROR_USER_UNKNOWN.

2. Check the Server Assignment Type value received in the request:

-
If it indicates REGISTRATION, the HSS shall store the 3GPP AAA Server name for the authenticated and authorised 3GPP subscriber.  

-
If it indicates USER_DEREGISTRATION / ADMINISTRATIVE_DEREGISTRATION / REAUTHENTICATION_FAILURE / ONLINE_CHARGING_FAILURE, the HSS shall remove the 3GPP AAA Server name previously assigned for the 3GPP subscriber. 

-
If it indicates NO_ASSIGNMENT, the HSS shall download the relevant user identity information. 

-
If it indicates any other value, the Result-Code shall be set to DIAMETER_UNABLE_TO COMPLY, and no registration/de-registration or profile download procedure shall be performed.

 Note: Origin-Host AVP shall contain the 3GPP AAA server identity.


8.3.2.2 Network Initiated De-Registration by HSS, Administrative

void

8.3.3 User Data Handling

void

8.3.3.1 User Profile Download

See chapter 8.3.2.1.
8.3.3.2
HSS Initiated Update of User Profile

void

