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Introduction

In CAMEL Phase 4 (which is part of the 3GPP Rel-5 Mobile Network specifications), mechanisms are introduced to transport the IMEI of the served subscriber from the MSC to the SCP. These mechanisms are:

(1) CAMEL Service invocation: when the served subscriber initiates a call or non-call activity, then the MSC includes the IMEI of the MS in the CAMEL Service invocation. The protocol used between the MSC and the SCP is CAP V4. CAP V4 contains the IMEI of the MS used by the served subscriber.

(2) The SCP can query the MSC for the IMEI of the MS used by a subscriber. The SCP sends the query to the HLR; the HLR passes the query on to the MSC where the subscriber is registered. The MSC retrieves the IMEI from the MS. The MSC needs to set up radio contact with the MS, in order to obtain the IMEI.

These existing mechanisms may be used to verify the IMEI. Refer to figure 1.
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Figure 1: IMEI query by SCP

Proposed Enhancement

The above-described mechanisms, to transport the IMEI from MSC or SGSN to gsmSCF, may be used to dynamically adapt the service logic behaviour to the IMEI in use by the subscriber.

The IMEI of a MS/UE is maintained in the Equipment Identification Register (EIR). The EIR may indicate per IMEI, whether the IMEI is white listed, black listed or grey listed.

Service logic processing may benefit if has the ability to query the EIR, for the purpose of checking the status of a particular IMEI.

Proposed Implementation

Figure 1 depicts the proposed implementation. The implementation may consist of a MAP information flow between gsmSCF and EIR. Two MAP messages may be suitable for this purpose: Any Time Interrogation and Check IMEI.

Table 1 shows a comparison between the use of MAP ATI and the use of MAP Check IMEI, for the purpose of IMEI verification by the SCP.

Table 1: comparison between ATI and Check IMEI

	MAP ATI
	MAP Check IMEI

	Support of MAP ATI is already specified for SCP, but needs to be enhanced for usage to EIR.
	Support of MAP Check IMEI is not yet specified for SCP.

	Support of MAP ATI is not yet specified for the EIR.
	Support of MAP Check IMEI is already specified for the EIR.

	MAP ATI between SCP and EIR may be used to EIR in HPLMN only. Hence, it can not be used for subscribers from other PLMNs.
	If SCP supports MAP Check IMEI, then it may potentially be used to EIRs from any PLMN. Hence, it may be used for subscribers from other PLMNs.


Table 1 reveals that the usage of MAP Check IMEI has advantages over the use of MAP ATI.

The EIR of an operator may be connected to the Central Equipment Identity Register (CEIR), operated by the GSM Association. The CEIR maintains IMEI lists of all operators that join the CEIR. The EIR may update itself with information stored in the CEIR.
SCP-based IMEI verification may be considered a complement to the MSC-based IMEI verification, as opposed to being a replacement thereof. However, the capabilities of an SCP, w.r.t. IMEI verification, are more extensive than the capabilities of an MSC in this regard.

Affected Specifications

3GPP-CN2:
3GPP TS 23.078; the Information Flow between gsmSCF and EIR needs to be described.

3GPP-CN4:
3GPP TS 29.002; the MAP Operation between gsmSCF and EIR needs to be specified.

3GPP-SA2:
3GPP TS 23.002; the interface between gsmSCF and EIR needs to be mentioned.

3GPP-SA1:
3GPP TS 22.078; the capability of the CSE to interrogate the EIR should be mentioned.

This enhancement should be classified under “TEI” (Technical Enhancement and Improvement).

Conclusion

Support of this technical enhancement should be optional for an operator. This MAP interface between gsmSCF and EIR would not have any mutual impact with any CAP interface or with any other MAP interface.

Ericsson proposes that 3GPP Rel-6 include an optional interface between gsmSCF and EIR, to enable the gsmSCF to check the status of an IMEI.
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