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1 Introduction

In S3#32 meeting (9-13 Feb 2004) a pushing boostrapping allternative to the TS 33.220 (S3-040076) has been handled.This proposal accordingly updates the Stage 3 Diameter implementation in 29.109.

The proposal adds to TS 29.109 a totally new section 5.2 and modifies current sections 3.1, 5.1, 5.2.

2 Modifications to TS 29.109 v0.1.0

ADDITION TO SECTION 3.1

Bootstrapping information consists of a Transaction Identifier (TID), a Key material (Ks) and an application specific user profile (UserProf) identified by TID.

NAF’s application type indicated the GAA application that the NAF supports.
ADDITION TO END OF SECTION 5.1

There is two ways to execute the bootstrapping procedure:

1. If the initiating UE specifies a NAF, that it will use, the bootstrapping information is pushed to the NAF via Zn interface by BSF already as a part of the bootstrapping procedure. This procedure is defined in chapter 5.2.

2. If the initiating UE does not specify a NAF, that it will use, the BSF does not push the bootstrapping information to a NAF. The bootstrapping information is fetched from the BSF via Zn interface by NAF just during the GAA application procedure. This procedure is defined in chapter 5.3.

The requirements for Zn interface are defined in 3GPP TS 33.220 [5].
MODIFICATION OF OLD SECTION 5.2 and 
SHIFT THE WHOLE SECTION TO SECTION 5.3 AFTER NEW 5.2



5.3
Bootstrapping information Fetching Procedure in Zn interface 

ADDITION OF A TOTALLY NEW SECTION 5.2

5.2
Bootstrapping information Pushing Procedure in Zn interface 

In the pushing execution alternative the bootstrapping procedure pushes beforehand the bootstrapping information from BSF to NAFs using Zn interface.  The pushing bootstrapping procedure in the Zn interface can be executed only if UE has sent a valid NAF_ID to the BSF.
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Figure 5.4: The pushing bootstrapping procedure in Zn interface

The steps of the Pushing Bootstrapping procedure in Figure 5.4 are:

Step 1

The BSF shall send a GAA-NAF-Info-Push-Request message in the format of Multimedia-Auth-Request (MAR) message to the NAF.  The content of the message is given here in the same way as in 3GPP TS 29.229 [3]. The curly brackets indicate mandatory AVPs in Diameter. The square brackets indicate optional AVP in Diameter. The address refers to the Fully Qualified Host Name (FQDN).

< Multimedia-Auth-Request> ::=<Diameter Header: 303, REQ >
< Session-Id >
{ Vendor-Specific-Application-Id }
{ Auth-Session-State }
; NO_STATE_MAINTAINED
{ Origin-Host }
; Address of BSF
{ Origin-Realm }
; Realm of BSF
{ Destination-Realm }
; Realm of NAF
[ Destination-Host ]
; Address of the NAF
{ User-Name }
; Empty value
{ Public-Identifier }
; Empty value
[ GAA-Application-Id ]
; Application’s identifier
[ Transaction-Identifier ]
; TID
[ GAA-Key-Material ]
; Contains Ks_naf
[ XXX-Profile ]
; XXX application’s profile (UserProf)
*[ AVP ]
*[ Proxy-Info ]
*[ Route-Record ]

Editors note: The definition of the new XXX-Profile AVP should be added also to 6.3 and 7 later.

The content of Vendor-Specific-Application-ID according [1] is:

<Vendor-Specific-Application-Id>::=<AVP header: 260>
1*  [Vendor-Id]
; 10415 for 3GPP
0*1 {Auth-Application-Id}
; TBD for bootstrapping
0*1 {Acct-Application-Id}
; Omitted

The Destination-Realm AVP is set to the FQDN of the current NAF. The FQDNs for NAFs are originally get from the UE.  

The 3GPP TS 29.229 [3] defines the User-Name and Public-Identity AVPs as mandatory in Multimedia-Auth-Request.  The mandatory User-name and Public-Identity AVPs may be set to contain non-meaningful “empty” value in this context. The 3GPP TS 29.229 [3] also defines the Auth-Session-State AVP as mandatory.  The BSF may set this mandatory, but in this context useless, Auth-Session-State AVP to NO_STATE_MAINTAINED. 
The Transaction-Identifier AVP is generated by the BSF.  The BSF generates the key material (Ks_naf) from SIP-Auth-Data-Item fetched from the HSS.  The BSF select the appropriate user’s applications profile to the XXX-Profile AVP from stored GAA-Application-Profiles (UserProfs) according the NAF’s application type. The NAFs’ application types should be configured in the BSF. The BSF indicates to the NAF the expected application type of the NAF by GAA-Application-Id.

Step 2

The NAF stored the bootstrapping information tuple <TID, Ks_naf, UserProf> identified by Transaction Identifier (TID) for future NAF’s application type specific GAA application procedure. 

Step 3

After that the NAF shall send a GAA-NAF-Info-Push-Answer message in the format of the following Multimedia-Auth-Answer (MAA) message back to the BSF to indicate the successfulness of the procedure. 

< Multimedia-Auth-Answer> ::= < Diameter Header: 303 >
< Session-Id >
{ Vendor-Specific-Application-Id }
; As in the request message
[ Result-Code ]

[ Experimental-Result]
{ Auth-Session-State }
; NO_STATE_MAINTAINED
{ Origin-Host }
; Address of NAF
{ Origin-Realm }
; Realm of NAF
*[ AVP ]
*[ Proxy-Info ]
*[ Route-Record ]

The 3GPP TS 29.229 [3] defines the Auth-Session-State AVP as mandatory in Multimedia-Auth-Answer.  The NAF may set this mandatory, but in this context useless, Auth-Session-State AVP to NO_STATE_MAINTAINED. 

Step 4

After receiving the Multimedia-Auth-Answer the BSF may delete the bootstrapping information.
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