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At CN4 #21, work began on the stage 3 specifications for Generic Authentication Architecture (GAA).  However, the work that was completed at that meeting could be argued not to be either Generic or related solely to Authentication.  
This paper considers just how ‘generic’ the current definition of the Generic Authentication Architecture is, in the understanding that one element of the intended generic nature of GAA is captured in the statement in TS33.109 which reads;-

‘The bootstrapping function shall not depend on the particular network application function’.

Within GAA, the role of the BSF would seem to be relatively straight forward.  The UE first performs mutual authentication with the BSF using AKA – this is the Boot Strapping procedure, in which the BSF sends a Multimedia-Authentication-Request (MAR) to the HSS to obtain an authentication vector (RAND, AUTN, CK, IK, XRES) for the UE.  Using the values enclosed, the BSF and UE authenticate, and the BSF is also able to generate a key (Ks). With this key, the BSF can control further authentication of the subscriber to various Network Application Functions (NAFs) from which the UE may wish to obtain services.   The BSF also allocates a Transaction Id (TID) to the UE for the particular operation. 
However, in TS 29.109 v0.1.0, the BSF obtains in the Multimedia-Authentication-Answer (MAA) message the authentication information but also a further parameter called ‘UserProfs’.  UserProfs is contained in a new AVP called GAA-Application-Profiles, and so would seem to contain Application specific information.  It is not clear why the BSF should request Application specific information since, as quoted above ‘The bootstrapping function shall not depend on the particular network application function’.  This would seem then to not be in-keeping with the intention of GAA.

TS 29.109 goes on to describe the transfer of information between the BSF and the NAF.  Again, the BSF role in this should be fairly straight forward.  The UE first contacts the NAF and identifies itself with the TID that the BSF allocated.  The NAF passes the TID to the BSF to identify the UE which it is in contact with and the BSF then supplies the necessary authentication key (Ks) to the NAF.   This allows the NAF to authenticate the UE.  However, in the current description, the BSF also sends the GAA-Application-Profile for the application supported to the specific NAF.  This is an application specific behaviour and breaks the stage 2 requirement discussed above.
Furthermore, the task of authentication is adequately and completely fulfilled by the transfer of the secret derived from the AKA exchange to the NAF.  Anything further is clearly either not related to Authentication, is application-specific, or both.  For example, the only currently defined content of the GAA-Application-Profile AVP is Subscriber Certificates.  Subscriber Certificates is just one particular application of GAA, so it does not seem within the scope of the Generic Authentication Architecture to transfer this application-specific information.
Finally, it could be argued that the BSF is simply providing transparent transport of this application-specific information from HSS to NAF. This transparent proxy approach is commonly used when there is value in associating the encapsulated information with the underlying encapsulating transaction in some way. For example, the encapsulated information may inherit some security properties e.g. when it is known that the underlying transaction is routed only between trusted entities.  This is clearly not the case with the BSF.
To that end, Nortel proposes the changes in the attached document to the existing text in 29.109.

