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1. Introduction

This contribution suggests adding missing Diameter based Wd reference point IE description to TS 29.234 according to TS23.234. 

2. Discussion

EAP signalling between WLAN-UE and AAA-Server is carried across the Wd interface between AAA-Server and AAA-Proxy encapsulated inside Diameter EAP messages. There are two separate cases that can be identified:

(1) Wa interface is implemented using Diameter.

(2) Wa interface is implemented using Radius.

 Which protocol is used will influence the information elements, or AVPs, which are contained in Wd signalling. 

Messages from the WLAN-UE to the AAA-Server are tunnelled from AAA-Proxy to AAA-Server encapsulated in the Diameter EAP request (DER). Messages originating at the AAA-Server which are destined for the WLAN-AN are encapsulated in the Diameter EAP answer message (DEA). 

Considering first messages encapsulated within the DER. For the case where Diameter is used on the Wa interface, the messaging contained in the DER message from the WLAN-AN which are received at the AAA-Proxy are as follows:

::= < Diameter Header: 268, REQ, PXY >

                                < Session-Id >

                                 { Auth-Application-Id }

                                 { Origin-Host }

                                 { Origin-Realm }

                                 { Destination-Realm }

                                 { Auth-Request-Type }

                                 { EAP-Payload }

                                 [ User-Name ]

In this case, these AVPs should be proxied transparently by the AAA-Proxy and forwarded to the AAA-Server, which is straightforward i.e. none of the AVPs shown above are modified in any way by the AAA-proxy. Additionally, the AAA-proxy may append the DER message with the Proxy Identifier , a new  AVP, in order that the AAA-Server may explicitly receive the AAA-proxy’s identity.

For the case where the AAA-proxy receives the Radius Access Request Message (case 2 identified at the start of the paper), the AAA-proxy must behave as a Radius-Diameter translation agent. The following AVPs may then be included in the Radius Access Request message received:

User Name



NAS-IP Address



NAS Identifier



EAP Message

The task therefore is to perform translation of this message according to the NASREQ specification. Hence this gives an AVP list as follows:

::= < Diameter Header: 268, REQ, PXY >

                                < Session-Id >

                                 { Auth-Application-Id }

                                 { Origin-Host }

                                 { Origin-Realm }

                                 { Destination-Realm }

                                 { Auth-Request-Type }

                                 { EAP-Payload }

                                 [ User-Name ]

                                 [ NAS-IP address]

                                 [ NAS Ipv6 address]

                                 [ NAS Identifier]

Turning now to the case of messages originating at the AAA-Server which are received at the AAA-Proxy, for the DEA message, the following AVPs were shown to be necessary on the Wa interface:

::= < Diameter Header: 268, PXY >

                                < Session-Id >

                                { Auth-Application-Id }

                                { Result-Code }

                                { Origin-Host }

                                { Origin-Realm }

                                { Auth-Request-Type }

                                [ EAP-Payload ]

                                [ User-Name ]

                                [ Session-Timeout ]


              [Proxy Info]

By reverse engineering, it is assumed that these 

are sufficient on the Wd interface.

3. Proposal
The text modifications related to DIAMETER based Wd reference point are proposed to the TS29.234.

################Modification Part 1 Beginning##########################
7.5.2 Information Elements Contents
	AVP Name
	AVP Description
	AVP Number
	Value
	Diameter EAP Request
	Diameter EAP Answer

	Session ID
	Identifies the particular session (where session refers to a request for authentication for a particular user)
	263
	
	M
	M

	Authentication-Application ID 
	Specifies the Diameter application to be used
	254
	1 for NASREQ
	Mandatory
	Mandatory

	Origin Realm
	Identifies the realm of the sender of the message (i.e. AAA-proxy in the DER & AAA-Server in the DEA)
	296
	
	Mandatory
	Mandatory

	Origin Host
	Host name of the sender of the message (i.e. AAA-proxy in the DER & AAA-Server in the DEA)
	264
	
	Mandatory
	Mandatory

	Destination Realm
	Realm of the intended recipient of the message
	283
	
	Mandatory
	

	Auth Req Type
	Defines whether authentication, authorization or both. (1)
	274
	1 for authentication
	Mandatory
	Mandatory

	EAP payload
	Encapsulated EAP payload used for UE-AAA-Server mutual authentication
	TBD
	
	Mandatory
	Mandatory

	User Name
	Username NAI
	1
	
	Mandatory
	

	NAS Identifier
	Hot spot ID
	32
	
	Mandatory
	

	NAS-IP address
	IP address of the hot spot (if Ipv4)
	4
	
	Conditional
	

	NAS_Ipv6 address
	Ipv6 address of the hot spot
	95
	
	Conditional
	

	Proxy Identifier
	VPLMN IS
	TBD
	
	Mandatory
	

	Result Code
	Tells whether request was successfully processed or not. 
	268
	1001(multi-round authentication)

2xxx (Success)

3xxx (Protocol Errors)

4xxx (Transient Failures)

5xxx (Permanent Failure)

	
	Mandatory

	Session Alive Time
	Max no of seconds the user session should remain active (Radius attribute)
	27
	
	
	Optional

	Acc-Interim Interval
	Analogous to charging duration
	85
	
	
	Optional


################ Modification Part 1 End##########################
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