3GPP TSG CN WG4 Meeting #21
N4-031363

Bangkok, THAILAND, 27th – 31st October 2003

Source:
Vodafone

Title:
Discussion Paper on "Network solution to the security issue with multiple, concurrent PDP Contexts in GPRS"

Agenda item:
6.6

Document for:
Discussion
Introduction

In TDoc N4‑0311250, SA3 have sent SA2 and CN4 a request to provide a solution in the network to that addresses the concerns subscribers have with having multiple, concurrent primary PDP Contexts established.

The solution that Vodafone proposes is an enhancement to the GPRS Support Nodes (GSNs) of a GSM/UMTS network and the GPRS Tunnelling Protocol which runs between them on the Gn and Gp interfaces. This provides a simple, but effective fix on a per APN basis.

The stage 2 change request 23.060-434 has now been revised following comments from its presentation in SA2. The latest version can be found in S2‑033723. This paper has been updated accordingly to address the changes made.

Proposed Solution

Vodafone proposes that a new field is added to the GPRS information stored in the GGSN for each APN. This field shall prohibit active PDP Contexts to specific APNs existing at the same time. The solution also needs to allow the possibility of PDP Contexts to be established to APNs which deal with the delivery of Multimedia Messages (MMs); otherwise some users who use the Multimedia Messaging Service will not be able to receive any MMs while they are connected to their corporate network. Conversely, for corporate customers who take their security very seriously (e.g. government organisations, the military etc.) the solution also needs the possibility to prohibit any other connections existing at all while connected to the corporate network.

The new field added to the GPRS information contained in the GGSN for each APN should have the following possible settings/values:

Value for new PDP Context Activation
Type of APN
Typical endpoint
Valid Combination with Values for Already Active PDP Contexts
Restrictiveness

0
No Existing Contexts
Not Applicable
None

1
Public-1
WAP or MMS
1, 2, 3
Low

2
Public-2
Internet or PSPDN
1, 2
Medium

3
Private-1
Corporate (who use e.g. MMS)
1
High

4
Private-2
Corporate (who do not use e.g. MMS)
None
Highest

There is the question, though, of how the network should deal with setting up a connection to a corporate network while there already exists a connection to a public network(s) (or vice versa)? There is a number of options which can be taken:

· put the existing PDP Contexts on hold;

· tear down the already existing PDP Contexts, and then establish the PDP Context to the corporate APN;

· deny the PDP Context to the corporate APN from being set up.

The first option is not viable as there is not much the SGSN can actually do with any packets coming in from the PDP Contexts which are on put hold; the user's application sessions/downloads/etc. could time-out.

The second option is also not really viable as it is not particularly user friendly; without warning, sessions/downloads from the public network(s) will terminate.

This leaves only the third and last option, which seems to be the most viable. Therefore the general logic can be described as follows:

1st (primary) PDP Context Activation

1. SGSN sends create message to GGSN.


2. GGSN sends back an ACK which contains the Restriction Type for the APN.


3. SGSN stores the Restriction Type for the now active PDP Context as the Maximum Restriction Type.

Subsequent (primary) PDP Context Activation 

1. SGSN checks to see if the Maximum Restriction Type is the most restrictive type. If it is, the SGSN rejects the activation request immediately.

2. Otherwise, the SGSN sends the Create PDP Context message to the GGSN and includes the Maximum Restriction Type within this message.

3. GGSN performs the following checks before sending back anything:
IF (Restriction-Type-of-APN-for-new-PDP-Context = 0) AND 
  (Maximum-Restriction-Type <= 2) THEN

Allow the connection
ELSE

IF (Restriction-Type-of-APN-for-new-PDP-Context = 1) AND 

  (Maximum-Restriction-Type <= 1) THEN


Allow the connection

ELSE /* type-of-APN-for-new-PDP-Context >= 2 */


Prohibit the connection

If the connection is allowed, the GGSN shall send back the Create PDP Context Response message with a positive acknowledgement which contains the Restriction Type of APN for the newly established PDP Context; otherwise it shall send back Create PDP Context Response message with an appropriate error cause code.

4. If the SGSN received a negative response, then it prohibits the user from setting up the new PDP Context and sends an appropriate error to the MS.

5. Otherwise, if the SGSN received a positive acknowledgement (i.e. the PDP Context has been set‑up) then in case another PDP Context has been successfully created since receiving the Create PDP Context Response for this PDP Context, the SGSN checks the newly received Restriction Type also to see if it conflicts with the current value of the Maximum Restriction Type (using the same mechanism as described in step 3 above for the GGSN); if the connection should be prohibited, the SGSN shall initiate a PDP Context Deactivation, otherwise it performs the following:

5.1. Stores the value of the Restriction Type along with all of the other information associated with the PDP Context.

5.2. Checks to see if the Restriction Type of the new PDP Context is of a higher restriction than the current Maximum Restriction Type and if it is, updates the Maximum Restriction Type with this new value.

PDP Context Modification (SGSN, GGSN or MS initiated)

1. The SGSN checks the newly received Restriction Type to see if it conflicts with the current value of the Maximum Restriction Type (using the same mechanism as described in step 3 of the previous section); if the connection should be prohibited, the SGSN may initiate a PDP Context Deactivation, depending on an operator configurable option. If a PDP Context Deactivation is not executed, the SGSN performs the following:

1.1. Stores the value of the Restriction Type along with all of the other information associated with the PDP Context.

1.2. Checks to see if the Restriction Type of the new PDP Context is of a higher restriction than the current Maximum Restriction Type and if it is, updates the Maximum Restriction Type with this new value.

PDP Context Deactivation

The SGSN recalculates the highest Restriction Type from the currently existing PDP Contexts and stores this value in the Maximum Restriction Type.

Inter‑SGSN Handover/Relocation

The new SGSN shall receive the restriction type(s) of the currently active primary PDP Context(s) from the GGSN in the Update PDP Context response message(s). If it were to receive these values direct from the old SGSN there is the risk that the old SGSN does not support this functionality and therefore would not pass the restriction types on to the new SGSN (which does have the capability).

It was SA2's opinion that during an inter‑SGSN handover/relocation, no new PDP Contexts can be activated until the new SGSN has received Update PDP Context Response messages from all of the GGSNs with whom the user is connected to.

Once all of the PDP Context Response messages have been received from all of the associated GGSNs, a new Maximum Restriction Type is calculated (which may be different from the old one, if the restriction type for any APNs has been changed on the GGSN by O&M while a PDP Context has been active).

Handling of Change of Restriction Type At GGSN by O&M

It is envisaged that, once set, restriction types of APNs will very rarely change, if at all. Therefore, SA2 did not believe it cost effective to specify any extra functionality needed to specifically deal with the case where after an inter‑SGSN handover/relocation, a restriction type received from an Update PDP Context response is higher than the highest restriction type received directly from the old SGSN, other than the SGSN will store this new highest value and use it only when dealing with the establishment of new PDP Contexts (any currently active PDP Contexts shall not be torn down).

Impacts

The following table shows the 3GPP specifications that would be impacted and how:

Specification
Changes Needed
WGs

TS 29.060 (GTP)
Add an extra information element to the messages used in dealing with PDP Context creation and mobility management.
CN4

TS 23.060 (GPRS stage 2)
Enhance description for action to be taken by the SGSN & GGSN upon PDP Context activation, and add a new field to the GPRS Information stored in the SGSN & GGSN.
SA2

Conclusion

Vodafone see the changes as a Technical Enhancement & Improvement (TEI) which should be made to Rel‑6 and onwards of the aforementioned 3GPP Technical Specifications. Vodafone propose that the stage 3 CR, 29.060-465, be approved on the condition that the stage 2 CR, 23.060-474 is also approved.

