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Parts of this contribution have already been presented to SA3 in the meeting 6-10 October 2003 (SA3#30) as TD S3-030558. SA3’s decision was: “It was not considered appropriate to send this Stage 3 information to CN WG4 as a Liaison from SA WG3, so Nokia were encouraged to input this to CN WG4 as a company input.” Hence, chapter 2 is in the original format, but chapters 1 and 3 have been revised.

1. Introduction

SA3 is working on Generic Bootstrapping Architecture (GBA). GBA offers generic authentication capability for various applications based on shared secret. Subsciber authentication in GBA is based on HTTP Digest AKA [RFC 3310]. Support of subscriber certificates and Access to Network Application Function using HTTPS will be based on GBA. GBA, Subscriber certificates, and Access to Network Application Function using HTTPS form together Generic Authentication Architecture (GAA).

Figure 1 shows a simple network model of the entities involved in the bootstrapping approach, and the protocols used among them.
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Figure 1: Simple network model for bootstrapping

Bootstrapping Server Function (BSF) and the UE shall mutually authenticate using the AKA protocol, and agree on session keys that are afterwards applied between UE and an operator-controlled Network Application Function (NAF). After the bootstrapping, the UE and NAF can run some application specific protocol where the authentication of messages will be based on those session keys generated during the mutual authentication between UE and BSF.

There are two interfaces for Bootstrapping: UE-BSF interface Ub and BSF-HSS interface Zh.  There are two interfaces for GBA application (e.g. issuing of Subscriber Certificates) procedures: UE-NAF interface Ua and NAF-BSF interface Zn. The interfaces Zh and Zn are based on re-usage of 3GPP IMS MM Diameter based messages, and are in the scope of CN4. The protocol at interface Ub is HTTP Digest AKA. The protocol used on interface Ua depends on the application, e.g. in the case of Subscriber Certificates it could be based on CMP. 

The stage 2 descriptions of the Bootstrapping, Subscriber Certificate procedures, and access to Network Application Function using HTTPS belong to three SA3 TSs (all of them created recently, the TS numbers are not available yet): 

· Generic Authentication Architecture; Generic Bootstrapping Architecture (Rel-6), 

· Generic Authentication Architecture; Support for Subscriber Certificates (Rel-6) and

· Generic Authentication Architecture; Access to Network Application Function using HTTPS (Rel-6)

This contribution gives a description how requirements in SA3 draft TS 33.109 (attached) chapter A.2.4 could be implemented. Note, that in the last SA3 meeting this draft TS was split into three above-mentioned SA3 TSs, which are listed in the previous paragraph.

Some GAA applications (e.g., Subscriber Certificate) need user specific profile information to be stored in HSS. This GAA application profile information is downloaded from HSS to BSF during bootstrapping procedure (over Zh interface), and the GAA application specific part of the profile information is downloaded from BSF to NAF during GAA application usage (over Zn interface).  Currently, a definition is needed for GAA Subscriber Certificate Application for updating the 3GPP subscriber data specifications [TS 23.008], and for continuing the specification of the stage 3 specification work for Zh and Zn interfaces.

2. Structure of GAA-Profiles

User’s GAA profile information element is called GAA-Application-Profiles. Inside the GAA-Application-Profiles is an information element for each GAA application that is defined for the user. All GAA applications may not need profile information. The profile of the Subscriber Certificate (SSC) application is called SSC-Profile. The following picture gives an outline of the UML model of user’s GAA-profiles:
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Figure 2: The structure of the GAA application profiles

The SSC-Profile definition for home network is called SSC-Profile-Home-Network, and for foreign network SSC-Profile-Foreign-Network. Since it may be possible in later releases, that the PKI Portal (NAF) is located in non-home network, it is reasonable to define own profiles for both home and foreign network cases.  However, only support for home network PKI Portal (NAF) is required in release 6.

The following pseudo-code outlines the same hierarchy than the previous UML class diagram:

GAA-Application-Profiles
    SSC-Profile
        SSC-Profile-Home-Network
            Authentication-Allowed
            Non-Repudiation-Allowed

2.1 Subscriber Certificate profile

At least the following items are needed for the home operator to control the issuance of the subscriber certificate. The PKI Portal (NAF) shall make the certificate issuing decision based on this information.

2.1.1 Authentication-Allowed

Using the “Authentication-Allowed” control item the home operator can allow or deny the issuance of subscriber certificate for “Authentication” purposes (see keyUsage and extKeyUsage parameters in [WAPprof]) to the cellular subscriber. 

2.1.2  Non-Repudiation-Allowed

Using the “Non-Reputation-Allowed” control item the home operator can allow or deny the issuance subscriber certificate for “Non-Reputation” purposes (see keyUsage parameter in [WAPprof]) to the cellular subscriber. 

3. Conclusion

We recommend to approve this contribution to be used as guide for defining the GAA-Application-Profiles AVPs in CN4 GAA draft TS “Generic Authentication Architecture; Zh and Zn Interfaces based on Diameter protocol; Protocol details (release 6)” contributed separately. 

In later phase the description of the information content of the GAA-application-Profiles should be updated also to TS 23.008 “Organization of subscriber data”, because the users’ GAA-Application-Profiles are stored in HSS. 

4. Attachment

Draft 3GPP TS 33.109 V0.3.0 is attached to the zip-file for information.
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