Error! No text of specified style in document.
7
Error! No text of specified style in document.

9
Rp Definition

void

9.1
Procedures

The Rp reference point procedures described in this subclause have several common features and functions. One example is the error handling which has many commonly applied features and errror codes as described in the subclause 9.1.10. All the somehow special error handling measures and results are however defined for each procedure separately. Common information elements are described in the clause 7 which also shows for a number of common parameters how they are placed in the XML data elements. Note that all the parameters mentioned in the procedure descriptions may not have a one to one relationship with an XML element.

The following actions are carried out for each procedure:

· The receiving entity checks first the authority of the sender to carry out this operation. The error code ActionNotAuthorized is returned if the action is not allowed.

· It is checked that all the mandatory (denoted by M in the procedure descriptions) parameters are provided. The corresponding error (e.g. MissingResourceIDElement, MissingSelect or MissingNewDataElement) is returned if anyone is missing. 

· The ComponentType is verified and the further processing of the request is based on the features linked to this type. The error code InvalidResourceID is returned if some flaw is detected in the ComponentType.

· The validity of the ResourceIDGroup element (i.e. subscriber identity) is verified. First the format must be correct and the address in the allowed range. The identity must be of the supported type with regard to the implementation. It is checked whether the subscriber and the related component exists. Also other case specific policies and rules are checked e.g. before a component can be created. The error code InvalidResourceID is returned if some flaw is detected in the ResourceIDGroup.

· The RequestorData are evaluated with the requested operations. Only those actions may be carried out for which there is a valid authority. The handling of the non-authorised actions is procedure specific. However the default behaviour is that the whole operation fails. The error code ActionNotAuthorized is returned if the action is not allowed.

· All data presented in XML format is verified against the XML schema to be well formed and valid. If an error is found the whole operation fails with e.g. error code InvalidResourceID, InvalidSelect, InvalidData, InvalidRequestorData or ExtensionNotSupported.

The SOAP body may contain several procedure elements of the same type (e.g. Query). The related response message provides the outcome for all these. An attribute itemID in request and itemIDRef  in response have been defined for each procedure element to facilitate linking of the response element with the earlier request element. Furthermore these ids may be needed on the lower level as well (e.g. QueryItem) to identify the exact requested action. itemID may be also returned in error cases to show the faulty element. Furthermore an id attribute is defined for the elements as a local identification in scope of the message.
The Schema of the procedure XML elements are provided in Annex C. 
9.1.1
Create Component procedure

9.1.1.1
General description

Create Component procedure is used by the application to add a new profile component in the contacted repository. 

The request is placed in a Create element in the request message and similarily the CreateResponse element provides the outcome of the procedure. There may be many Create elements in one message.
9.1.1.2
Create element

The Create element contains the following elements:
· ResourceIDGroup (M)

· Specifies the subsriber identity with its type. Public user identities are normally applied but it is also possible to give the private identity instead if applicable. See the clause 7 Common information definitions for more details of the parameter contents and XML representation.

· ComponentType (M)

· Specifies the content type of the data. Completely new component types may not be introduced by this operation. Such action leads to an error ("InvalidResourceID"). See the subclause 6.3 Common information definitions for more details of the parameter contents and XML representation.

· 
· 
· NewData (M)

· Specifies the profile component data as an XML document which must comply with the XML Schema defined for the component type. At least one data item shall be present. It is component specific issue which are the more detailed requirements for the provided data.

The elements ComponentType and Data are contained in a structure called CreateItem. The RequestorData defined in GUP stage 2 [1] is carried in the SOAP headers as presented in the subclause 9.4.5.
The CreateItem element has the following attributes:

· id

· itemID

The Create element has the attributes: 

· id

· itemID 
9.1.1.3
CreateResponse element

The CreateResponse element contains the following element:

· Status (M)

· Indicates the result of the executed operation. The Status element contains: an error code, data reference and comment elements. See the subclause 9.1.10 Error handling and common error types for the detailed description.
The CreateResponse element has the attributes: 

· id

· itemIDRef

· timeStamp

id and itemIDRef are used as reference and timeStamp is given to the application in order to be deliverable in Modify or Query elements later.
9.1.1.4
Detailed Behaviour

The RAF entity checks the request element contents as described in subclause 9.1. Especially it is examined if the component creation can be made for the given subscriber based on the existing policies. There is no requirement for the user profile with the given subscriber identity to exist in any way beforehand. However the subscriber identity (as well as other given data) must be valid in terms of  the operator’s policies and subscriber addressing rules. If the component exists already, the error "InvalidResourceID" is returned. Next the correctness of the provided XML data is checked against the XML Schema related to the given ComponentType. If the data are faulty or missing, the error code "InvalidData" or "MissingNewDataElement" is returned respectively. Finally before creating the component instance, it is checked that the requestor data allow the operation based on the authorisation information attached to the component type and/or  to the specific subscriber data. If any given part of the data cannot be created due to authorisation, the whole Create element processing shall fail with error code "ActionNotAuthorized" or "RequestorNotAuthorized". The procedure element processing shall fail also in other error cases, but the other Create elements may be handled normally.
If the request message contains several Create elements, but the implementation supports only one in a single message, the error code "NoMultipleResources" is returned. If a single Create element contains several CreateItems, although the implementation supports only one, the error code "NoMultipleAllowed" is returned. 
CreateResponse is sent with the status information. If not otherwise stated above, the Status’ contents are as described in subclause 9.1.10.

9.1.1.5 List of error codes

The following error codes may appear in CreateResponse: 

· ActionNotAuthorized

· ActionNotSupported 

· ExtensionNotSupported

· Failed 

· InvalidData

· InvalidRequestorData

· InvalidResourceID

· MissingNewDataElement

· MissingResourceIDElement

· NoMultipleAllowed

· NoMultipleResources

· OK

· RequestorNotAuthorized

· TimeOut

· UnexpectedError

· 
· 
· 
· 
· 
· 
· 
· 
· 
· 
· 
· 
9.1.2
Delete Component procedure

9.1.2.1
General description

Delete Component procedure is used by the application to delete profile components. 

The request is placed in a Delete element in the request message and similarily the DeleteResponse element provides the outcome of the procedure.  There may be many Delete elements in one message.
9.1.2.2
Delete element

The Delete element contains the following elements:

· ResourceIDGroup (M)

· Specifies the subsriber identity with its type as well as the component type. Public user identities are normally applied but it is also possible to give the private identity instead if applicable. 

· ComponentType (M)

· Specifies the component type. Many components may be specified as per one ResourceIDGroup.
· 
· 
The ComponentType elements are contained in a structure called DeleteItem. The RequestorData defined in GUP stage 2 [1] is carried in the SOAP headers as presented in the subclause 9.4.5.
The DeleteItem element has the following attributes:

· id

· itemID

The Delete element has the attributes: 

· id

· itemID

9.1.2.3
DeleteResponse element

The DeleteResponse element contains the following element:

· Status (M)

· Indicates the result of the executed operation. The Status element contains: an error code, data reference and comment elements. See the subclause 9.1.10 Error handling and common error types for the detailed description.
The DeleteResponse element has the attributes: 

· id

· itemIDRef

· timeStamp
id and itemIDRef are used as reference and timeStamp is given to the application in order to be deliverable in Modify or Query elements later.
9.1.2.4
Detailed Behaviour

If the referred component exists and authorisations allows, the component is deleted.

The RAF entity checks the request element contents as described in subclause 9.1. Especially it is examined if the component exists. If the component does not exist, the error "InvalidResourceID" is returned. Finally before deleting the component instance, it is checked that the requestor data allow the operation based on the authorisation information attached to the component type and/or  to the specific subscriber data. If not authorised, the whole Delete element processing shall fail with error code "ActionNotAuthorized" or "RequestorNotAuthorized". The latter one is returned if the failure is caused by the given requestor information . The procedure element processing shall fail also in other error cases, but the other Delete elements may be handled normally.

If the request message contains several Delete elements, but the implementation supports only one in a single message, the error code "NoMultipleResources" is returned. If a single Delete element contains several DeleteItems, although the implementation supports only one, the error code "NoMultipleAllowed" is returned. 
DeleteResponse is sent with the status information. If not otherwise stated above, the Status´contents are as described in subclause 9.1.10.

9.1.2.5
List of error codes

The following error codes may appear in responses: 

· ActionNotAuthorized

· ActionNotSupported 

· ExtensionNotSupported

· Failed 

· InvalidRequestorData

· InvalidResourceID

· MissingResourceIDElement

· NoMultipleAllowed

· NoMultipleResources

· OK

· RequestorNotAuthorized

· TimeOut

· UnexpectedError

· 
· 
· 
· 
· 
· 
· 
· 
· 
· 
9.1.3
Modify Data procedure

9.1.3.1
General description

Modify Data procedure is used by the application to modify profile components. One message may contain several modification request elements and one such element may contain several changes to the profile data of the specific subscriber.

The request is transmitted in Modify element and the ModifyResponse element provides the outcome of the procedure.

9.1.3.2
Modify element
The Modify element contains the following elements:

· ResourceIDGroup (M)

· Specifies the subscriber identity with its type. The ResourceIDGroup contains either ResourceID or EncryptedResourceID. ResourceID is usually provided, but EncryptedResourceID may be optionally sent if the RAF is known to support it. Public user identities are normally applied but it is also possible to give the private identity instead if applicable. 

· 
· 
· Select (M)

· Specifies the data reference by the component type and an XPATH expression. If Select points e.g. to a data structure with three subelements, the whole data structure will be modified as given in NewData. Select must uniquely identify just one data item except for the case of deleting data.
· NewData (O)

· Specifies the data to be stored as an XML document. Empty or missing element implies that the element shall be deleted. In this case the overrideAllowed attribute must be set to value “true”.
· 

· 

The elements Select and NewData are contained in a structure called Modification. The RequestorData defined in GUP stage 2 [1] is carried in the SOAP headers as presented in the subclause 9.4.5.

The Modification element has attributes: 
· id

· notChangedSince 
· overrideAllowed

The id can be used as a reference to the element and it may be returned in error cases to show the erroneous element. notChangedSince is used to check if the data has been changed after some date and time. The modification must not be made if the data has been changed after the given time stamp (returned status code "ModifiedSince") or if the feature is not supported (returned status code "ChangeHistoryNotSupported"). overrideAllowed specifies if the data should override the previously stored values. The default value is "false" which denies overriding allowing thus only addition of elements. 
The Modify element has attributes: 
· id 
· itemID

These may be used as a reference.
9.1.3.3
ModifyResponse element

The ModifyResponse element contains the following element:
· Status (M)

· Indicates the result of the executed operation. The Status element contains: an error code, data reference and comment elements. See the subclause 9.1.10 Error handling and common error types for the detailed description.
The ModifyResponse element has the attributes: 

· id

· itemIDRef

· timeStamp

id and itemIDRef are used as reference and timeStamp is given to the application in order to be deliverable in Modify or Query elements later.
9.1.3.4
Detailed Behaviour


This procedure is defined according to the Liberty ID-WSF Data Services Template Specification [8] and where not otherwise stated the functionality is exactly as defined by that specification. Note however that GUP does not mandate the use of Discovery service.
The RAF entity checks the request element contents as described in subclause 9.1. The contents of NewData are stored in the place identified by the ResourceID and Select parameters if no errors are found and the authorisation allows for the modification. It is verified that the given data matches with the data structure that is identified by the Select element. As a generic rule the upper level data structure need not be created beforehand when providing data for the leaf elements. However there may be profile component specific rules about which data are mandated to be provided.

If the request message contains several Modify elements, but the implementation supports only one in a single message, the error code "NoMultipleResources" is returned. If a single Modify element contains several Modification items, although the implementation supports only one, the error code "NoMultipleAllowed" is returned. 
If any error is found in the request data, no modifications shall be made to any data as requested by this modification element. However the possible other modify elements in the message shall be processed normally.

ModifyResponse is sent with the status information. If not otherwise stated above, the Status’ contents are as described in subclause 9.1.10.

9.1.3.5
List of error codes

The following errors may appear in responses: 

· ActionNotAuthorized

· ActionNotSupported 

· ChangeHistoryNotSupported 

· ExtensionNotSupported

· Failed 

· InvalidData

· InvalidRequestorData

· InvalidResourceID

· InvalidSelect

· MissingNewDataElement

· MissingResourceIDElement

· MissingSelect

· ModifiedSince

· NoMultipleAllowed

· NoMultipleResources

· OK

· RequestorNotAuthorized

· TimeOut

· UnexpectedError

· 
· 
· 
· 
· 
· 
· 
· 
· 
· 
· 
· 
· 
· 
· 
9.1.4
Read Data procedure

9.1.4.1
General description

Read Data procedure is used by the application to read profile data. One message may contain several Query elements.

The request is transmitted in Query element and the QueryResponse element provides the outcome of the procedure.

9.1.4.2
Query element

The Query element contains the following elements:
· ResourceIDGroup (M)

· Specifies the subscriber identity with its type. The ResourceIDGroup contains either ResourceID or EncryptedResourceID. ResourceID is usually provided, but EncryptedResourceID may be optionally sent if the RAF is known to support it. Public user identities are normally applied but it is also possible to give the private identity instead if applicable. 

· 
· 
· Select (M) 

· Specifies the component type and the data reference by an XPATH expression. If Select points e.g. to a data structure with two subelements, the whole data structure with those two elements will be returned.
· 
· 
The Select element is contained in a structure called QueryItem. The RequestorData defined in GUP stage 2 [1] is carried in the SOAP headers as presented in the subclause 9.4.5.
The QueryItem element has attributes:
· id

· itemID

· includeCommonAttributes
· changedSince
The id and itemID can be used as a reference to the element. The QueryResponse applies itemIDRef to refer to the ItemID in the request. Either id or itemID may be returned in error cases to show the erroneous element. includeCommonAttributes shows if those attributes are wished to be provided in the response. changedSince is used to indicate that only the changed ones are wished to be retrieved. The support for changedSince is optional. For more detailed description see the Liberty ID-WSF Data Services Template Specification [8].

The Query element has attributes: 
· id 
· itemID 
These may be used as a reference similarily as those for QueryItem element.
9.1.4.3
QueryResponse element

The QueryResponse element contains the following elements:

· Data (M)

· Provides the queried data as an XML document. There may be multiple of these elements, one for each QueryItem of the request.
· Status (M)

· Indicates the result of the executed operation. The Status element contains: an error code, data reference and comment elements. See the subclause 9.1.10 Error handling and common error types for the detailed description.
The Data element has the following attributes:

· id

· itemIDRef

The QueryResponse element has the attributes: 

· id

· itemIDRef

· timeStamp

id and itemIDRef are used as reference and timeStamp is given to the application in order to be deliverable in Modify or Query elements later.
9.1.4.4
Detailed Behaviour


This procedure is defined according to the Liberty ID-WSF Data Services Template Specification [8] and where not otherwise stated the functionality is exactly as defined by that specification. Note however that GUP does not mandate the use of Discovery service.
The RAF entity checks the request element contents as described in subclause 9.1. If the ResourceIDGroup and Select have appropriate values and authorisation allows, the queried data are returned in response element. 
If the request message contains several query elements, but the implementation supports only one in a single message, the error code "NoMultipleResources" is returned. If a single query element contains several query items, although the implementation supports only one, the error code "NoMultipleAllowed" is returned. 

If any error is found in theb request data when processing a QueryItem, the already processed data for the other QueryItem's should be returned, but the current QueryItem shall fail without any other results than the status element which shows the reason of the error and indicates the faulty QueryItem. In this case the remaining QueryItems in the Query element shall not be processed. However the previous and next Query elements (if exists) shall be processed normally.
QueryResponse elements are sent with the data and status information. If not otherwise stated above, the Status’ contents are as described in subclause 9.1.10.

9.1.4.5
List of error codes

The following error codes may appear in responses: 

· ActionNotAuthorized

· ActionNotSupported

· AllReturned 

· ChangeHistoryNotSupported

· ChangedSinceReturnsAll 

· ExtensionNotSupported

· Failed 

· InvalidRequestorData

· InvalidResourceID

· InvalidSelect

· MissingResourceIDElement

· MissingSelect

· NoMultipleAllowed

· NoMultipleResources

· OK

· RequestorNotAuthorized

· TimeOut
· UnexpectedError

· 
· 
· 
· 
· 
· 
· 
· 
· 
· 

9.1.5
Subscribe To Data procedure

9.1.5.1
General description

Subscribe To Data procedure is used by the application to request notifications about the changes in the profile component data.

The request is transmitted in Subscribe element and the SubscribeResponse element provides the outcome of the procedure.

9.1.5.2
Subscribe element

The Subscribe element contains the following elements:

· ResourceIDGroup (M)

· Specifies the user identity with its type. Public user identities are normally applied but it is also possible to give the private identity instead if applicable.

· 
· 
· Select (O)

· Specifies the component type and the data reference by an XPATH expression. If Select points e.g. to a data structure with several subelements, any change in the subelements causes the data structure pointed by Select to be sent by the Notify data procedure.
· 
· 
· FilterData (O)

· Specifies additional conditions for sending notifications to optimise the performance. There are the elements ImmediateResp and Interval. The first one indicates if the current values of the referenced data shall be immediately returned and Interval specifies the minimum period of time between notifications (if any).
The Subscribe element has attributes: 

· id 

· itemID 

9.1.5.3
SubscribeResponse element

The SubscribeResponse element contains the following elements:

· InvokeID (M)

· Contains the invoke identification assigned by the RAF for this request.

· Status (M)

· Indicates the result of the executed operation. The Status element contains: an error code, data reference and comment elements. See the subclause 9.1.10 Error handling and common error types for the detailed description.
The SubscribeResponse element has attributes: 

· id 

· itemIDRef

9.1.5.4
Detailed Behaviour


The RAF entity checks the request element contents as described in subclause 9.1. The authorisation of the requestor to get the information is checked. If there is no authority to get any data referred to by the Select elements, the status will indicate "Failed" with the second level status code "ActionNotAuthorized" or "RequestorNotAuthorized".
If the FilterData indicates immediate notification, the Notify data procedure carries the current values for the data referenced by the Select element(s). If a time interval is specified in FilterData, the Notify data procedure is invoked only after that time period has passed after the Subscribe element was received. In this case the Notify element shall contain the current values of all the changed data structures referenced by Select element(s).
The RAF entity creates and returns an InvokeID that must be unique within the RAF with regard also to its the life-time. The InvokeID is applied by the Notify data procedure to link the notification to the Subscribe element.
Response is sent with the status information. If not otherwise stated above, the Status’ contents are as described in subclause 9.1.10.

9.1.5.5 List of error codes

The following errors may appear in responses: 

· ActionNotAuthorized

· ActionNotSupported 

· ExtensionNotSupported

· Failed 

· InvalidFilterData

· InvalidRequestorData

· InvalidResourceID

· InvalidSelect

· MissingResourceIDElement

· MissingSelect

· NoMultipleAllowed

· NoMultipleResources

· OK

· RequestorNotAuthorized

· TimeOut

· UnexpectedError

· 
· 
· 
· 
· 
· 
· 
· 
· 
· 
· 
· 

9.1.6
Unsubscribe To Data procedure

9.1.6.1
General description

Unsubscribe To Data procedure is used by the application to cancel one or several existing subscriptions.

The request is transmitted in Unsubscribe operation and the UnsubscribeResponse operation provides the outcome of the procedure.

9.1.6.2
Unsubscribe element

The Unsubscribe element contains the following element:

· InvokeID (M)

· Specifies one or several invoke identifications assigned by the RAF for the subscriptions.

The Unsubscribe element has attributes: 

· id 

· itemID

9.1.6.3
UnsubscribeResponse element

The UnsubscribeResponse element contains the following element:

· Status (M)

· Indicates the result of the executed operation. The Status element contains: an error code, data reference and comment elements. See the subclause 9.1.10 Error handling and common error types for the detailed description.
The UnsubscribeResponse element has attributes: 

· id 

· itemIDRef
9.1.6.4
Detailed Behaviour

The receiving entity checks that there is active subscription for the given InvokeID. If subscription is active, it will be cancelled. In other cases the error InvalidInvokeID or MissingInvokeID is returned. Response is sent with the status information. If not otherwise stated above, the Status’ contents are as described in subclause 9.1.10.

9.1.6.5
List of error codes

The following errors may appear in responses: 

· ActionNotSupported 

· ExtensionNotSupported

· Failed 

· InvalidInvokeID

· InvalidRequestorData

· MissingInvokeID

· NoMultipleAllowed

· NoMultipleResources

· OK

· TimeOut

· UnexpectedError

· 
· 
· 
· 
· 
· 
· 

9.1.7
Notify Data procedure

9.1.7.1
General description

Notify Data procedure is invoked by the RAF when the data which was identified in Subscribe To Data procedure, changes or when the invoked Subscribe To Data procedure requested sending of all the initial values of the referenced data. The procedure identifies the changed data and provides the new values. 

The request is transmitted by RAF in Notify operation and the NotifyResponse operation provides the outcome of the procedure. Sending of the NotifyResponse may be omitted in implementations.

9.1.7.2
Notify element

The Notify element contains the following elements:

· InvokeID (M)

· Specifies the invoke identification assigned by the RAF for this subscription.

· Data (M)

· Specifies which data are reported together with the data itself. Multiple pieces of data may be provided.

The Notify element has attributes: 

· id 

· itemID

· timeStamp

9.1.7.3
NotifyResponse element

The NotifyResponse element contains the following element:

· Status (M)

· Indicates the result of the executed operation. The Status element contains: an error code, data reference and comment elements. See the subclause 9.1.10 Error handling and common error types for the detailed description.
The NotifyResponse element has attributes: 

· id 

· itemID

9.1.7.4
Detailed Behaviour

Notify Data procedure is executed when the subscribed data has changed in GUP repository. The application can identify its subscription by InvokeID element. The element named Data contains the changed data.

When application has processed this request, it must immediately return response message to the RAF.

Response is sent with the status information. If not otherwise stated above, the Status’ contents are as described in subclause 9.1.10.

Editor’s note: To be completed with the error conditions handling
9.1.7.5 List of error codes

The following errors may appear in responses: 

· ActionNotSupported 

· ExtensionNotSupported

· Failed 

· InvalidData

· InvalidInvokeID

· MissingInvokeID

· OK

· TimeOut

· UnexpectedError

· 
· 
· 
· 
· 
· 
9.1.8
Define Data procedure

9.1.9
Information definitions

9.1.10
Error handling and common error types

9.1.10.1 Error procedures

The application level error handling is described here. The SOAP level has its own error procedures as described in the clause 9.4. 

The response message contains one or more Status elements. The Status element contains attributes which describe the error code (as of Qname XML type), reference (as of NCName XML type) and textual description (as a string).

If an error is found e.g. inside a Query element, the top level Status shall contain the error code “Failed” and the lower Status’ code attribute may show more specifically the reason for the error. The second level status element may also carry sometimes informative values (e.g. "ChangedSinceReturnsAll") when the first level value is "OK". 
One message may contain several separate request elements in some cases. Furthermore some type of requests may have several items inside itself. In these cases ItemID and ItemIDRef (in response) are used to identify the request element. For example the request element ItemIDRef must be provided in the ModifyResponse if the ItemID was used in the request. The lower level id attribute may be optionally carried in the ref attribute of status to show more specifically which item was faulty inside the request element.

An example of a ModifyResponse below shows two elements that are sent in response to two Modify elements in the request message. The first Modify succeeds but the second fails due to an invalid Select element in one of the Modification elements. In this example the ref attribute contains the id attribute of the Modification element which had erroneous Select. The Liberty ID-WSF Data Services Template Specification [8] allows also that the ancestor element’s id or ItemID attribute is placed in ref attribute of status. To maintain uniqueness of reference ItemID’s and id’s should be given unique values within e.g. a Modify element. Otherwise the RAF must leave the ref attribute unused. 
<ModifyResponse itemIDRef="12345-1">

    <Status code="OK"/>

</ModifyResponse>

<ModifyResponse itemIDRef="12345-2">

    <Status code="Failed">
    <Status code="InvalidSelect" ref=”12345-2-15”/>
</Status>
</ModifyResponse>


9.1.10.2
Error codes

The error codes are placed as attributes of the Status element. The following error codes are defined:

· 
· 
· 
· 
· 
· 
· 
· 
· 
· 
· 
· 
· 
· 
· 
· 
· 

· ActionNotAuthorized: There is no proper authorisation for the action by the requestor.

· ActionNotSupported: The requested action is not supported by the implementation.

· AllReturned: An indication (not error) that not only the changed data were returned. 

· ChangeHistoryNotSupported: The request could not be carried out because such a change history related attribute was placed in the request which cannot be supported by the sender of this error.
· ChangedSinceReturnsAll: An indication (not error) that not only the changed data were returned. Also implies that changedSince attribute is never processed properly by the sender
· ExtensionNotSupported: The provided extension is invalid.
· Failed: An error condition has been encountered. The lower level status code details the reason. 

· InvalidData: The Data element contents are invalid. 

· InvalidFilterData: The filter data are invalid.

· InvalidInvokeID: The invoke identification is invalid. 

· InvalidRequestorData: The requestor data are invalid.
· InvalidResourceID: The subscriber identity and/or component type is invalid. 

· InvalidSelect: The Select element is invalid. 

· MissingInvokeID: The invoke identification has not been provided although required.

· MissingNewDataElement: The profile data has not been provided although required.
· MissingResourceIDElement: ResourceID has not been provided.
· MissingSelect: Select element has not been provided. 
· ModifiedSince: Other application has changed the data after it was read by the application requesting a modification.

· NoMultipleAllowed: Multiple operation elements not allowed.

· NoMultipleResources: Operations on multiple resources not allowed in a single message.
· OK: Successful completion
· RequestorNotAuthorized: There is no authorisation for the action based on the requestor data which may also be missing completely. 
· TimeOut: The function has taken too much time to be completed. 

· UnexpectedError: An unexpected error has been encountered in the system.
9.2
Information Elements Contents

void

9.3
Security, Authentication and Authorisation

The security of Rp reference point is based on standard [RFC 2246] SSL 3.0 ot TLS 1.0 usage to provide authentication and http transport data integrity and confidentiality protection. The authentication with TLS/SSL must be based on X.509 v3 certificates on both server and client side. It is up to the security policy of the operator to choose which methods to apply taking into account the security domains where the client and server reside.
Editor’s note: SA3 WG is expected to review this and provide further contents to this subclause.
9.4
Protocol Aspects
SOAP protocol is applied in Rp reference point. SOAP provides a mechanism for exchanging structured and typed information between peers using XML. It is a very generic protocol which can be used also to carry remote procedure calls. SOAP message has an element “Envelope” and its immediate child elements “Header” and “Body”. SOAP carries the GUP procedure elements in its body part in compliance with the SOAP standard [5]. The GUP Procedure elements are placed right below the Body element one after another (if many requests or responses). 
GUP SOAP messages are specified to run over standard http [6] as specified in [5] but also other transports are possible in implementations. If any SOAP level error is reported, no application data are returned.

There are a number of SOAP Header elements defined for GUP. The first part of the headers are defined according to Liberty ID-WSF SOAP Binding Specification [9] which specifies the following header blocks:
· CorrelationType Header Block

· ConsentType Header Block

· UsageDirective Header Block
Additionally the Liberty ID-WSF Security Mechanisms [13] specification defines SOAP headers for security, authentication and authorisation purposes. Those may be optionally applied in GUP requests and responses. See the subclause 9.3 for more information.
9.4.1
CorrelationType Header Block

CorrelationType Header Block is used to correlate the request and response messages. The following specific attributes are defined:
· messageID

· messageIDRef

· timestamp

· id

9.4.2
ConsentType Header Block
ConsentType Header Block may be optionally used to indicate the principal’s consent for an operation. The following specific attributes are defined:
· uri
· timestamp

· id

9.4.3
UsageDirective Header Block
UsageDirective Header Block may be optionally used for privacy protection purposes. It is able to show the privacy policy which is intended to be applied (in request) or which should be followed (in response). The following specific attributes are defined:
· ref 
· id

· <Privacy policy instance>
9.4.4 Security header element
There is a header element called Security specified in Liberty ID-WSF Security Mechanisms [13]. Security header element contains XML elements:

· Assertion

· Signature
Editor’s note: SA3 WG is expected to provide contents to this subclause
9.4.5 Requestor data
The GUP stage 2 [1] contains a Requestor data parameter in several procedures. This subclause shows how these data are carried by the SOAP headers defined by Liberty Alliance Project. The information can be provided as follows: 
· The subscriber identification matches with the concept of an invocation id in Liberty specifications. This id is carried inside the Security SOAP header in the element called Subject.
· The application identification matches with the concept of sender id in Liberty specifications. This id is carried inside the Security SOAP header in the element called ProxySubject.

· The authorization assertion is provided within the Security header element in the element called Assertion.

· The additional info may be carried inside the Assertion (or in procedure extensions). More detailed specification is FFS. 
Editor's note: Also a GUP specific new SOAP header element may need to be considered for part of the Requestor data information.
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