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1. Introduction

This contribution suggests to add RADIUS based Wb reference point description to TS 29.234 according to TS23.234.
2. Proposal
The text modifications related to RADIUS based Wb reference point are proposed to the TS29.234

################Modification Part1 Beginning##########################
6.4 
Procedures Description

Void
6.4.1 Authentication, Authorisation and Key Delivery

6.4.1.1 Radius based procedure

Void

6.4.1.2 Diameter based procedure

Void
6.4.2 Immediate Purging of a User from WLAN access

6.4.2.1 Radius based procedure

Void

6.4.2.2 Diameter based procedure

Void

################Modification Part1 End##########################
################Modification Part2 Beginning##########################
6.5   Information Elements Contents
6.5.1 Radius based Information Elements Contents
	IE NAME
	IE description
	Access Request
	Access Accept/Reject
	Access Challenge
	Key Words

	IMSI
	IMSI of the subscriber
	YES
	YES
	YES
	User-Name

	MSISDN
	MSISDN of the subscriber
	NO
	YES
	NO
	Callback-number

	AC Address
	Address of the WLAN Access Controller
	YES
	NO
	NO
	NAS-IP Address



	Hot Spot ID
	Identifier indicating the WLAN hot spot where the subscriber have the access to the WLAN. It should contains the information of the hotspot, operator, country etc..
	YES
	NO
	NO
	NAS-Identifier

	EAP Message
	The EAP message contained within the Radius message
	YES
	YES
	YES
	EAP-Message

	Authenticator Flag
	Indicate if a user has been authentication
	YES
	YES
	YES
	Message-Authenticator

	Session Alive Time
	 The time limit of WLAN user’s session.
	NO
	YES
	YES
	Session-Time-Out

	Charging Duration
	Duration of charging
	NO
	YES
	N O
	Acct-Interim-Interval

	Termination Action
	Describe the WLAN AN Action when the session alive time is broken 
	NO
	YES
	YES
	Termination-Action

	Session Key
	WEP crypt ion key
	NO
	YES
	NO
	Vendor


6.5.2 Information Elements Contents when Diameter based

FFS

################ Modification Part2 End##########################
################ Modification Part3 Beginning##########################
A.1.3
Authentication, Authorisation and Key Delivery (Radius based)


[image: image1]
1) The WLAN initiates authentication procedure towards 3GPP network by sending to 3GPP AAA Proxy “Access Request” message.

2) 3GPP AAA Proxy sends to 3GPP AAA Server a Access Request message that carries encapsulated EAP Response/Identity message to 3GPP AAA Server. 
3) 3GPP AAA Server sends Access Challenge message to 3GPP AAA Proxy to start EAP SIM/AKA procedure. This message carries encapsulated EAP Request message.
4) 3GPP AAA Proxy sends the Access Challenge message to the WLAN AN to start the EAP SIM/AKA procedure.

5) WLAN AN sends Access Request message to the 3GPP AAA proxy, the message contained EAP response message.

6)3GPP AAA Proxy sends the message to 3GPP AAA server directly.

7)3GPP AAA Server send Access Challenge message to 3GPP AAA Proxy to start authentication. The Radius EAP Challenge message sent by 3GPP AAA Server to perform the authentication procedure based on information retrieved from HLR. This message carries encapsulated EAP Request message.

8)3GPP AAA Proxy sends the message to WLAN AN directly to start authentication procedure.

9)WLAN AN return the authentication response in Access Request message which contained EAP Response to the 3GPP AAA Proxy.

10)3GPP AAA Proxy sends the message to 3GPP AAA Server directly.

11)After checked the response that sent by the proxy, 3GPP AAA Server sends the result to the 3GPP AAA Proxy with Access Accept message which contained the EAP Success.

12)3GPP AAA Proxy sends the message to WLAN AN directly.

A.1.4
Immediate Purging of a User from WLAN Access (Radius)


[image: image2]
1)When 3GPP AAA Server needs to disconnect (e.g. after receiving an external trigger) a 3GPP subscriber from the WLAN access service, the 3GPP AAA Server sends a Disconnect Request message to 3GPP AAA Proxy. This message contains the Session ID by which the session is identified within the WLAN.

2)3GPP AAA Proxy sends the message to WLAN AN. 

3) WLAN AN responds  to 3GPP AAA Server via 3GPP AAA Proxy by Disconnect Response 
################ Modification Part3 End##########################
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