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Version Control for IMS protocols was raised as a topic of discussion last year at CN4 #12 where Nortel Networks presented documents N4-020595 and N4-020596.  These documents discussed two possible mechanisms whereby version control could be implemented in Cx and Sh interface protocols.  The intention of this document is to revisit these solutions and consider what the requirements for version control really are and how they might be best addressed.

In document N4-020595 a mechanism was proposed to allow versions of the protocol to be identified.  However, the method proposed within that document is not required when considered with the methods employed by the IETF.  IETF practise is that when the protocol is revised to a point where a new version of the protocol (or in our case, the Diameter Application) is deemed to be necessary, a new draft is submitted to the IETF and ultimately a new RFC number is allocated to the new version.  This would be accompanied in Diameter by the allocation of a new application number to identify the new version of the application in the CER/CEA exchange at Diameter session initiation.  These methods for handling versions of the Application and hence the protocol on Cx and Sh interfaces are well defined and sufficient to complete the task required of them.
However, the working methods of the IETF and those of 3GPP differ significantly when it comes to allowing the evolution of a protocol.  The intention of 3GPP has always been to align with IETF on the Diameter Multimedia Application (to be renamed) and so for the Cx and Sh interfaces to be as close as possible to the resulting RFC that will come from the developmental work that the IETF AAA group is undertaking on draft-belinchon-aaa-diameter-mm-app-xx.txt .  The nature of 3GPP is to ‘tinker’ with protocols, making improvements and considering the degree of compatibility between one version of the specification and another when those changes are made.  

Past experience in CN4 and other groups has shown that trying to retrospectively introduce version control in to a protocol can result in significant problems.  Two examples where this causes restrictions on the future development of a protocol would be the MAP specification where upgrade of an Application Context is avoided at all costs, and that of GTP which only has version 0 and version 1 and means that Information Elements can only be added as optional parameters even if their applicability would require them to be mandatory.
There is no guarantee at this stage that there will be a requirement for versions of the Cx and Sh interface protocols to be developed (one would like to think that we have got it right first time!).  There are mechanisms to allow extensibility within the XML definition of the User Profile, at the AVP level, the command code level and as discussed above, the application level.  However, extensibility alone does not allow for the situation where something is found to be redundant, or where support of a new element or requirement is mandatory.  In these cases ways around the situation would need to be sought and suddenly Cx and Sh feel very much like GTP where measures have to be taken to avoid problems of backward compatibility between implementations.
Better would be to consider Version Control proactively.  As mentioned there is no guarantee of the need for version support at any greater granularity than that provided by the IETF mechanisms.  Conversely there is no guarantee that there will not be a requirement either.  The time to consider version control for a protocol is not when the need for it becomes apparent – this will lead to a rushed and/or inadequate mechanism being put in place that may well lead to restrictions in the future (as with GTP and MAP).  Better would be to consider what the requirements might be and prepare for them.  To that end, Nortel does not propose any changes to the specifications at this stage, but rather propose that the mechanisms for the support of Version control be agreed in principle and recorded as such, so that if and when version control is required, the mechanisms are readily at hand to be incorporated within the protocol definition.

Version control of commands
In N4-020596, a proposal was made to add ‘Version AVP’ to every command pair.  The AVP included a ‘Major version’ number (to be increased where backward compatibility had been broken with the previous version of the command) and a ‘Minor version’ number (to be increased when a change had been made to the command that would not essentially break the interoperability of the new version of the command with the old version).

Upon further consideration of this proposal it is clear that it is not practical to support versions in this way.  Even though it is in no way a recommended practise, it can not be escaped from that partial implementations of protocols exist and as such, some optional parameters may be supported in commands whilst others are not.  However, it is clear that the support of a mandatory parameter is required and so a compliant implementation must include support of that parameter.   If the addition of a mandatory parameter is what triggers the increment of the version of the affected command, then command level version control will provide a mechanism that will allow the two devices exchanging commands to also be able to determine the optimal version of a command that can be exchanged.

Nortel proposed in N4-020596 that there were two possible ways for the version information of a command to be exchanged – either through addition of AVP’s to carry such information in the CER/CEA procedures at DIAMETER session set up, or by the requesting node attempting a version of the command that sufficiently meets the requirements of that specific command instance, and this either being successful (if the receiving node supports that version of the command) or fails.  Should the command fail, the receiving node sends in the response the versions of that command that it supports, and the requesting node may reattempt the command using a different version of the command from the list that the receiving node has supplied.  Nortel now has a preference for the version information to be part of the CER/CEA procedure.
Conclusions

Therefore, Nortel is able to support the Nokia proposal for Command Level support of versions and would be happy to work with Nokia in preparing a complete solution for this method of version control and supported version negotiation.

Nortel note that the mechanism does not have to be introduced immediately.  However, it should also be noted that by adopting this mechanism, it would be necessary for the ‘baseline’ or current version of the commands in Cx and Sh interfaces to be identifiable by a version, otherwise it will be impossible to identify them as a supported version when there are others to be considered.  That implies therefore, that the belief that ‘we only need to introduce version control when something that forces the issue occurs’ is no longer valid – when something occurs, we will be one meeting too late.  Therefore, Nortel believe that it is essential that a method for supporting version control on the Cx and Sh interface protocol should be agreed in principle before the mechanism is actually required to be employed, so that it may be introduced effectively when it is needed.
