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Introduction

This paper addresses some concerns which were raised during the discussion of TDocs N4‑030422 and N4‑030423. Specifically, when the cause code "User authentication failed" should be used and when the newly added cause code " APN access denied – no subscription" should be used.

Discussion

When to use "User authentication failed"

A PDP Context may be set up by the user with a supplied user name and password using e.g. CHAP or PAP (this applies to PDP Contexts of type PPP) [1]. In this case, the GGSN will pass the username and password on to a AAA (or RADIUS) server for inspection. If the username and password are correct, the PDP Context will go ahead with setup. However, if the username and password are incorrect, then the GGSN should send back the cause code "User authentication failed".

When to use "APN access denied – no subscription"

When an SGSN sends a Create PDP Context Request message to the GGSN it includes the "Selection Mode" parameter. This parameter indicates one of three options [2]:

1. whether a subscribed APN was selected,

2. whether a non-subscribed APN sent by an MS was selected,

3. whether a non-subscribed APN chosen by the SGSN was selected.

In reference [1] it is stated that "The GGSN may use Selection Mode when deciding whether to accept or reject the PDP context activation. For example, if an APN requires subscription, the GGSN is configured to accept only the PDP context activation that requests a subscribed APN as indicated by the SGSN with Selection Mode." Therefore, a GGSN can be configured to reject a requested APN which is not subscribed and the cause code that should be sent back from the GGSN to the SGSN is the error cause "APN access denied – no subscription".

Conclusion

It is Vodafone's opinion that if the cause code "User authentication failed" is used for both scenarios described above (which is not currently in violation of the GSM/3GPP standards) then it will be difficult for operators to determine why a user cannot successfully create a PDP Context. Therefore, Vodafone wish to better clarify in 3GPP TS 29.060 when the cause code "User authentication failed" shall be used and add the additional cause code "APN access denied – no subscription" to be specifically used when the PDP Context could not go ahead due to Selection Mode check failure.
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