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1. Overall Description

As SA3 proposed, CN4 discussed on the possibility to use the Cx interface to security purposes. In general if new application logic is not needed, CN4 doesn’t see any obstacles using the Cx application. In case new application logic is needed, there are essentially two ways for reusing the Cx interface; either by enhancing the existing Cx application to cover the functionality proposed by SA3, or by creating a new Diameter application with a new application ID, but still reusing the Cx specifications. Further the HSS needs to know the source of the request for the authentication vectors in order to avoid the problem that the requestors stealing each other’s sequence numbers and causing resynchronisation problems. As the requestor must be known by the HSS, there cannot be an unlimited number of users for the Cx interface. 

CN4 sees that it may be beneficial to utilize BSF to limit the number of interfaces and authentication vector requestors to the HSS in long run by having new applications to acquire authentication vectors through BSF. Using BSF reduces the danger of having the AKA sequence numbers out of sync and therefore it reduces the effort on sequence resynchronisations. Having only one interface for different network application functions to retrieve authentication data from the HSS and only one requestor of the authentication vectors would also reduce specification time.

CN4 considered actions 1, 2 and 3. If new application logic is not needed, CN4 doesn’t see any obstacles using the Cx application for C and D interfaces, in the Cx-like interface or as an interface to BM-SC. In that case timescales to complete specification work will not have impact on Rel 6. On the other hand, if new application logic is needed to support the functionality, it is preferable that a new Diameter application with a new application ID is defined. Especially it is anticipated that if new data needs to be stored into the HSS due to the functionality proposed by SA3, a new Diameter application is recommended. If a new Diameter application is defined, it needs a new application ID from IETF/IANA but still the Cx specifications can largely be reused, thus CN4 do not see any obstacles reusing the Cx specifications for C and D interfaces in time scale of R6 either.

2. Actions 

None
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