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1. Introduction

TS 29.234 defines stage-3 protocol for the WLAN-3GPP IW system. Procedures that involve Ws&Wr  reference points should be added to the specification in order to clarify the functionality and interaction of those two reference points. 

Those procedures have been previously identified in TS 23.234.

2. Conclusion

It is proposed to include the following text in a normative annex in TS 29.234.

ANNEX A.1: Wr & Ws Procedures Signalling Flows

A.1.1
Authentication, Authorisation and Key Delivery

The purpose of this signalling sequence is to carry UE - 3GPP AAA Server authentication signalling over the Wr and Ws reference points. As a result of a successful authentication, authorisation information and session keying material for the authenticated session is delivered from the 3GPP AAA Server to the WLAN. 

This Wr & Ws signalling sequence is initiated by the WLAN when authentication of a UE is needed. This can take place when a new UE accesses WLAN, when a UE switches between WLAN APs or when a periodic re-authentication is performed.

The signalling sequence shown is based on Diameter. For signalling to WLANs using RADIUS the conversion defined in Diameter specification shall be used. 

[image: image1.wmf]WLAN

3GPP AAA Proxy

3GPP AAA

Server

EAP authentication is

initiated between UE and

WLAN

1.Wr: Diameter_EAP_Request

(EAP Response/Identity(NAI))

2.Ws: Diameter_EAP_Request

(EAP Response/Identity(NAI))

3. Ws:Diameter_EAP_Answer

(EAP Resquest)

4. Wr:Diameter_EAP_Answer

(EAP Resquest)

5.Wr: Diameter_EAP_Request

(EAP Response)

6.Ws: Diameter_EAP_Request

(EAP Response)

2N Ws:Diameter_EAP_Answer

(EAP Success,Authorisation

Info, Session Keying Material)

2N+1

Wr:Diameter_EAP_Answer

(EAP Success,Authorisation

Info, Session Keying Material)


Figure 1. Wr and Ws message flow for WLAN Session Authentication and Authorisation. Case a) Wr with Radius mandatory implementation
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Figure 2. Wr and Ws message flow for WLAN Session Authentication and Authorisation. Case b) Wr with Diameter optional implementation

1. The WLAN initiates authentication procedure towards 3GPP network by sending to 3GPP AAA Proxy

· “Access_Request” message in case a)    or 

·  Diameter_EAP_Request message in case b)

3GPP AAA Proxy sends to 3GPP AAA Server a Diameter_EAP_Request message that carries encapsulated EAP Response/Identity message to 3GPP AAA Server. Message also carries a Session-ID used to identify the session within the WLAN.

2. The Diameter_EAP_Request message sent by 3GPP AAA Server can be generated in two ways:

· Outcome of the conversion by the 3GPP AAA Proxy “Translator Agent” from the RADIUS Access_Request to Diameter_EAP_Message in case a)

· Outcome of the proxying by the 3GPP AAA Proxy of the Diameter_EAP_Message originated in WLAN in case b)

3. 3GPP AAA Server performs the authentication procedure based on information retrieved from HSS/HLR. 3GPP AAA Server sends message Diameter_EAP_Answer to 3GPP AAA Proxy. This message carries encapsulated EAP Request message.  The content of the EAP Request message is dependent on the EAP type being used.  

4. 3GPP AAA Proxy may act in two different ways:

· Conversion of the “Diameter_EAP_Answer” message to “Access_Accept” by the “Translator Agent” in case a) and sending “Access_Accept” to the WLAN

· Proxying the “Diameter_EAP_Answer” message to the WLAN in case b)

WLAN conveys the EAP Request message to the UE.

5. UE responds to WLAN by an EAP Response message. WLAN encapsulates it into:

· Access_Request  message in case a) and send it to 3GPP AAA Proxy

· Diameter_EAP_Request message in case b) and sends it to 3GPP AAA Proxy

6. 3GPP AAA Proxy will:

· Convert “Access_Request” to “Diameter_EAP_Request” by using the “Translator Agent” in case a) and send it to the 3GPP AAA Server

· Proxy “Diameter_EAP_Request” message to 3GPP AAA Server in case b)

The contents of the EAP Response message are dependent on the EAP type being used.

The number of roundtrip Diameter signalling exchanges similar to the signal pair 2 and 3 is dependent e.g. on the EAP type being used.

2N. 
When 3GPP AAA server has successfully authenticated the 3GPP subscriber, the 3GPP AAA Server sends final Diameter_EAP_Answer message carrying encapsulated EAP Success message. 

2N+1. 3GPP AAA Proxy may act in two ways:

· Convert “Diameter_EAP_Answer” message to “Access_Accept” by the “Translator Agent” in case a) and sends it to the WLAN

· Proxy “Diameter_EAP_Answer” message to the WLAN in case b)

WLAN forwards the EAP Success message to the UE. 

This Diameter_EAP_Answer message also carries the authorisation information (e.g. NAS Filter Rule or Tunnelling attributes) for the authenticated session. Message also carries the keying material from 3GPP AAA Server to WLAN to be used for the authenticated session by WLAN.

A.1.2.
Immediate Purging of a User from WLAN Access

The purpose of this signalling sequence is to indicate to the WLAN that a specific UE shall be disconnected from accessing the WLAN interworking service.

This signalling sequence is initiated by the 3GPP AAA Server when a UE needs to be disconnected from accessing WLAN interworking service. For example, a UE used by a 3GPP subscriber may need to be disconnected when the 3GPP subscriber's subscription is cancelled or when the 3GPP subscribers’ online charging account expires. 

The signalling sequence shown is based on Diameter. For signalling to WLANs using RADIUS the conversion defined in Diameter specification shall be used. 
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Figure 3. Wr and Ws  message flow for User Purging. Case b) Wr with Diameter optional implementation

1. When 3GPP AAA Server needs to disconnect (e.g. after receiving an external trigger) a 3GPP subscriber from the WLAN access service, the 3GPP AAA Server sends a Diameter_Abort_Session_Request to 3GPP AAA Proxy. This message contains the Session ID by which the session is identified within the WLAN.

2. 3GPP AAA Proxy proxies to WLAN the “Diameter_Abort_Session_Request Message”.proxied by 3GPP AAA Proxy. 

3. 4. WLAN responds  to 3GPP AAA Server via 3GPP AAA Proxy by Diameter_Abort_Session_Answer as defined in Diameter Base[7].

Editor´s Note: It is needed to define also the message flow when “Wr” is RADIUS based.

It is FFS the implementation of this procedure when Wr is RADIUS based.
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