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1. Introduction

TS 29.234 defines stage-3 protocol for the WLAN-3GPP IW system. Ws reference point is a reference point between 3GPP AAA Server and the 3GPP AAA Proxy.  This contribution proposes the inclusion of the description, functionality and protocol election in TS 29.234.

2. Discussion

3GPP-WLAN IW system architecture has identified the interoperator Ws reference point between 3GPP AAA Server and 3GPP AAA Proxy.  

The main functionalities to be fulfilled by this reference point are to carry data for WLAN session authentication/authorisation between 3GPP AAA Proxy and 3GPP AAA Server, keying data transport to WLAN AN for radio interface integrity protection and encryption, to allow immediate service termination.

This reference point needs to be implemented using an AAA protocol as AAA entities are intercommunicated.

In SA2 two protocols options have been identified either RADIUS-based or Diameter-based solutions.  Furthermore, in 3GPP SA2#31, S2-031605 was approved.  In this document, it is explicitly said that Ws reference point shall be defined to use only one protocol.

Therefore, either RADIUS-based or Diameter-based are the possibilities.  In SA2 clear preferences for Diameter-based were expressed but it was left to CN4 group to make the final decision.

Diameter-based option is preferable due its future-proof ness and clear advantages over RADIUS.   As example, Diameter provides a reliable transport; server-initiated messages are considered in the Diameter base protocol and not in RADIUS base, etc.   The last point is extremely important in Ws interface, as one of the procedures to be performed/supported requires server-initiated messages.

Furthermore, the kind of information that Ws needs to carry is WLAN session authentication.   The WLAN session authentication information is carried over EAP frames that are exchanged between the UE and 3GPP AAA Server. The EAP frames are transmitted between the UE and WLAN AN. Then, the WLAN AN encapsulates those in AAA protocol and send those to 3GPP AAA Proxy and from there to the 3GPP AAA Server. 

IETF Draft: “Diameter Extensible Authentication Protocol (EAP) Application”, draft-ietf-aaa-eap-01.txt, has already been indicated in SA2 as the right protocol when using Diameter to transport EAP frames.  Therefore, it is proposed to adopt this protocol in Ws to carry the EAP authentication information.

3. Conclusion

It is proposed to include the following text in TS 29.234.
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7 Ws Description

Ws is the reference point that connects the 3GPP AAA Proxy, possibly via intermediate networks, to the 3GPP AAA Server. The prime purpose of the protocols crossing this reference point is to transport WLAN session authentication, authorization and related information in a secure manner.

7.1 Functionality

The functionality of the reference point is to transport in Diameter frames:

· Carrying data for WLAN session authentication signalling between 3GPP AAA Proxy and 3GPP AAA Server

· Carrying data for WLAN session authorization signalling between 3GPP AAA Proxy and 3GPP AAA server

· Carrying keying data for the purpose of radio interface integrity protection and encryption

· Used for purging a user from the WLAN access for immediate service termination
· Enabling the identification of the operator networks amongst which the roaming occurs
7.2 Protocols

Ws reference point shall be based on a single AAA protocol. Diameter based protocol shall be used.

Ws protocol is:

· Diameter based. Diameter EAP Application [8] shall be used. It provides a Diameter application to support EAP [9] frames transport, as well as the basic operation of Diameter Base [7]







