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1. Introduction

TS 29.234 defines stage-3 protocol for the WLAN-3GPP IW system. Wr reference point is a reference point between WLAN Access Network and the 3GPP AAA Proxy.  This contribution proposes the inclusion of the description, functionality and protocol election in TS 29.234.

2. Discussion

3GPP-WLAN IW system architecture has identified Wr reference point between WLAN AN and 3GPP AAA Proxy.  

The main functionality to be fulfilled by this reference point is to carry data for WLAN session authentication/authorisation between 3GPP AAA Proxy and 3GPP AAA Server, keying data transport to WLAN AN for radio interface integrity protection and encryption and to allow immediate service termination.

This reference point needs to be implemented using an AAA protocol as AAA entities are intercommunicated.

In SA2 two protocols options have been identified either RADIUS-based and/or Diameter-based solutions.  Furthermore, in 3GPP SA2#31, S2-031605 was approved.  In this document, it is explicitly said that Wr reference point shall support mandatorily RADIUS, but it is open to support an additional protocol in this interface.  

The reason for that is that legacy WLAN AN, that 3GPP-WLAN IW will be interworking with are only supporting RADIUS, therefore RADIUS becomes a de-facto protocol for 3GPP in the interfaces interworking with legacy WLAN AN. 

IEFT RFC 2869: “RADIUS Extensions” support the transport of authentication EAP frames.

Therefore, RADIUS-based interface becomes a de-facto interface between WLAN AN and 3GPP AAA Proxy in early deployments of 3GPP-WLAN IW, but plain RADIUS is very restrictive.

As future-proof solution to be used with the WLAN AN that will start supporting Diameter, it is suggested then to use Diameter-based solutions.  Diameter base protocol and “Diameter Extensible Authentication Protocol (EAP) Application” fully complies and satisfies all the requirements identified in SA2 for Wr interface.

Therefore, it is proposed to adopt in Wr support for two protocols:

· Mandatory (due to de-facto in legacy WLAN AN deployment) RADIUS based. 

 “RADIUS Extensions” support the transport of authentication EAP frames

· Optionally (for future-proof solution, future WLAN AN deployment) Diameter based.

“Diameter Extensible Authentication Protocol (EAP) Application” support for the transport of authentication EAP frames

In S2-031605 approved in 3GPP SA2#31, it is noted that when Wr and Ws have different AAA protocols (i.e. one RADIUS, the other Diameter) 3GPP AAA Proxy contain a “RADIUS/Diameter conversion function” implemented. In this contribution, it is proposed the basic requirements for this translation function.
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6 Wr Description

Wr is the reference point that connects the WLAN AN, possibly via intermediate networks, to the 3GPP Network (i.e., the 3GPP AAA Proxy in the roaming case and the 3GPP AAA Server in the non-roaming case). The reference point has to accommodate also legacy WLAN AN, i.e. has to accommodate to the protocols supported by the WLAN AN.

6.1 Functionality

The functionality of the reference point is to transport in RADIUS/Diameter frames:

· Carrying data for WLAN session authentication signalling between WLAN UE and 3GPP Network 

· Carrying data for WLAN session authorization signalling between WLAN AN and 3GPP Network 

· Carrying keying data for the purpose of radio interface integrity protection and encryption

· When such functionality is supported by the WLAN AN, used for purging a user from the WLAN access for immediate service termination 

· Enabling the identification of the operator networks amongst which the roaming occurs
6.2 Protocols

Wr reference point interworks with legacy WLAN AN therefore RADIUS-based protocol is mandatory in this reference point. Optionally, Wr reference point is Diameter based in order to support future WLAN AN with Diameter support.

Wr protocol is:

· Mandatory, RADIUS based. RFC 2869 [9] shall be used. It provides RADIUS extensions to support EAP frames transport

· Optionally, Diameter based. Diameter EAP Application [8] shall be used. It provides a Diameter application to support EAP frames transport

6.3 Requirements in 3GPP AAA Proxy for Radius/Diameter “Translation Agent”

Editor´s note: This section contains all the requirements for the 3GPP AAA Proxy Translation Agent and details about the conversion processes

WLAN-3GPP IW system assumes interworking of legacy WLAN AN with PLMNs.  Legacy WLAN ANs are broadly deployed supporting RADIUS as AAA protocol. Therefore, RADIUS is the de-facto AAA protocol when interworking with legacy WLAN ANs. On the other hand, future development of WLAN ANs will support Diameter as AAA protocol.

This implies that Wr interface is de-facto RADIUS based and optionally, for future-proof usage, Diameter based.

Ws interface is Diameter based and Wr have two possibilities either Diameter or RADIUS based.  When Wr interface is RADIUS based, 3GPP AAA Proxy needs to implement a “RADIUS/Diameter Translation Agent” function.

A RADIUS/Diameter Translation Agent has the following requirements:

· Receive RADIUS requests (send to UDP port 1812)

· Diameter proxy functionality (communicate over TCP/SCTP port TBD, mandatory support for IPSec, optional support for TLS, etc.)

· Convert RADIUS requests to Diameter requests

· Convert Diameter responses to RADIUS responses

· Managing the transaction state information of the RADIUS requests

The Diameter protocol defines a common space for many RADIUS information elements (AVPs), so that no conversion is necessary when transporting them. However, there are certain AVPs that do need translation and differences of the message formats and transport protocols need to be handled.

