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Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

1
Scope

The present document defines the stage-3 protocol description for several reference points in the WLAN-3GPP Interworking System.

The present document is applicable to:

· The Wr interface between the WLAN AN and the 3GPP AAA Proxy.

· The Ws interface between the 3GPP AAA Proxy and 3GPP AAA Server.

· The Wx interface between the 3GPP AAA Server and the HSS

· The Wm interface between the 3GPP AAA Server and the PDG

· The Wn interface between the WLAN AN and the PDG

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies.  In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

 [1]
3GPP TS 21.905:
“Vocabulary for 3GPP Specifications”

[2]
3GPP TR 22.934: “Feasibility Study on 3GPP system to WLAN interworking”

[3]
3GPP TR 23.934: “3GPP system to WLAN Interworking; Functional and architectural definition”

[4]
3GPP TS 23.234: “3GPP system to WLAN Interworking; System description”

[5]
3GPP TS 33.234: “WLAN Interworking Security”

[6]
IETF RFC 2865: “Remote Authentication Dial In User Service (RADIUS)”

[7]
IETF Internet-Draft: “Diameter Base Protocol”.  draft-ietf-aaa-diameter-13.txt, work in progress 

3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the [following] terms and definitions [given in ... and the following] apply.

Definition format

<defined term>: <definition>.

example: text used to clarify abstract rules by applying them literally.

3.2
Symbols

For the purposes of the present document, the following symbols apply:

Wb
Interface between a WLAN Access Network and a 3GPP AAAProxy  (charging signalling)

Wc
Interface between a 3GPP AAA Proxy and a 3GPP AAA Server (charging signalling)

Wf
Interface between a CGw/CCF and a 3GPP AAA Server/Proxy 

Wi
Interface between a Packet Data Gateway and an external IP Network

Wm
Interface between a Packet Data Gateway and a 3GPP AAA Server

Wn
Interface between a WLAN Access Network and a Packet Data Gateway

Wo
Interface between a 3GPP AAA Server and an OCS

Wr
Interface between a WLAN Access Network and a 3GPP AAA Proxy  (control signalling)

Ws
Interface between a 3GPP AAA Proxy and a 3GPP AAA Server (control signalling)

Wx
Interface between an HSS and a 3GPP AAA Server

Wg
Interface between a 3GPP AAA Proxy and WAG

3.3
Abbreviations

For the purposes of the present document, the following abbreviations apply:

AAA
Authentication, Authorisation and Accounting 

CCF
Charging Collection Function

CG
Charging Gateway

EAP
Extensible Authentication Protocol

PDG
Packet Data Gateway

PDN
Packet Data Network
PLMN
Public Land Mobile Network
OCS
On-line Charging System

WAG
WLAN Access Gateway


WLAN
Wireless Local Access Network

4
Overview

Editor’s Note: Provides general overview of WLAN-3GPP IW system

5 General Architecture

Editor’s Note: General architecture of WLAN-3GPP IW system.  

Editor’s Note: The term roaming is used here when referring to roaming between 3GPP networks. However, an intermediate aggregator or a chain of intermediate networks may possibly separate the user when accessing the WLAN from the 3GPP home network.
The WLAN-3GPP IW system reference architecture is shown in Figure 1. It is compound of  WLAN UE, WLAN Access Network, the Visited (Interworking) PLMN and Home PLMN.

Editor’s Note: The architecture, namely network elements and reference points, is still under development in 3GPP SA2 WG.
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Figure 1.  WLAN-3GPP IW Roaming Reference Model

System and Service requirements defined for WLAN-3GPP IW System have determined up to six WLAN-3GPP interworking scenarios. Each scenario realises an additional step in integrating WLAN in the 3GPP service offering and includes the previous level of integration of the previous scenario.

The WLAN-3GPP IW Roaming reference model in Figure 1 satisfy the architectural requirements for scenario 2 and scenario 3.

In scenario 2, the WLAN-3GPP system interworking service is defined as a wireless IP connectivity service where the radio access technology is of type WLAN. The service is subject to a 3GPP system subscription. The implications of this scenario are:

· Internet/Intranet access from WLAN AN

· Authentication and authorisation for accessing the service based on 3GPP methods

· Online and Offline charging based on accounting procedures coming of the WLAN AN to the 3GPP AAA Server 

The network elements involved to achieve scenario 2 type of service are 3GPP AAA Proxy, 3GPP AAA Server, OCS, CG/CCF and HSS. Optionally WAG. The reference points involved are Wr, Ws, Wx, Wb, Wc, Wo and Wf.  From these, the ones covered by this specification are Wr, Ws and Wx.

In scenario 3, the WLAN-3GPP system interworking service is defined to access to 3GPP system PS based services available to the user through the WLAN. The services available should include all services based on 3GPP System PS domain capabilities (e.g. IMS). Additional implications of scenario 3 in comparison with scenario 2:

· Enabling user data to be tunnelled via operator network via PDG 

· Charging based in service-flow differentiation performed in PDG

· Support for 3GPP IP based services via PDG, e.g. support for IMS

· Reliable level of end to end security

The network elements involved to achieve scenario 3 type of service are the ones involved in scenario 2, PDG and optionally WAG. The additional reference points involved are Wn, Wm, Wg and Wi.  From these, the ones covered by this specification are Wn and Wm.

Editor’s Note: Scenario 3 architecture, reference points and network elements functionality is currently instable.  There might be changes in the reference model, network elements and reference points functionality.

5.1 Network Elements Entities in WLAN-3GPP IW System

In this section the WLAN-3GPP IW network elements are briefly described. For more details refer to [4]. WLAN Access Network is not specified by 3GPP.

5.1.1 WLAN UE

UE (equipped with UICC card including (U)SIM) utilised by a 3GPP subscriber to access the WLAN interworking service. The UE may be capable of WLAN access only, or it may be capable of both WLAN and 3GPP System access.
5.1.2 3GPP AAA Proxy

3GPP AAA Proxy located within the visited 3GPP network represents an AAA proxying and filtering function. It relays the AAA information between WLAN and the 3GPP AAA Server, as well as enforces policies derived from roaming agreements between 3GPP operators and between the WLAN and 3GPP operator. It also performs RADIUS[6]/Diameter[7] conversion when the proxied interfaces do not use the same protocol.

5.1.3 3GPP AAA Server

3GPP AAA Server located within the 3GPP subscriber’s home network is the entity that retrieves authentication information and subscriber profile from the HSS and authenticates the 3GPP users.  Additional functionalities described in [4].

5.1.4 HSS

HSS located within the 3GPP subscriber's home network is the entity containing authentication and subscription data required for the 3GPP subscriber to access the WLAN interworking service.

5.1.5 PDG

Editor’s Note: Network element only necessary for scenario 3

PGW is the node via which packet data networks are connected to 3GPP interworking WLAN. PDG routes the packet data received from/sent to the PDN to/from the WLAN-3G connected user.

5.1.6 WAG

Editor’s Note: Network element optional for scenario 2. Currently, It is optional for scenario 3. Due to not clear situation in scenario 3 architecture definition the status might change to mandatory, but not clear yet.

WAG is an optional gateway via which the data to/from the WLAN Access Network can be routed via a HPLMN in the non-roaming case or to VPLMN in the roaming case.

5.2 Reference Points in WLAN-3GPP IW System

In this section the WLAN-3GPP IW reference points are briefly described. 

5.2.1 Wr Reference point  (WLAN AN - 3GPP AAA Proxy)

Wr reference point connects the WLAN access network, possibly via intermediate networks, to the 3GPP AAA Network (i.e., 3GPP AAA Proxy in the roaming case and the 3GPP AAA Server in the non-roaming case).  The prime purpose of the protocols crossing this reference point is to transport WLAN session authentication, authorization and related information in a secure manner.  The reference point has to accommodate also legacy WLAN access networks.

5.2.2 Ws Reference point (3GPP AAA Proxy - 3GPP AAA Server)

The reference point Ws connects the 3GPP AAA Proxy, possibly via intermediate networks, to the 3GPP AAA Server.  The prime purpose of the protocols crossing this reference point is to transport WLAN session authentication, authorization and related information in a secure manner.  

5.2.3
Wx Reference point (3GPP AAA Server - HSS)

The reference point Wx is located between 3GPP AAA Server and HSS. The prime purpose of the protocols crossing this reference point is communication between WLAN AAA infrastructure and HSS. 

5.2.4
Wn Reference point (WLAN AN- BGW- PDGW)

Editor’s Note: Reference point necessary for scenario 3.Not stable yet.

5.2.5
Wm Reference point (3GPP AAA Server – 3GPP AAA Proxy)

Editor’s Note: Reference point only necessary for scenario 3.Not stable yet.
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