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25
General macro description

25.1
MAP open macros

25.1.1
Macro Receive_Open_Ind

This macro is used by a MAP service-user procedure when a peer entity requests opening of a dialogue.

If the application context received in the MAP-OPEN indication primitive indicates a context name of the MAP version one context set, the macro takes the Vr exit..

If an application-context different from version 1 is received, the presence of MAP_OPEN information is checked. If no MAP_OPEN information has been received, the MAP_OPEN response with:

-
Result set to Dialogue Accepted; and

-
Application Context Name set to the received value,

is returned.

If the received version (Vr) is the one described in this version of the MAP specification, the macro takes the OK exit, otherwise it takes the Vr exit.
If MAP_OPEN information is received, the macro Check_Reference is called in order to check whether the received values for Destination Reference and Originating Reference correspond with the requirements of the received application-context-name. If the outcome of this check is an error, the MAP_OPEN responds with:

-
Result set to Dialogue Refused;

-
Refuse Reason set to Invalid Destination Reference or Invalid Originating Reference;

-
Application Context Name set to the highest version supported,

is returned and the macro takes the error exit.

If the data values received for Destination Reference and Originating Reference are accepted for the associated application-context-name it is checked whether the Destination Reference is known if this check is required by the process that calls the macro.

If the Destination Reference (e.g. a subscriber's IMSI) is unknown, the MAP_OPEN response with

-
Result set to Dialogue Refused;

-
Refuse Reason set to Invalid Destination Reference;

-
Application Context Name set to the highest version supported,

is returned and the macro takes the error exit.

Else, if the Destination Reference is accepted or if no check is required, the MAP_OPEN response with

-
Result set to Dialogue Accepted; and

-
Application Context Name set to the received value,

is returned and 

If the received version (Vr) is the one described in this version of the MAP specification, the macro takes the OK exit, otherwise it takes the Vr exit.

25.1.2
Macro Receive_Open_Cnf

This macro is used by a user procedure after it requested opening of a dialogue towards a peer entity.

On receipt of a MAP_OPEN Confirmation with a "Result" parameter indicating "Dialogue Accepted", the macro takes the OK exit.

If the "Result" parameter indicates "Dialogue Refused", the "Refuse-reason" parameter is examined. If the "Refuse-reason" parameter indicates "Potential Version Incompatibility", the macro terminates in a way that causes restart of the dialogue by using the version 1 protocol.

If the "Refuse-reason" parameter indicates "Application Context Not Supported" and if the received Application Context Name indicates "Version Vr" (Vr < Vn, where Vn is the version of the Application Context defined in this version of the MAP specification), the macro terminates in a way that causes restart of the dialogue by using the version Vr protocol. Otherwise, the macro takes the Error exit.

If the "Refuse-reason" parameter indicates neither "Potential Version Incompatibility" nor "Application Context Not Supported", the macro takes the Error exit.

If a MAP_U_ABORT, a MAP_P_ABORT or a MAP_NOTICE Indication is received, the macro takes the Error exit.
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Figure 25.1/1 (sheet 1 of 2): Macro Receive_Open_Ind
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Figure 25.1/1 (sheet 2 of 2): Macro Receive_Open_Ind
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Figure 25.1/2: Macro Receive_Open_Cnf
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Figure 25.1/3: Macro Check_Reference
25.2
Macros to check the content of indication and confirmation primitives

25.2.1
Macro Check_Indication

If a parameter required by the application is missing from the indication, the macro takes the Error exit, with a user error of "Data Missing".

If a parameter not expected by the application is present in the indication, or an expected parameter has a value not in the set of values permitted by the application, the macro takes the Error exit, with a user error of "Unexpected Data Value".

Otherwise the macro takes the OK exit.

The macro is shown in figure 25.2/1.

25.2.2
Macro Check_Confirmation

If the confirmation contains a provider error the macro issues a MAP CLOSE request and takes the Provider Error exit.

Otherwise, if the confirmation contains a user error the macro takes the User Error exit.

Otherwise, if a parameter required by the application is missing from the confirmation, or a parameter not expected by the application is present in the confirmation, or an expected parameter has a value not in the set of values permitted by the application, the macro takes the Data Error exit.

Otherwise the macro takes the OK exit.

The macro is shown in figure 25.2/2.
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Figure 25.2/1: Macro Check_Indication
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Figure 25.2/2: Macro Check_Confirmation

25.3
The page and search macros

25.3.1
Macro PAGE_MSC

This macro (see figure 25.3/1) is called if an unstructured SS notification, a network-initiated unstructured SS request or a mobile terminating short message is to be delivered to the MS and the current location area identity of the MS is known in the VLR.

When the MSC receives a MAP_PAGE indication, parameter checks are performed first (macro Check_Indication, see clause 25.2). If parameter errors are detected, the MSC returns a MAP_PAGE response containing the appropriate error cause and the macro terminates with unsuccessful outcome.

Thereafter, several checks on the indication content are performed. The macro terminates by returning the MAP_PAGE response with error:

Unknown Location Area if the LAI is not known in the MSC;


System Failure if the SMS or SS transaction for this subscriber has been released by the originating entity in the meantime.

Next, the MSC checks if an MM-connection over the radio link already exists for the given IMSI. If so, the access connection status is set according to the characteristics of the existing connection (i.e. RR-connection established, ciphering mode on/off, MM-connection existing and authenticated or not), and the macro terminates with successful outcome.


If no MM-connection for the given IMSI exists, paging is initiated at the radio interface within all cells of the location area indicated by the VLR. If the VLR provided the TMSI, the MSC uses it to identify the MS at the radio interface; otherwise the MSC uses the IMSI. The IMSI will also be used to determine the page group (see 3GPP TS 24.008 [35]). There are several possible outcomes of paging:

-
the MS responds to paging, causing the access connection status to be set accordingly (i.e. no RR-connection, in which case other values are not significant), and the macro terminates with successful outcome;

-
the MS responds with a channel request containing an establishment cause which is not "answer to paging". The MSC sends a MAP_PAGE response primitive with user error Busy Subscriber before the macro terminates with unsuccessful outcome. This will give priority to the mobile originating request. Alternatively, as an implementation option, the MSC may treat this as a response to paging, which will give priority to the mobile terminating request.

-
there is no response from the MS. The MSC sends a MAP_PAGE response primitive with user error Absent Subscriber before the macro terminates with unsuccessful outcome;

-
the MAP transaction on which the SMS-GMSC is waiting for delivery is released before a response is received from the MS. The MAP transaction with the VLR will be released in this case by a MAP_U_ABORT request, and the unsuccessful macro termination will indicate transaction termination.

-
the MAP transaction with the VLR may be released by receiving a MAP_U_ABORT indication. The MAP transaction on which the SMS-GMSC is waiting for delivery is aborted, and the unsuccessful macro termination will indicate transaction termination.

25.3.2
Macro Search_For_MS_MSC

This macro (see figure 25.3/2) is called if an unstructured SS notification, a network-initiated unstructured SS request or a mobile terminating short message is to be delivered to the MS and the current location area identity of the MS is not known in VLR.

When the MSC receives a MAP_SEARCH_FOR_MS Indication, parameter checks are performed first (macro Check_indication, see clause 25.2). If parameter errors are detected, the MSC returns a MAP_SEARCH_FOR_MS response containing the appropriate error cause and the macro terminates with unsuccessful outcome.

Thereafter, the MSC checks whether the SMS or SS transaction still exists in the MSC. If the SMS or SS transaction has been released, the MSC returns a MAP_SEARCH_FOR_MS response with error System Failure and the macro terminates with unsuccessful outcome.

Next, the MSC checks if an MM-connection over the radio link already exists for the given IMSI. If so, a MAP_SEARCH_FOR_MS response containing the IMSI and current location area identification of the called MS is returned to the VLR. The access connection status is set according to the characteristics of the existing connection (i.e. RR-connection established, ciphering mode on/off, MM-connection existing and authenticated or not), and the macro terminates with successful outcome.


If no MM-connection for the given IMSI exists, paging is initiated at the radio interface within all cells of all location areas of the VLR, using the IMSI to identify the subscriber and the page group (see 3GPP TS 24.008 [35]). There are several possible outcomes of paging:

-
the MS responds to paging, causing a MAP_SEARCH_FOR_MS response containing the IMSI and current location area identification of the called MS to be returned to the VLR. The access connection status will be set accordingly (i.e. no RR-connection, in which case other values are not significant), and the macro terminates with successful outcome.

-
the MS responds with a channel request containing an establishment cause which is not "answer to paging". The MSC sends a MAP_SEARCH_FOR_MS response primitive with user error "Busy Subscriber" before the macro terminates with unsuccessful outcome. This will give priority to the mobile originating request. Alternatively, as an implementation option, the MSC may treat this as a response to paging, which will give priority to the mobile terminating request.

-
there is no response from the MS. The MSC sends a MAP_SEARCH_FOR_MS response primitive with user error "Absent Subscriber" before the macro terminates with unsuccessful outcome.

-
the MAP transaction on which the SMS-GMSC is waiting for delivery, is released before a response is received from the MS. The MAP transaction with the VLR will be released in this case by a MAP_U_ABORT request, and the unsuccessful macro termination will indicate transaction termination.

-
the MAP transaction with the VLR may be released by receiving a MAP_U_ABORT indication. The MAP transaction on which the SMS-GMSC is waiting for delivery is aborted, and the unsuccessful macro termination will indicate transaction termination.
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Figure 25.3/1: Macro Page_MSC
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Figure 25.3/2: Macro Search_for_MS_MSC

25.4
Macros for handling an Access Request

These macros are invoked when an MS accesses the network, e.g. to submit an MO short message or when responding to paging. The macros handle identification and authentication of the mobile subscriber as well as invocation of security related features (see 3GPP TS 42.009 [6]).

25.4.1
Macro Process_Access_Request_MSC

This macro is invoked by any procedure receiving an access request from the MS, e.g. the page response at mobile terminating short message delivery or the request for mobile originated short message submission.

If no dialogue with the VLR exists (e.g. within the procedure for mobile originated short message submission), the MSC will open a dialogue towards the VLR by sending a MAP_OPEN request.

In any case, the parameters received from the MS are mapped to a MAP_PROCESS_ACCESS_REQUEST request primitive, containing:

-
the received subscriber identification (IMSI, TMSI);

-
the CM service type, indicating the type of request;

-
the status of the access connection, i.e. whether a connection to this MS already exists and if so, whether it is already authenticated and ciphered;

-
the current location area id of the MS; and

-
the CKSN received from the MS.

If opening of the dialogue was required, the MSC will wait for the dialogue confirmation (see macro Receive_Open_Confirmation, clause 25.1), leading either to:

-
immediate unsuccessful exit from the macro, in case no dialogue is possible;


-
continuation as given below, if the dialogue is accepted by the VLR.

The MSC waits then for the MAP_PROCESS_ACCESS_REQUEST confirmation. In between, several other indications may be received from the VLR:

-
the MSC may receive a MAP_PROVIDE_IMSI indication, handled by the macro Obtain_IMSI_MSC defined in clause 25.8. In case of positive outcome, the procedure continues waiting for the MAP_PROCESS_ACCESS_REQUEST confirmation, else the macro terminates with unsuccessful outcome;

-
the MSC may receive a MAP_AUTHENTICATE indication, handled by the macro Authenticate_MSC defined in clause 25.5. In case of positive outcome, the procedure continues waiting for the MAP_PROCESS_ACCESS_REQUEST confirmation, else the macro terminates with unsuccessful outcome;

-
the MSC may receive a MAP_TRACE_SUBSCRIBER_ACTIVITY indication, handled by the macro Trace_Subscriber_Activity_MSC defined in clause 25.9;

-
the MSC may receive a MAP_SET_CIPHERING_MODE indication, which will be stored for initiating ciphering later on;

-
the MSC may receive a MAP_CHECK_IMEI indication, handled by the macro Check_IMEI_MSC defined in clause 25.6. In case of positive outcome, the procedure continues waiting for the MAP_PROCESS_ACCESS_REQUEST confirmation, else the macro terminates with unsuccessful outcome;

-
the MSC may receive a MAP_Obtain_IMEI indication, handled by the macro Obtain_IMEI_MSC defined in clause 25.6. In case of positive outcome, the procedure continues waiting for the MAP_PROCESS_ACCESS_REQUEST confirmation, else the macro terminates with unsuccessful outcome;

-
the MSC may receive a MAP_U_ABORT indication or a premature MAP_CLOSE indication from the VLR. In all these cases, the macro terminates with unsuccessful outcome, after sending the appropriate reject towards the MS (see 3GPP TS 29.010 [58]);


-
the MSC may receive an indication for release of the radio path, in which case the dialogue towards the VLR will be terminated by a MAP_U_ABORT primitive, containing the diagnostic information Radio Channel Release.

When the MAP_PROCESS_ACCESS_REQUEST confirmation is received, the parameters of this primitive are checked first. In case of unsuccessful outcome of the service, the MAP User Error received is mapped onto the appropriate radio interface message (see 3GPP TS 29.010 [58]), before the macro terminates with unsuccessful outcome.

In case of positive outcome of the service, ciphering is initiated on the radio path, if this had been requested by the VLR (see above). Otherwise, if the access request was not triggered by a page response from the MS, the access request is accepted explicitly by sending a CM_Service_Accept message to the MS. If the access request was triggered by a page response from the MS then no CM Service Accept message is sent.

After ciphering has been initiated, the MSC will wait for the MAP_FORWARD_NEW_TMSI indication from the VLR. While waiting, the MSC may receive:

-
a MAP_U_ABORT indication or a premature MAP_CLOSE indication from the VLR. In these cases, the macro terminates with unsuccessful outcome, after sending a release request towards the MS (see 3GPP TS 29.010 [58]);


-
an indication for release of the radio path, in which case the dialogue towards the VLR will be terminated by a MAP_U_ABORT primitive, containing the diagnostic information Radio Channel Release;

-
a MAP_DELIMITER request from the VLR. This will be taken as a successful outcome of the macro (i.e. the VLR did not require TMSI reallocation), and it terminates successfully;

-
an A_SETUP request from the MS. This will be saved for handling by the procedure which invoked the macro Process_Access_Request_MSC after the macro has terminated.

When the MAP_FORWARD_NEW_TMSI indication is received in the MSC, the TMSI Reallocation Command is sent to the MS, and the MSC waits for an acknowledgement from the MS. In case a positive acknowledgement is received, the MSC sends an empty MAP_FORWARD_NEW_TMSI response primitive to the VLR and terminates successfully.  Otherwise, the MSC takes the OK exit from the macro; the VLR treats the lack of response as a Provider Error (see macro Process_Access_Request_VLR).
If the MSC receives an A_SETUP request while it is waiting for the TMSI acknowledgement from the MS, the A_SETUP is saved for handling by the procedure which invoked the macro Process_Access_Request_MSC after the macro has terminated.

If the dialogue is aborted by the VLR while waiting for the TMSI acknowledgement from the MS, the MSC regards the access request to be failed and terminates with unsuccessful outcome, after sending a release request towards the MS (see 3GPP TS 29.010 [58]).
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Figure 25.4/1 (sheet 1 of 3): Macro Process_Access_Request_MSC
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Figure 25.4/1 (sheet 2 of 3): Macro Process_Access_Request_MSC
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Figure 25.4/1 (sheet 3 of 3): Macro Process_Access_Request_MSC

25.4.2
Macro Process_Access_Request_VLR

When the VLR receives a MAP_PROCESS_ACCESS_REQUEST indication, the VLR will check this indication first (macro Check_Indication, see clause 25.2). In case of negative outcome, the macro will proceed with the error handling described below.

If the indication data are correct, it is checked first whether the subscriber identification (IMSI or TMSI) is known if included:

-
if the identification is not known, the IMSI may be requested from the MS, described in the macro Obtain_Identity (see below) with outcome:

-
OK, if an IMSI known in the VLR has been received;

-
Error, if the VLR did not recognise the subscriber's identity. The macro will proceed with the error handling described below;

-
Aborted, if the transaction to the MSC is released. The macro will terminate immediately with unsuccessful outcome.

In case the identity received is an IMEI, the error System Failure is set and the macro proceeds with the error handling described below.


*** CR editor's note: The handling for a repeat attempt at authentication if an MS has identified itself with a TMSI and the authentication fails has been moved from the macro Process_Access_Request_VLR to the macro Authenticate_VLR. This is a modelling change; the functional behaviour is the same. ***

For a known subscriber the authentication check may be performed next (see macro Authenticate_VLR, clause 25.5), if required. If a negative result is received, the VLR proceeds on receipt of user error:

-
illegal subscriber by setting the error Illegal Subscriber and proceeding with the error handling described below;







-
unidentified subscriber by setting the error Unidentified Subscriber and proceeding with the error handling described below; 

-
unknown subscriber by setting the error Unidentified Subscriber and proceeding with the error handling described below; 

NOTE:
This can occur only in case of data inconsistency between HLR and VLR;

-
error by setting the error System Failure and proceeding with the error handling described below;

-
aborted (i.e. the dialogue towards the MSC is terminated) by terminating immediately with unsuccessful outcome.

The MS access is accepted if no authentication is required or after successful authentication. Then, the indicator "Confirmed by Radio Contact" is set to "Confirmed". If the indicator "Location Information Confirmed in HLR" is set to "Not Confirmed", HLR updating will be started as an independent process (Update_Location_VLR, see clause 19.1.1.6).

If the indicator "Confirmed by HLR" is set to "Not Confirmed", the error Unidentified Subscriber is set and the macro proceeds with the error handling described below.

If roaming is not allowed in the location area indicated in the Current Location Area Id parameter, the error Roaming Not Allowed qualified by the roaming restriction reason is set and the macro proceeds with the error handling described below.

*** CR editor's note: the text description differs from the SDL description; the handling described in the text seems more reasonable, so the SDL has been aligned with the text. ***
In case roaming is allowed, the IMSI is set to attached and the process for notifying the HLR that the subscriber is present is started if required (Subscriber Present VLR, see clause 25.10).

Next, tracing is invoked if required by the operator (macro Trace_Subscriber_Activity_VLR, see clause 25.9). Thereafter,


if ciphering is not required, IMEI checking is invoked if required by the operator (see macro Check_IMEI_VLR defined in clause 25.6).


The error Illegal Equipment is set in case of unsuccessful outcome of the IMEI check, the subscriber is marked as detached and the macro proceeds with the error handling described below.


The macro terminates immediately with unsuccessful outcome if the MSC dialogue has been released during the IMEI check.


Else, the macro terminates successfully by returning the MAP_PROCESS_ACCESS_REQUEST response containing the IMSI to indicate acceptance of the MS access.


if ciphering is required, the MAP_SET_CIPHERING_MODE request containing:

-
the cipher mode indicating the cipher algorithm required; and

-
the cipher key to be used;

is sent to the MSC.

As a further operator option, IMEI checking may be performed next.


The error Illegal Equipment is set in case of unsuccessful outcome of the IMEI check, the subscriber is marked as detached and the macro proceeds with the error handling described below.


The macro terminates immediately with unsuccessful outcome if the MSC dialogue has been released during the IMEI check.


Else, the macro terminates successfully by returning the MAP_PROCESS_ACCESS_REQUEST response containing the IMSI to indicate acceptance of the MS access.

If no TMSI reallocation is required (again an operator option), the macro terminates thereafter. Else, TMSI reallocation is performed by sending a MAP_FORWARD_NEW_TMSI request, containing the new TMSI as parameter. The old TMSI will be frozen until an acknowledgement from the MS has been received. Before the macro terminates, the VLR will wait for the MAP_FORWARD_NEW_TMSI response, containing no parameters if reallocation has been confirmed by the MS, or a Provider Error, otherwise, in which case the old TMSI is kept frozen to avoid double allocation. In this case, both the old and the new TMSI are subsequently regarded valid when used by the MS.

Error handling

In case some error is detected during the handling of the access request, a respective error shall be set. 




The MAP_PROCESS_ACCESS_REQUEST response containing the error cause set previously is returned to the MSC, the dialogue is closed (MAP_CLOSE request indicating normal release) and the macro terminates with unsuccessful outcome.

25.4.3
Macro Obtain_Identity
This macro is invoked by the macro Process_Access_Request_VLR in case the subscriber's identity is not known in the VLR.

If the identity received from the MS is an IMSI, the error Unidentified Subscriber will be set and reported back to the calling macro (to be sent in the MAP_PROCESS_ACCESS_REQUEST response). The same error is used in case a TMSI was received from the MS, but the operator does not allow open identification of the MS.

If open identification of the MS is allowed, the macro Obtain_IMSI_VLR is invoked, requesting the subscriber's IMSI from the MS (see clause 25.8), with outcome


OK, in which case it is checked whether for the IMSI received there exists a subscriber record in the VLR. If so, the macro terminates successfully, else the error Unidentified Subscriber will be set and reported back to the calling macro;

Error, in which case the error System Failure will be set and reported back to the calling macro;

Aborted, i.e. the MSC transaction is released, in which the macro terminates accordingly.
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Figure 25.4/2 (sheet 1 of 3): Macro Process_Access_Request_VLR
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Figure 25.4/2 (sheet 2 of 3): Macro Process_Access_Request_VLR
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Figure 25.4/2 (sheet 3 of 3): Macro Process_Access_Request_VLR
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Figure 25.4/3: Macro Obtain_Identity_VLR

25.5
Authentication macros and processes

The following macros are used in the network in order to enable authentication of a mobile subscriber.

25.5.1
Macro Authenticate_MSC

This macro is used by the MSC to relay a request for authentication transparently from the VLR to the MS, wait for a response from the MS and to relay the response from the MS back to the VLR. If, while the MSC is waiting for the authentication response, the air interface connection is released or a MAP_U_ABORT or MAP_CLOSE indication is received from the VLR, then necessary connections are released and the "Error" exit is used. The macro is described in figure 25.5/1.

25.5.2
Macro Authenticate_VLR

*** CR editor's note: The handling for a repeat attempt at authentication if an MS has identified itself with a TMSI and the authentication fails has been moved from the macro Process_Access_Request_VLR to the macro Authenticate_VLR. This is a modelling change; the functional behaviour is the same. ***
This macro is used by the VLR to control the authentication of a subscriber. The macro proceeds as follows:

-
if there are not enough authentication vectors in the VLR to perform the authentication, then the macro "Obtain_Authent_Params_VLR" described below is invoked. If this macro fails, then the corresponding error (Unknown Subscriber or Procedure Error) is returned to the calling process;

-
if there are enough authentication vectors in the VLR, or the Obtain_Authent_Params_VLR macro was successful, then a MAP_AUTHENTICATE request is sent to the MSC. This request contains the RAND, CKSN or KSI, and possibly AUTN parameters as indicated in the service description;

-
the VLR then waits for a response from the MSC;

-
if a MAP_U_ABORT or MAP_CLOSE indication is received from the MSC in this wait state, the VLR checks whether authentication sets are available. If no sets are available the process Obtain_Authent_Sets_VLR is initiated to fetch authentication sets from the HLR. The "Null" exit is then used;


-
if a MAP_AUTHENTICATE confirmation is received by the VLR, it checks whether the received Signed Result (SRES) is identical to the stored one (see 3GPP TS 43.020 [24]), or whether the received RES is identical to the stored XRES. If this is not the case, the "Illegal Subscriber" exit is used. If the SRES values or RES and XRES are identical, then the "OK" exit is used;

-
before exit, the VLR may fetch a new set of triplets from the HLR. This is done by initiating a separate Obtain_Authent_Sets_VLR process described below.

The macro is described in figure 25.5/2.

25.5.3
Process Obtain_Authent_Sets_VLR

This process is initiated by the VLR to fetch authentication vectors from a subscriber's HLR in a stand-alone, independent manner. The Obtain_Authent_Params_VLR macro described below is simply called; the process is described in figure 25.5/3.

25.5.4
Macro Obtain_Authent_Params_VLR

This macro is used by the VLR to request authentication vectors from the HLR. The macro proceeds as follows:

-
a connection is opened, and a MAP_SEND_AUTHENTICATION_INFO request sent to the HLR;

-
if the HLR indicates that a MAP version 1 or 2 dialogue is to be used, the VLR performs the equivalent MAP version 1 or 2 dialogue, which can return a positive result containing authentication sets, an empty positive result, or an error;

-
if the dialogue opening fails, the "Procedure Error" exit is used. Otherwise, the VLR waits for the response from the HLR;

-
if a MAP_SEND_AUTHENTICATION_INFO confirmation is received from the HLR, the VLR checks the received data.

One of the following positive responses may be received from a MAP version 1 or MAP version 2 dialogue with the HLR:

-
Authentication triplets, in which case the outcome is successful;

-
Empty response, in which case the VLR may re-use old triplets, if allowed by the PLMN operator.

If the VLR cannot re-use old triplets (or no such triplets are available) then the "Procedure Error" exit is used.

If the outcome was successful or re-use of old parameters in the VLR is allowed, then the "OK" exit is used.

If an "Unknown Subscriber" error is returned by the MAP version 1 or 2 dialogue, then the "Unknown Subscriber" exit is used. 

In a MAP version 3 dialogue a (possibly empty) set of authentication vectors may be received, transferred by means of the TC-RESULT-L service, from the HLR followed by a MAP_CLOSE_Indication or by a MAP_DELIMITER_Indication. If a MAP_DELIMITER_Indication is received, the VLR may request additional authentication vectors from the HLR by sending a new MAP_SEND_AUTHENTIFICATION_INFO request with no parameter part. If a MAP_CLOSE indication is received, and authentication vectors have been received during the dialogue, then the "OK" exit is used. If no authentication vectors have been received during the dialogue, the VLR checks whether old GSM Triplets are available and can be re-used. If so, the "OK" exit is used, otherwise the "Procedure Error" exit is used. Note that re-use of old UMTS Quintuplets is not allowed.

If in a MAP version 3 dialogue an "Unknown Subscriber" error is received, then the "Unknown Subscriber" exit is used. If other errors are received, the VLR checks whether old GSM Triplets are available and can be re-used. If so, the "OK" exit is used, otherwise the "Procedure Error" exit is used. Note that re-use of old UMTS Quintuplets is not allowed.

-
if a MAP-U-ABORT or unexpected MAP_CLOSE service indication is received from the MSC, then open connections are terminated, and the macro takes the "Null" exit;

-
if a MAP-U-ABORT, MAP_P_ABORT or unexpected MAP_CLOSE service indication is received from the HLR, then the VLR checks whether old authentication parameters (GSM triplets) can be re-used. If old parameters cannot be re-used the macro takes the "Procedure Error" exit; otherwise it takes the "OK" exit; note that re-use of old UMTS Quintuplets is not allowed;

-
if a MAP_NOTICE service indication is received from the HLR, then the dialogue with the HLR is closed. The VLR then checks whether old authentication parameters (GSM triplets) can be re-used. If old parameters cannot be re-used the macro takes the "Procedure Error" exit; otherwise it takes the "OK" exit; note that re-use of old UMTS Quintuplets is not allowed.

The macro is described in figure 25.5/4.

25.5.5
Process Obtain_Authent_Sets_HLR

Opening of the dialogue is described in the macro Receive_Open_Ind in clause 25.1, with outcomes:

-
reversion to version one or two procedure;

-
procedure termination; or

-
dialogue acceptance, with proceeding as below.

This process is used by the HLR to obtain authentication vectors from the AuC, upon request from the VLR or from the SGSN. The process acts as follows:

-
a MAP_SEND_AUTHENTICATION_INFO indication is received by the HLR;

· the HLR checks the service indication for errors. If any, they are reported to the VLR or to the SGSN in the MAP_SEND_AUTHENTICATION_INFO response. If no errors are detected, authentication vectors are fetched from the AuC. Further details are found in 3GPP TS 43.020 [24];

· If Network Access Mode is set to “non-GPRS only” and if the Requesting Node Type is present and indicates ‘SGSN’, the error Unknown Subscriber (with diagnostic value set to “Gprs Subscription Unknown”) is returned in the response. The process terminates;

· If Network Access Mode is set to “GPRS only” and if the Requesting Node Type is present and indicates ‘VLR’, the error Unknown Subscriber is returned in the response. The process terminates;

· if errors are detected they are reported to the VLR or to the SGSN in the MAP_SEND_AUTHENTICATION_INFO response. Otherwise the authentication vectors are returned by means of the TC-RESULT-L service. 

-
if segmentation of the response message is required and allowed, a MAP_SEND_AUTHENTICATION_INFO_response transferred by means of the TC-RESULT-L service, containing at least one authentication vector, followed by a MAP_DELIMITER_request is returned to the VLR or SGSN, the remaining authentication vectors are stored and the HLR waits for a new service indication from the VLR or SGSN.

The process is described in figure 25.5/5.
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Figure 25.5/1: Macro Authenticate_MSC
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Figure 25.5/2 (sheet 1 of 2): Macro Authenticate_VLR
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Figure 25.5/2 (sheet 2 of 2): Macro Authenticate_VLR
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Figure 25.5/3: Process Obtain_Authent_Sets_VLR
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Figure 25.5/4 (sheet 1 of 3): Macro Obtain_Authent_Params_VLR
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Figure 25.5/4 (sheet 2 of 3): Macro Obtain_Authent_Params_VLR
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Figure 25.5/4 (sheet 3 of 3): Macro Obtain_Authent_Params_VLR
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Figure 25.5/5 (sheet 1 of 2): Process Obtain_Authent_Sets_HLR
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Figure 25.5/5 (sheet 2 of 2): Process Obtain_Authent_Sets_HLR
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Figure 25.5/6: Procedure Check_Available_Vectors

25.5.6
Process Obtain_Authent_Sets_SGSN

The procedure for authentication when the serving node is an SGSN is described in 3GPP TS 23.060 [104] and 3GPP TS 24.008 [35].

This process is used by the SGSN to request authentication vectors from the HLR.

If the SGSN does not know the subscriber's HLR address (e.g. no IMSI translation exists), the Authentication Parameter negative response with error “Unknown HLR” is returned to the requesting process.
Otherwise, the process proceeds as follows:

-
a connection is opened, and a MAP_SEND_AUTHENTICATION_INFO request is sent to the HLR;

-
if the HLR indicates that a MAP version 1 or 2 dialogue is to be used, the SGSN performs the equivalent MAP version 1 or 2 dialogue, which can return a positive result containing authentication sets, an empty positive result, or an error;

-
if the dialogue opening fails, the Authentication Parameter negative response with appropriate error is sent to the requesting process. Otherwise, the SGSN waits for the response from the HLR;

-
if a MAP_SEND_AUTHENTICATION_INFO confirmation is received from the HLR, the SGSN checks the received data.

One of the following positive responses may be received from a MAP version 1 or MAP version 2 dialogue with the HLR:

-
Authentication triplets, in which case the outcome is successful;

-
Empty response, in which case the SGSN may re-use old triplets, if allowed by the PLMN operator.

If the SGSN cannot re-use old triplets (or no such triplets are available) then the Authentication Parameter negative response with appropriate error is sent to the requesting process.

If the outcome was successful or re-use of old parameters in the SGSN is allowed, then the Authentication Parameter response is sent to the requesting process

If an "Unknown Subscriber" error is included in the MAP_SEND_AUTHENTICATION_INFO confirm or is returned by the MAP version 1 or MAP version 2 dialogue, then the appropriate error is sent to the requesting process in the Authentication Parameter negative response 

In a MAP version 3 dialogue a (possibly empty) set of authentication vectors may be received, transferred by means of the TC-RESULT-L service, from the HLR, followed by a MAP_CLOSE indication or by a MAP_DELIMITER indication. If a MAP_DELIMITER indication is received, the SGSN may request additional authentication vectors from the HLR by sending a new MAP_SEND_AUTHENTIFICATION_INFO request. If a MAP_CLOSE indication is received, and authentication vectors have been received during the dialogue, then the "OK" exit is used. If no authentication vectors have been received during the dialogue, the SGSN checks whether old GSM Triplets are available and can be re-used. If so, the "OK" exit is used, otherwise the "Procedure Error" exit is used. Note that re-use of old UMTS Quintuplets is not allowed.

If in a MAP version 3 dialogue an "Unknown Subscriber" error is received, then the "Unknown Subscriber" exit is used. If other errors are received, the SGSN checks whether old GSM Triplets are available and can be re-used. If so, the "OK" exit is used, otherwise the "Procedure Error" exit is used. Note that re-use of old UMTS Quintuplets is not allowed.

-
if a MAP-U-ABORT, MAP_P_ABORT or unexpected MAP_CLOSE service indication is received from the HLR, then the SGSN checks whether old authentication parameters can be re-used. If old parameters cannot be re-used the Authentication Parameters negative response with appropriate error is sent to the requesting process.

-
if a MAP_NOTICE service indication is received from the HLR, then the dialogue with the HLR is closed. The SGSN then checks whether old authentication parameters can be re-used. If old parameters cannot be re-used the process terminates and the Authentication Parameters negative response with appropriate error is sent to the requesting process; Otherwise the Authentication Parameters response is sent to requesting process.

The process is described in figure 25.5/6.
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Figure 25.5/6 (sheet 1 of 2): Process Obtain_Authent_Sets_SGSN
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Figure 25.5/6 (sheet 2 of 2): Process Obtain_Authent_Sets_SGSN




25.5.7
Authentication Failure Reporting
25.5.7.1
General

The Authentication Failure Report procedure is used to notify an HLR about the occurrence of an authentication failure in the SGSN or VLR.

The message flows for this procedure are shown in figures 25.5/7 & 25.5/8.
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Figure 25.5/7: Message Flows for Authentication Failure Report – VLR to HLR
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Figure 25.5/8: Message Flows for Authentication Failure Report – SGSN to HLR
25.5.7.2
Process in the VLR
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Figure 25.5/9: Process Report_Authentication_Failure_VLR

25.5.7.3
Process in the SGSN
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Figure 25.5/10: Process Report_Authentication_Failure_SGSN

25.5.7.4
Process in the HLR
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Figure 25.5/11: Process Note_Authentication_Failure_HLR

25.6
IMEI Handling Macros

The following macros are used in the network in order to enable handling and checking of the mobile equipment identity.

25.6.1
Macro Check_IMEI_MSC

This macro is used by the MSC to receive a request from the VLR, relay it to the EIR, and pass the result from the EIR back to the VLR. The macro proceeds as follows:

-
a MAP_CHECK_IMEI service indication containing only the Invoke Id is received from the VLR;

-
if the IMEI is not available in the MSC, it is requested from the MS using the IDENTITY REQUEST message;

-
if the MS releases the radio resources, a MAP_U_ABORT request indicating "Application procedure Cancellation" is sent to the VLR, and the "Error" exit of the macro is used;

-
when the IMEI is known, a connection is set up towards the EIR, and a MAP_CHECK_IMEI service request is sent including the IMEI;

-
if the opening of the dialogue fails, a System Failure is reported to the VLR. Otherwise, the MSC waits for a response from the EIR;

-
when the MAP_CHECK_IMEI service confirm is received, it is checked for errors. Any errors discovered in the MSC lead to the System Failure error to be reported to the VLR in the MAP_CHECK_IMEI response. Any errors reported from the EIR are sent directly to the VLR in the MAP_CHECK_IMEI service response. If no errors are detected by or reported to the MSC, the IMEI is added to the MAP_CHECK_IMEI service response returned to the VLR. The "OK" exit is used in all cases;

-
if a MAP_P_ABORT, MAP_U_ABORT, MAP_CLOSE or MAP_NOTICE service indication is received from the EIR, the MSC closes the transaction with the EIR (if necessary), reports a System Failure error back to the VLR in the MAP_CHECK_IMEI response, and uses the macro's "OK" exit;

-
if a MAP_U_ABORT or MAP_CLOSE indication is received from the VLR, the MSC aborts the connections towards the EIR and the MS; the macro takes the "Error" exit.

If the dialogue with the EIR drops back to version 1, the result or error returned by the EIR is checked. If the result is badly formed, the MSC reports a System Failure error to the VLR in the MAP_CHECK_IMEI response. If the EIR returns an error, the MSC relays the error to the VLR in the MAP_CHECK_IMEI response. The "OK" exit is used in all cases.
The macro is described in figure 25.6/1.

25.6.2
Macro Check_IMEI_VLR

This macro is used by the VLR to control the check of a mobile equipment's IMEI. The macro proceeds as follows:

-
a MAP_CHECK_IMEI service request is sent to the MSC, including only the Invoke Id;

-
the VLR then waits for the response from the MSC;

-
if a MAP_CHECK_IMEI service confirm including either:

-
the IMEI and the Equipment Status; or

-
an error;


is received, the VLR checks whether the response requires that an alarm be generated on the Operation and Maintenance interface. The criteria for such alarms are PLMN operator dependent;

-
the VLR then checks whether the response from the MSC means that service is granted to the MS. The criteria for granting service depending on the equipment status or errors received in the MAP_CHECK_IMEI service response are also PLMN operator dependent;

-
if a MAP_U_ABORT or MAP_CLOSE indication is received from the MSC, then the macro takes the "Aborted" exit.

The macro is described in figure 25.6/2.

25.6.3
Process Check_IMEI_EIR

This process is used by the EIR to obtain the status of a piece of mobile equipment, upon request from the MSC or from the SGSN. The process acts as follows:

-
a MAP_OPEN service indication is received (macro Receive_Open_Ind, clause 25.1.1). If the dialogue opening fails, the process returns to the Null state;

-
otherwise, a MAP_CHECK_IMEI indication is received by the EIR, containing the IMEI to be checked;

-
the EIR checks the service indication for errors. If there are any, they are reported to the MSC or to the SGSN in the MAP_CHECK_IMEI response. If no errors are detected, the EIR database function is interrogated for the status of the given equipment. Further details are found in 3GPP TS 22.016 [7];

-
the status of the equipment (white-listed, grey-listed, black-listed or unknown) is returned to the MSC or to the SGSN in the MAP_CHECK_IMEI service response;

-
if a MAP_U_ABORT, MAP_P_ABORT, MAP_NOTICE or MAP_CLOSE indication is received from the MSC or from the SGSN at any time during this process, the process in the EIR returns to the Null state .

The process is described in figure 25.6/3.

25.6.4
Macro Obtain_IMEI_MSC

This macro is used by the MSC to respond to a request from the VLR to provide the IMEI. The macro proceeds as follows:

-
a MAP_OBTAIN_IMEI service indication containing only the Invoke Id is received from the VLR;

-
if the IMEI is not available in the MSC, it is requested from the MS using the IDENTITY REQUEST message;

-
when the IMEI is known, it is returned to the VLR in the MAP_OBTAIN_IMEI service response. The macro terminates at the "OK" exit;

-
if the IMEI cannot be obtained by the MSC, the System Failure error is reported back to the VLR in the MAP_OBTAIN_IMEI service response. The macro terminates at the "OK" exit;

-
if a  MAP_U_ABORT or MAP_CLOSE indication is received from the VLR, the macro terminates at the "Error" exit.

The macro is described in figure 25.6/4.

25.6.5
Macro Obtain_IMEI_VLR

This macro is used by the VLR to obtain the IMEI from the MSC. It proceeds as follows:

-
the MAP_OBTAIN_IMEI service request is sent to the MSC, including only the Invoke Id;

-
the VLR then waits for the response from the MSC;

-
if the IMEI is received in the MAP_OBTAIN_IMEI service response, the macro terminates at the "OK" exit;

-
if an error is reported in the MAP_OBTAIN_IMEI service response, the "Error" exit is used;

-
if the MSC terminates the dialogue using a MAP_U_ABORT or MAP_CLOSE service indication, the "Aborted" exit is used for termination of the macro.

The macro is shown in figure 25.6/5.
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Figure 25.6/1 (sheet 1 of 2): Macro Check_IMEI_MSC
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Figure 25.6/1 (sheet 2 of 2): Macro Check_IMEI_MSC
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Figure 25.6/2: Macro Check_IMEI_VLR
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Figure 25.6/3: Process Check_IMEI_EIR
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Figure 25.6/4: Macro Obtain_IMEI_MSC
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Figure 25.6/5: Macro Obtain_IMEI_VLR

25.6.6
Process Check_IMEI_SGSN

This process is used by the SGSN to control the check of a mobile equipment's IMEI. The process proceeds as follows:

-
if the MS does not successfully complete the procedure, the "Error" exit of the macro is used;

-
when the IMEI is known, a connection is set up towards the EIR, and a MAP_CHECK_IMEI service request is sent including the IMEI;

-
if the opening of the dialogue fails, a System Failure is set. Otherwise, the SGSN waits for a response from the EIR;

-
if a MAP_CHECK_IMEI service confirm including either:

-
the IMEI and the Equipment Status or

-
an error

is received, the SGSN checks whether the response requires that an alarm be generated on the Operation and Maintenance interface. The criteria for such alarms are PLMN operator dependent;

-
the SGSN then checks whether the response from the EIR means that service is granted to the MS. The criteria for granting service depending on the equipment status or errors received in the MAP_CHECK_IMEI service response are also PLMN operator dependent;

If the dialogue with the EIR drops back to version 1, the result or error returned by the EIR is checked.
The process is described in figure 25.6/6.
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Figure 25.6/6: Process Check_IMEI_SGSN



25.7
Insert Subscriber Data Macros

25.7.1
Macro Insert_Subs_Data_VLR

This macro describes the reception of the MAP_INSERT_SUBSCRIBER_DATA service indication in the VLR. This macro is used by any procedure that triggers the reception of subscriber data (e.g. Update Location or Restore Data).

If the VLR does not support any basic or supplementary service or the network feature Operator Determined Barring, or there is a problem with Regional Subscription Data then it reports it to the HLR.

If the entire MSC area is restricted due to regional subscription this is reported to the HLR.

The SDL diagram is shown in figure 25.7/1.
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Figure 25.7/1: Macro Insert_Subs_Data_VLR

25.7.2
Process Insert_Subs_Data_Stand_Alone_HLR & process Insert_GPRS_Subs_Data_Stand_Alone_HLR
These processes are used by the HLR to transfer subscriber data to the VLR or to the SGSN in a stand alone mode, i.e. in a separate dialogue. This is done whenever a change of subscriber data is performed either by the operator or by the subscriber and this change has to be reported to the VLR or to the SGSN.

The process, after opening the dialogue with the VLR or with the SGSN, sends as many requests of the InsertSubscriberData service as necessary to transfer the subscriber data. The call to the process "Send_Insert_Subs_Data" (see clause 25.7.4) is meant to describe two possible behaviours of the HLR when more than one service request has to be sent:

-
either the HLR handles the requests and the confirmations in parallel; or

-
the HLR sends every request after receiving the confirmation to the previous one.

The macros "Wait_for_Insert_Subs_Data_Cnf" and “Wait_for_Insert_GPRS_Subs_Data_Cnf” (see clauses 25.7.3 and 25.7.6) are also called in order to handle every single confirmation.

If the result of a primitive received from the VLR or from the SGSN is unsuccessful, the HLR may initiate re-attempts; the number of repeat attempts and the time in between are HLR operator options, depending on the error returned by the VLR or by the SGSN.

If certain services required for a subscriber are not supported by the VLR or by the SGSN (e.g. Advice of Charge Charging Level), this may result in one of the following outcomes:

-
the HLR stores and sends "Roaming Restriction Due To Unsupported Feature" in a subsequent MAP_INSERT_SUBSCRIBER_DATA service. If "Roaming Restriction Due To Unsupported Feature" is stored in the HLR, the "MSC Area Restricted Flag" shall be set to "restricted". This will prevent MT calls, MT SM and MT USSD from being forwarded to the MSC/VLR.

-
the HLR stores and sends other induced subscriber data (e.g. a specific barring program) in a subsequent MAP_INSERT_SUBSCRIBER_DATA service. This will cause rejection of mobile originated service requests, except emergency calls.

-
the HLR stores and sends "Roaming Restricted In SGSN Due To Unsupported Feature" in a subsequent MAP_INSERT_SUBSCRIBER_DATA service. If "Roaming Restricted In SGSN Due To Unsupported Feature" is stored in the HLR, the "SGSN Area Restricted Flag" shall be set to "restricted". This will prevent MT SM from being forwarded to the SGSN and Network Requested PDP-Context activation.

When the VLR receives regional subscription data (Zone Code List) it may respond with "MSC Area Restricted" in the MAP_INSERT_SUBSCRIBER_DATA response. In this case the "MSC Area Restricted Flag" shall be set to "restricted" in the HLR. This will prevent MT calls, MT SM and MT USSD from being forwarded to the MSC/VLR.

When the SGSN receives regional subscription data (Zone Code List) it may respond with "SGSN Area Restricted" in the MAP_INSERT_SUBSCRIBER_DATA response. In this case the "SGSN Area Restricted Flag" shall be set to "restricted" in the HLR. This will prevent MT SM from being forwarded to the SGSN and Network Requested PDP-Context activation.

If subscriber data for CAMEL Phase 2 or later services are sent to a VLR which does not support the appropriate phase of CAMEL, the service behaviour may be unpredictable or incorrect. The HLR therefore needs to ensure that at the conclusion of a stand alone Insert Subscriber data procedure the data in the VLR do not require a capability that the VLR does not have. Possible mechanisms to ensure this are described in 3GPP TS 23.078 [98]. 

The HLR should send a Forwarded-to number which is not in E.164 international format to the VLR only when the HLR has ascertained that the VLR supports CAMEL Phase 2 or later. Thus, the ISD message containing the Forwarded-to number which is not in E.164 international format shall be sent to the VLR only if the HLR previously received confirmation from the VLR at Location Update that CAMEL Phase 2 or later is supported.


If the HLR does not store "Roaming Restriction Due To Unsupported Feature" as a consequence of the stand alone Insert Subscriber Data procedure and the HLR does not receive "MSC Area Restricted" in the MAP_INSERT_SUBSCRIBER_DATA response and "Roaming Restriction Due To Unsupported Feature" has not been stored in the HLR in the course of a previous subscriber data retrieval procedure, the "MSC Area Restricted Flag" in the HLR shall be set to "not restricted".

If the HLR does not store "Roaming Restricted In SGSN Due To Unsupported Feature" as a consequence of the stand alone Insert Subscriber Data procedure and the HLR does not receive "SGSN Area Restricted" in the MAP_INSERT_SUBSCRIBER_DATA response and "Roaming Restricted In SGSN Due To Unsupported Feature" has not been stored in the HLR in the course of a previous subscriber data retrieval procedure, the "SGSN Area Restricted Flag" in the HLR shall be set to "not restricted".

The SDL diagram of the process which handles the interworking between the HLR and the VLR is shown in figure 25.7/2;

The SDL diagram of the process which handles the interworking between the HLR and the SGSN is shown in figure 25.7/3.
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Figure 25.7/2 (sheet 1 of 2): Process Insert_Subs_Data_Stand_Alone_HLR
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Figure 25.7/2 (sheet 2 of 2): Process Insert_Subs_Data_Stand_Alone_HLR
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Figure 25.7/3 (sheet 1 of 2): Process Insert_GPRS_Subs_Data_Stand_Alone_HLR
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Figure 25.7/3 (sheet 2 of 2): Process Insert_GPRS_Subs_Data_Stand_Alone_HLR

25.7.3
Macro Wait_for_Insert_Subs_Data_Cnf

This macro is used by any process or macro that describes the handling in the HLR of the transfer of subscriber data to the VLR (e.g. Update Location or Restore Data).

If the VLR reports the non-support of some basic or supplementary service or the network feature Operator Determined Barring then three actions are possible:

-
to ignore the information received;

-
to replace the unsupported service;

-
or to perform any other internal action.

The SDL diagram is shown in figure 25.7/4.
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Figure 25.7/4: Macro Wait_for_Insert_Subs_Data_Cnf

25.7.4
Process Send_Insert_Subs_Data

This process is used by any process or macro in the HLR where a MAP_INSERT_SUBSCRIBER_DATA request is sent to the VLR or to the SGSN.

The SDL diagram is shown in figure 25.7/5.
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Figure 25.7/5: Process Send_Insert_Subs_Data

25.7.5
Macro Insert_Subs_Data_SGSN

This macro describes the reception of the MAP_INSERT_SUBSCRIBER_DATA service indication in the SGSN. This macro is used by any procedure that triggers the reception of subscriber data (e.g. Update GPRS Location ).

If the SGSN does not support any basic or supplementary service or the network feature Operator Determined Barring, or there is a problem with Regional Subscription Data then it reports it to the HLR.

If the entire SGSN area is restricted due to regional subscription this is reported to the HLR.

The SDL diagram is shown in figure 25.7/6.
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Figure 25.7/6: Macro Insert_Subs_Data_SGSN

25.7.6
Macro Wait_for_Insert_GPRS_Subs_Data_Cnf

This macro is used by any process or macro that describes the handling in the HLR of the transfer of subscriber data to the SGSN (e.g. Update GPRS Location).

If the SGSN reports the non-support of some basic or supplementary service or the network feature Operator Determined Barring then three actions are possible:

-
to ignore the information received;

-
to replace the unsupported service;

-
or to perform any other internal action.

The SDL diagram is shown in figure 25.7/7.
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Figure 25.7/7: Macro Wait_for_Insert_GPRS_Subs_Data_Cnf

25.8
Request IMSI Macros

25.8.1
Macro Obtain_IMSI_MSC

This macro describes the handling of the request received from the VLR to provide the IMSI of a subscriber (e.g. at Location Updating).

The SDL diagram is shown in figure 25.8/1.
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Figure 25.8/1: Macro Obtain_IMSI_MSC

25.8.2
Macro Obtain_IMSI_VLR

This macro describes the way VLR requests the MSC to provide the IMSI of a subscriber (e.g. at Location Updating).

The SDL diagram is shown in figure 25.8/2.
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Figure 25.8/2: Macro Obtain_IMSI_VLR

25.9
Tracing macros

25.9.1
Macro Trace_Subscriber_Activity_MSC

The macro Trace_Subscriber_Activity_MSC is invoked in the MSC when the MSC receives the MAP_TRACE_SUBSCRIBER_ACTIVITY indication from the VLR. The data of the primitive is checked and the tracing in the MSC is started if the content includes no errors. No response is returned to the VLR.

The Trace_Subscriber_Activity_MSC macro is described in figure 25.9/1.
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Figure 25.9/1: Macro Trace_Subscriber_Activity_MSC

25.9.2
Macro Trace_Subscriber_Activity_VLR

The macro Trace_Subscriber_Activity_VLR is invoked if subscriber activity is detected by the VLR and tracing is active. The VLR sends a MAP_TRACE_SUBSCRIBER_ACTIVITY request to the MSC. No answer is awaited from the MSC.

The Trace_Subscriber_Activity_VLR macro is shown in figure 25.9/2.
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Figure 25.9/2: Macro Trace_Subscriber_Activity_VLR

25.9.3
Macro Activate_Tracing_VLR

The Activate_Tracing_VLR macro is invoked when the MAP_ACTIVATE_TRACE_MODE indication is received from the HLR. The primitive is processed in the VLR as follows:

-
if the data contains errors, a data missing or unexpected data value indication is returned to the HLR;

-
if tracing is not supported, a facility not supported error is returned to the HLR;

-
if the tracing buffer does not have any space left for the data, a tracing buffer full error is returned to the HLR;

-
if no errors are detected, tracing is set active and a positive acknowledgement is returned to the HLR.

The Activate_Tracing_VLR macro is described in figure 25.9/3.
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Figure 25.9/3: Macro Activate_Tracing_VLR

25.9.4
Macro Control_Tracing_HLR & macro Control_Tracing_HLR_with_SGSN
The Control_Tracing_HLR or Control_Tracing_HLR_with_SGSN macro may be invoked in the HLR if subscriber related activity is detected. If tracing is active in the HLR and not active in the VLR or in the SGSN, the MAP_ACTIVATE_TRACE_MODE request is sent to the VLR or to the SGSN.

The MAP_ACTIVATE_TRACE_MODE confirmation from the VLR or from the SGSN is processed as follows:

-
if the primitive contains a successful acknowledgement, tracing in the VLR or in the SGSN is set active;

-
if the primitive contains errors, tracing in the VLR or in SGSN is set to inactive.

The Control_Tracing_HLR macro for interworking between the HLR and the VLR is shown in figure 25.9/4.

The Control_Tracing_HLR_with_SGSN macro for interworking between the HLR and the SGSN is shown in figure 25.9/5.
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Figure 25.9/4: Macro Control_Tracing_HLR
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Figure 25.9/5: Macro Control_Tracing_HLR_with_SGSN

25.9.5
Macro Trace_Subscriber_Activity_SGSN

The macro Trace_Subscriber_Activity_SGSN is invoked if subscriber activity is detected by the SGSN and tracing is active.

The Trace_Subscriber_Activity_SGSN macro is shown in figure 25.9/6.
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Figure 25.9/6: Macro Trace_Subscriber_Activity_SGSN

25.9.6
Macro Activate_Tracing_SGSN

The Activate_Tracing_SGSN macro is invoked when the MAP_ACTIVATE_TRACE_MODE indication is received from the HLR. The primitive is processed in the SGSN as follows:

-
if the data contains errors, a data missing or unexpected data value indication is returned to the HLR;

-
if tracing is not supported, a facility not supported error is returned to the HLR;

-
if the tracing buffer does not have any space left for the data, a tracing buffer full error is returned to the HLR;

-
if no errors are detected, tracing is set active and a positive acknowledgement is returned to the HLR.

The Activate_Tracing_SGSN macro is described in figure 25.9/7.
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Figure 25.9/7: Macro Activate_Tracing_SGSN

25.10
Short Message Alert procedures

25.10.1
Process Subscriber_Present_VLR 
The process Subscriber_Present_VLR is invoked by the VLR, when the mobile subscriber becomes active. The general description of the short message alert procedures is in clause 23.4.

The VLR sends the MAP_READY_FOR_SM request to the HLR and waits for the HLR to answer. When receiving the answer, the VLR will act as follows:

-
the MNRF flag is cleared if the procedure is successful;

-
the MNRF flag is not cleared if the procedure is not successful.

The Subscriber_Present_VLR process is shown in figure 25.10/1.
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Figure 25.10/1: Process Subscriber_Present_VLR

25.10.2
Macro Alert_Service_Centre_HLR & process Alert_SC_HLR
The Alert_Service_Centre_HLR macro is initiated when the HLR notices that the Service Centre(s) shall be alerted. The macro starts the process Alert_S_C_HLR for every SC address in the MWD list.

In the process Alert_Service_Centre_HLR the HLR sends a MAP_ALERT_SERVICE_CENTRE request to the appropriate IWMSC. The MWD entry is deleted when a positive acknowledgement is received from the IWMSC. The unsuccessful alert may be repeated. The MWD entry should be purged in the unsuccessful case, at least when a suitable time period has expired.

The Alert_Service_Centre_HLR macro is shown in figure 25.10/2 and the Alert_Service_Centre_HLR process is shown in figure 25.10/3.
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Figure 25.10/2: Macro Alert_Service_Centre_HLR
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Figure 25.10/3: Process Alert_S_C_HLR

25.10.3
Process Subscriber_Present_SGSN
When receiving Page response, Attach request or Routing area update request messages (3GPP TS 24.008 [35]), while the MS not reachable for GPRS (MNRG) flag is set, the SGSN will send a MAP_READY_FOR_SM request towards the HLR. The Alert Reason is set to indicate that the mobile subscriber is present for GPRS. The general description of the short message alert procedures is in clause 23.4.
When receiving the answer, the SGSN will act as follows:

-
MNRG is cleared if the procedure is successful

-
MNRG is not cleared if the procedure is not successful

The Subscriber_Present_SGSN process is shown in figure 25.10/4.
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Figure 25.10/4: Process Subscriber_Present_SGSN

Marked symbols have been moved to the macro Authenticate_VLR





The dialogue is closed in Check_Confirmation for a Provider Error, but not for a Data Error
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Figure 25.5/6: Process to obtain authentication parameters from the HLR to the SGSN
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Figure 25.5/6: Process to obtain authentication parameters from the HLR to the SGSN
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Figure 25.5/6: Process to obtain authentication parameters from the HLR to the SGSN  
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