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Problem

In GPRS it is possible that a user can have multiple active PDP Contexts to different APNs. This is fine and perfectly acceptable for connections to public networks only e.g. a connection to a WAP gateway and a connection to the Internet, but when there exists a connection to a private network e.g. a corporate intranet, and a connection to a public network, there is the possibility of the user becoming a router or application layer proxy for data from the Internet on to his/her corporate intranet. Viruses/worms such as Code Red (see http://www.cert.org/advisories/CA-2001-19.html) and Nimda (see http://www.cert.org/advisories/CA-2001-26.html) proliferate in this way.
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Diagram 1: The red line shows the possible flow of data between a public network (Internet) and a private network (corporate Intranet) if both are connected to by the user at the same time. Note that there is the possibility that only 1 GGSN is involved.

Many companies already have IT policies in place which prohibit, say, connecting one's computer to the company LAN at the same time as dialling into an ISP. But with GPRS, the user may unwittingly connect to both a private and public network for a number of reasons:

· there are no cables for the user to see to remind them to disconnect say, an Ethernet cable before connecting a phone/ISDN cable as they normally would;

· their understanding of GPRS may be such that they think only one connection (PDP Context) can exist at any given time and the previous connection to say, the Internet, will be automatically torn down before connecting to their corporate intranet;

· they forget to disconnect from the Internet first, before establishing a connection to their corporate intranet.

Therefore, individual company/corporate IT policies alone do not cater for the above. An operator may filter out packets where the source address is different from the MS's (which stops the end user becoming a router at the IP layer, unless some NAT is performed) by use of firewall configuration, but this does not stop anything at the application layer, e.g. a hacker from the Internet could still potentially log‑in to your computer and from there run some kind of attack on the corporate network.

Corporate GPRS access is sold as a layer 2 – VPN - type service and as such raises expectations that a corporate customer is safely connected to their corporate intranet. Today, most GPRS terminals support only a single primary PDP Context being active at a given time. But as technology moves forward, more and more GPRS terminals will start to support multiple active primary PDP Contexts. This is not necessarily beneficial for corporate customers who may rely on the security of their remote users being able to activate only one PDP Context at a time. This could have an impact on whether some customers upgrade their GPRS terminal i.e. if a new terminal is considered by a customer to be less secure, they will be very reluctant to upgrade.

It is Vodafone's view that we should uphold the high user expectations of the security of the GPRS/VPN service as far as possible as technology in the GPRS terminal evolves.

Proposed Solution

Vodafone proposes that a new field is added to the GPRS information stored in the GGSN for each APN. This field shall prohibit active PDP Contexts to specific APNs existing at the same time. The solution also needs to allow the possibility of PDP Contexts to be established to APNs which deal with the delivery of Multimedia Messages (MMs); otherwise some users who use the Multimedia Messaging Service will not be able to receive any MMs while they are connected to their corporate network. Conversely, for corporate customers who take their security very seriously (e.g. government organisations, the military etc.) the solution also needs the possibility to prohibit any other connections existing at all while connected to the corporate network.

The new field added to the GPRS information contained in the GGSN for each APN should have the following possible settings/values:

Type
Allowed to exist with (types)
Typical network

0
0, 1, 2
MMS delivery and perhaps WAP browsing

1
0, 1
Internet, PSPDN

2
0
Corporate (who use MMS)

3
None
Corporate (who do not use MMS), Government organisation

There is the question, though, of how the network should deal with setting up a connection to a corporate network while there already exists a connection to a public network(s) (or vice versa)? There is a number of options which can be taken:

· put the existing PDP Contexts on hold;

· tear down the already existing PDP Contexts, and then establish the PDP Context to the corporate APN;

· deny the PDP Context to the corporate APN from being set up.

The first option is not viable as there is not much the SGSN can actually do with any packets coming in from the PDP Contexts which are on put hold; the user's application sessions/downloads/etc. could time-out.

The second option is also not really viable as it is not particularly user friendly; without warning, sessions/downloads from the public network(s) will terminate.

This leaves only the third and last option, which seems to be the most viable. Therefore the general logic can be described as follows:

1st (primary) PDP Context Set-up:

1. SGSN sends create message to GGSN.


2. GGSN sends back an ACK which contains the Type for the APN.


3. SGSN remembers the Type for the now active PDP Context.

Subsequent (primary) PDP Context Set-up:

1. SGSN sends create message to GGSN which contains the number of the most restrictive APN which currently has an active PDP Context (i.e. type 0, 1, or 2).

2. GGSN performs the following checks before sending back anything:
IF (type-of-APN-for-new-PDP-Context = 0) AND 
  (highest-PDP-Context-type-which-currently-exists <= 2) THEN

Allow the connection
ELSE

IF (type-of-APN-for-new-PDP-Context = 1) AND 

  (highest-PDP-Context-type-which-currently-exists <= 1) THEN


Allow the connection

ELSE /* type-of-APN-for-new-PDP-Context >= 2 */


Prohibit the connection

If the connection is allowed, the GGSN shall send back an ACK which contains the Type for the APN, otherwise it shall send back a NACK.

3. If the SGSN receives NACK then it prohibits the user from setting up the new PDP Context and sends an appropriate error to the MS, otherwise (i.e. the PDP Context has been set-up) it stores the Type of the new PDP Context if it is of a higher restrictiveness than the any currently available.

Upon deletion of a PDP Context:

The SGSN must recalculate the highest restrictiveness of the Types of the currently existing PDP Contexts and store this value.

Impacts

The following table shows the 3GPP specifications that would be impacted and how:

Specification
Changes Needed
WGs

TS 29.060 (GTP)
Add an extra information element to the messages used in dealing with PDP Context creation and mobility management.
CN4

TS 23.060 (GPRS stage 2)
Enhance description for action to be taken by the SGSN & GGSN upon PDP Context activation, and add a new field to the GPRS Information stored in the SGSN & GGSN.
SA2

Conclusion

Vodafone see the changes as a "Technical Enhancement & Improvement" (TEI) which should be made to Rel‑5 and onwards.

