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Reason for change:
(

GPRS network operators in most countries are required to operate within the legal constraints as set out in the operator's licence. Once such legal constraint is the nature of content that is permissible in certain countries. In order for network operators to obey the law regarding the nature of content, the network operator will have to inspect all packets (at the application level) and impose a mechanism to reject or allow packets. Network operators are unable to do this since GPRS is simply a bearer; SGSNs and GGSNs are not able to do packet inspection. This puts operators in a vulnerable position. Therefore the responsibility for content should be with the content provider and not the GPRS network operator.

Also, in an LS from SA2 (N4-021215, S2-022619), CN4 are asked to investigate the possibility of including the MCC and MNC of the location of where the MS resides in messaging between SGSN and GGSN. This is to assist in the accurate charging for services provided to subscribers and is motivated by the LSs that SA2 received from T2, CPWP and BARG, which indicated problems with the implementation of intergrated pricing structures without such additions.
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The RAI information element is optionally added to the Create PDP Context Req and Update PDP Context Req, to provide the Mobile Country Code and Mobile Network Code of the SGSN, in which the MS resides, to the GGSN.
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not approved:
Operators will not be able to comply with the law in those countries which impose restrictions on the content available to users of internet access. Also, the implementation of integrated service pricing will be at best inaccurate and at worst impossible, since there is no accurate mechanism for roaming awareness of the MS provided.
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Other comments:
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Some minor editorial corrections made since the previous version, which existed in only this CR of the set of mirrors.

**** First Modified Section ****
7.5
Tunnel Management messages

The Tunnel Management messages are the control and management messages, defined in GSM 03.60, used to create, update and delete tunnels to be able to route T-PDUs between a MS and an external packet data network via SGSN and GGSN. The GMM/SM messages that may trigger the sending of the Tunnel Management messages are defined in GSM 04.08.

7.5.1
Create PDP Context Request

A Create PDP Context Request shall be sent from a SGSN node to a GGSN node as a part of the GPRS PDP Context Activation procedure. The GGSN IP address where the SGSN sends the Create PDP Context Request is the first IP address in the list of IP addresses provided by the DNS server. After sending the Create PDP Context Request message, the SGSN marks the PDP context as 'waiting for response'. In this state the SGSN shall accept G-PDUs from the GGSN but shall not send these G-PDUs to the MS. A valid request initiates the creation of a tunnel between a PDP Context in a SGSN and a PDP Context in a GGSN. If the procedure is not successfully completed, the SGSN repeats the Create PDP Context Request message to the next GGSN address in the list of IP addresses, if there is one. If the list is exhausted the activation procedure fails.

The Flow Label Data I field specifies a downlink flow label for G-PDUs which is chosen by the SGSN. The GGSN shall include this flow label in the GTP header of all subsequent downlink G-PDUs which are related to the requested PDP context.

The Flow Label Signalling field specifies a downlink flow label for signalling messages which is chosen by the SGSN. The GGSN shall include this flow label in the GTP header of all subsequent downlink signalling messages which are related to the requested PDP context.

The MSISDN of the MS is passed to the GGSN inside the Create PDP Context Request; This additional information can be used when a secure access to a remote application residing on a server is needed. The GGSN would be in fact able to provide the user identity (i. e. the MSISDN) to the remote application server, providing it with the level of trust granted to users through successfully performing the GPRS authentication procedures, without having to re-authenticate the user at the application level.

If the MS requests a dynamic PDP address and a dynamic PDP address is allowed, then the PDP Address field in the End User Address information element shall be empty. If the MS requests a static PDP Address then the PDP Address field in the End User Address information element shall contain the static PDP Address. In case the PDP addresses carried in the End User Address and optionally in the Protocol Configuration Option information element contain contradicting information, the PDP address carried in the End User Address information element takes the higher precedence. The Quality of Service Profile information element shall be the QoS values to be negotiated between the MS and the SGSN at PDP Context activation. 

The SGSN shall include an SGSN Address for signalling and an SGSN address for user traffic, which may differ from that provided by the underlying network service (e.g. IP). The GGSN shall store these SGSN Addresses and use them when sending signalling on this GTP tunnel or G-PDUs to the SGSN for the MS.

The SGSN shall include a Recovery information element into the Create PDP Context Request if the SGSN is in contact with the GGSN for the very first time or if the SGSN has restarted recently and the new Restart Counter value has not yet been indicated to the GGSN. The GGSN that receives a Recovery information element in the Create PDP Context Request message element shall handle it in the same way as when receiving an Echo Response message. The Create PDP Context Request message shall be considered as a valid activation request for the PDP context included in the message.

The SGSN shall include either the MS provided APN, a subscribed APN or an SGSN selected APN in the message; the Access Point Name may be used by the GGSN to differentiate accesses to different external networks.
The Selection Mode information element shall indicate the origin of the APN in the message.

The optional Protocol Configuration Options information element is applicable for the end user protocol 'IP' only.

The SGSN shall select one GGSN based on the user provided or SGSN selected APN. The GGSN may have a logical name that is converted to an address. The conversion may be performed with any name-to-address function. The converted address shall be stored in the "GGSN Address in Use" field in the PDP context and be used during the entire lifetime of the PDP context.

NOTE:
A DNS query may be used as the name-to-IP address mapping of the GGSN. The IP address returned in the DNS response is then stored in the "GGSN Address in Use" field in the PDP context.

The SGSN may send a Create PDP Context Request even if the PDP context is already active.

The GGSN shall check if a PDP context already exists for the TID. The existing parameters in the PDP context shall then be replaced with the parameters in the Create PDP Context Request message. If a dynamic PDP address has already been allocated for the existing context, this address should be used and copied to the Create PDP Context Response message.

If the GGSN uses the MNRG flag and the flag is set, the GGSN should treat the Create PDP Context Request as a Note MS Present Request and clear the MNRG flag.

The SGSN may include the Routeing Area Identity (RAI) of the SGSN where the MS is registered. The MCC and MNC components shall be populated by the MCC and MNC, respectively, of the SGSN where the MS is registered. The LAC and RAC components shall be populated by the SGSN with the value of 'FFFE' and 'FF', respectively.
The optional Private Extension contains vendor or operator specific information.

Table 4: Information elements in a Create PDP Context Request
Information element
Presence requirement
Reference

Routeing Area Identity (RAI)
Optional
7.9.3

Quality of Service Profile
Mandatory
7.9.6

Recovery
Optional
7.9.12

Selection mode
Mandatory
7.9.13

Flow Label Data I
Mandatory
7.9.14

Flow Label Signalling
Mandatory
7.9.15

End User Address
Mandatory
7.9.18

Access Point Name
Mandatory
7.9.21

Protocol Configuration Options
Optional
7.9.22

SGSN Address for signalling
Mandatory
GSN Address 7.9.23

SGSN Address for user traffic
Mandatory
GSN Address 7.9.23

MSISDN
Mandatory
7.9.24

Private Extension
Optional
7.9.25

**** Next Modified Section ****
7.5.3
Update PDP Context Request

An Update PDP Context Request message shall be sent from a SGSN to a GGSN as part of the GPRS Inter SGSN Routeing Update procedure or the PDP Context Modification procedure or to redistribute contexts due to load sharing. It shall be used to change the QoS and the path. The message shall be sent by the new SGSN at the Inter SGSN Routeing Update procedure.

The Flow Label Data I field specifies a downlink flow label for G-PDUs which is chosen by the SGSN. The GGSN shall include this flow label in the GTP header of all subsequent downlink G-PDUs which are related to the requested PDP context.

The Flow Label Signalling field specifies a downlink flow label for signalling messages which is chosen by the SGSN. The GGSN shall include this flow label in the GTP header of all subsequent downlink signalling messages which are related to the requested PDP context.

The Quality of Service Profile information element shall include the QoS negotiated between the MS and SGSN at PDP Context activation or the new QoS negotiated in the PDP Context Modification procedure.

The SGSN shall include an SGSN Address for signalling and an SGSN address for user traffic, which may differ from that provided by the underlying network service (e.g. IP). The GGSN shall store these SGSN Addresses and use them when sending subsequent signalling on this GTP tunnel or G-PDUs to the SGSN for the MS. When active contexts are being redistributed due to load sharing, G-PDUs that are in transit across the Gn-interface are in an undetermined state and may be lost.

The SGSN shall include a Recovery information element into the Update PDP Context Request if the SGSN is in contact with the GGSN for the very first time or if the SGSN has restarted recently and the new Restart Counter value has not yet been indicated to the GGSN. The GGSN that receives a Recovery information element in the Update PDP Context Request message element shall handle it in the same way as when receiving an Echo Response message. The Update PDP Context Request message shall be considered as a valid update request for the PDP context indicated in the message.

The SGSN may include the Routeing Area Identity (RAI) of the SGSN where the MS is registered. The MCC and MNC components shall be populated by the MCC and MNC, respectively, of the SGSN where the MS is registered. The LAC and RAC components shall be populated by the SGSN with the value of 'FFFE' and 'FF', respectively.
The optional Private Extension contains vendor or operator specific information.

Table 6: Information elements in an Update PDP Context Request
Information element
Presence requirement
Reference

Routeing Area Identity (RAI)
Optional
7.9.3

Quality of Service Profile
Mandatory
7.9.6

Recovery
Optional
7.9.12

Flow Label Data I
Mandatory
7.9.14

Flow Label Signalling
Mandatory
7.9.15

SGSN Address for signalling 
Mandatory
GSN Address 7.9.23

SGSN Address for user traffic
Mandatory
GSN Address 7.9.23

Private Extension
Optional
7.9.25
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