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Outline of the issue

When sending GTP Response messages, it is often necessary to obtain the correct Destination IP Address from information contained within the corresponding Request message.  There are two possible sources of this information – either by using the IP Source Address from within the IP Header of the Request message, or where the GSN Address IE is included, by using the address that is transported within the GTP message body.  Different areas within 29.060 can be taken to imply either of these addresses might be the appropriate one to use, so there is ambiguity that might result in different vendors not being able to interoperate.  This document is intended to bring out that ambiguity and poll opinion on the potential solutions.

Detailed description of the problem

Within 29.060, provision is made in six messages to include an IP address for the sending GSN, which may differ from that provided by the IP network.  Those messages are Create PDP Context Request, Update PDP Context Request, PDU Notification Request, Note MS GPRS Present Request, SGSN Context Request and Forward Relocation Request and the text related to each message is shown below.

7.3.1 Create PDP Context Request

The SGSN shall include an SGSN Address for control plane and an SGSN address for user traffic, which may differ from that provided by the underlying network service (e.g. IP). The GGSN shall store these SGSN Addresses and use them when sending control plane on this GTP tunnel or G-PDUs to the SGSN for the MS.

7.3.3 Update PDP Context Request

The SGSN shall include an SGSN Address for control plane and an SGSN address for user traffic, which may differ from that provided by the underlying network service (e.g. IP). The GGSN shall store these SGSN Addresses and use them when sending subsequent control plane on this GTP tunnel or G-PDUs to the SGSN for the MS.

7.3.8
PDU Notification Request
The GGSN shall include a GGSN Address for control plane. The SGSN shall store this GGSN Address and use it when sending control plane messages to the GGSN.
7.4.5
Note MS GPRS Present Request

The GSN Address information element contains the IP address of the SGSN.

7.5.3
SGSN Context Request

The new SGSN shall include a SGSN Address for control plane. The old SGSN shall store this SGSN Address and use it when sending control plane messages for the MS to the new SGSN in the SGSN context transfer procedure.

7.5.6
Forward Relocation Request
The old SGSN shall include a SGSN Address for control plane. The new SGSN shall store this SGSN Address and use it when sending control plane messages for the MS to the old SGSN in the SRNS Relocation procedure.
Taken alone, each one of these pieces of text could be interpreted as requiring the Response message to the respective Requests to be sent to the address included within the Request message (as illustrated in figure 1), since in all cases except Note MS GPRS Present Request, an address is explicitly provided for control plane messages and in all these cases, the Response message is most certainly a control plane message.  For Note MS GPRS Present Request, no indication is given that the address included is either Control or User plane.
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Figure 1: SGSN Address for Control Plane used as Response Destination Address

However, reading on in 29.060, one comes to section 10.1.2.2, which is as follows.

10.1.2.2
Response Messages

The IP Source Address shall be an IP address of the source GSN/RNC from which the message is originating. 

The IP Destination Address shall be copied from the IP Source Address of the GTP request message to which this GSN/RNC is replying.

This states explicitly that the Destination Address for response messages is the Source Address found in the IP header of the request message.  Then, the Response message would be sent back to the Source IP Address and only after this would the GSN Address included in the Request message body be used for subsequent Control Plane messages (as illustrated in Figure 2).  However, this would not take into account the potential for intermediary devices to alter the Source IP Address, which would be countered by using the address in the GTP message body.
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Figure 2: Source IP Address from Request used as Response Destination Address

Thus, there is considerable scope for confusion about which IP address should be used as the Destination Address for Response messages in the case where the SGSN Address for Control Plane field is utilised and the IP Address it contains differs from the Source Address in the IP header of the Request message.

Why Near Term IOT Problems Are Not Foreseen:

Presently no IOT problems are seen because the early implementation of SGSNs and GGSNs are not anticipated to be sophisticated enough to load balance tunnels by shifting their management to equipment using an IP address different to the one that is received in the initial message. All source IP addresses in the IP header are expected to be the same as the address placed in the message body as an IE unless some intermediate equipment changes the address. When the address in the IP header and the message IE are the same, no problem is evident.

What is the potential IOT Problem?

If all equipment manufactures are not clear on the address to respond to, initiating nodes will not receive the message response at the address they expect causing incompatibility between different vendors’ nodes.  Figure 3 illustrates one of two easily foreseeable IOT problems that could result.
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Figure 1: GGSN Responds to Source Address in IP header.  

SGSN expects Response to be sent to SGSN Address for Control Plane

If an SGSN expects the response at the address in the message body, which is different to the address in the IP header source, the SGSN will not receive the response at the expected address since the response is going to another address.  The SGSN would declare a path failure, as specified in 29.060, section 11.2, although the GGSN has accepted the Create PDP Context Request and responded with the appropriate message. The result on the GGSN would be an invalid context that will be kept on that system.

Similarly, in Figure 4 the converse situation is illustrated.  Here, the SGSN would send the SGSN Context Response to the IP address indicated in the message body, not the address in the IP header of the SGSN Context Request. The new SGSN would ignore the response message from old SGSN, but wait for the response at the other IP address in the IP header, however, the old SGSN has sent the SGSN Context Response message to the wrong address and waits for the acknowledge message.  Both SGSNs would exhaust their N3 Request retries and the IRAU procedure would fail.
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Figure 2: GGSN Responds to SGSN Address for Control Plane.  

SGSN expects Response to be sent to Source Address in IP header 

An additional twist?

Given that the evidence provided in the six request messages is implicit, but the statement in 10.1.2.2 is explicit, it would be easy to assume that 10.1.2.2 was the correct description of what would take place.  However, for SGSN Context Request/Response, this is a one-time operation between a New and an Old SGSN.  Therefore, the inclusion of an SGSN Address in the Request message would seem to be redundant if 10.1.2.2 were adhered to, since there would be no subsequent messages that would use the SGSN Address IE communicated in the Request.  This would further seem to imply that the SGSN Address IE should be used as the Destination address for the Response.

Proposal

Clarification as to which text takes precedence is required.  There are three possible resolution scenarios;-

1) The text in the definition of the Request messages is correct and 10.1.2.2 is incorrect.  The easiest solution would be to alter 10.1.2.2 to say that the Response messages should be sent to the address included within the request message body if that address si different from the address in the IP header.

2) The text in 10.1.2.2 is correct.  Then, changes should be made to the six Request messages’ text to clarify that the response should be sent to the Source Address in the IP header of the request message, and all Control Plane messages sent after the Response to the Request should use the address supplied in the Request message body.

3) It might be that 10.1.2.2 applies to only some of the six messages and so there are some situations where the address included in the GTP message body should be used, and some situations where the address in the IP header of the request should be used.  Changes should be incorporated to reflect this.
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