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1. Introduction

SA2 informs in LS [1] that Cx-Put operation has been made flexible to allow keeping the S-CSCF in HSS when the user is deregistered.  In addition, SA2 would like the possibility for HSS to revoke that decision at any time. 

This contribution implements those features in the Cx specifications TS 29.229 and TS 29.228.

2. Discussion

Based on the SA2 decision, a requirement for the Cx interface where the S-CSCF indicates that it keeps the profile stored when the user is deregistered, needs to be included into the Cx specifications. This can be fulfilled by including two new values for the Server-Assignment-Type AVP, i.e. USER_DEREGISTRATION_STORE_SERVER_NAME and TIMEOUT_DEREGISTRATION_STORE_SERVER_NAME.

In addition, SA2 decided that HSS may revoke that decision at any time and for this purpose a new result code value is needed into the Reason-Code AVP. 

Concerning the compromise reached in the last CN4 meeting on the possibility for the S-CSCF to request the registered, unregistered or the complete profile a new AVP is proposed for the Server-Assignment-Request command, i.e. User-Data-Request-Type AVP.

Following modifications are proposed to TS 29.229.
Start of Modification
6.1.3
Server-Assignment-Request (SAR) Command

The Server-Assignment-Request (SAR) command, indicated by the Command-Code field set to 2 and the ‘R’ bit set in the Command Flags field, is sent by a Diameter Multimedia client to a Diameter Multimedia server in order to request it to store the name of the server that is currently serving the user.

Message Format

<Server-Assignment-Request> ::=< Diameter Header: 2, 10415, R, P >





< Session-Id >




{ Auth-Application-Id }

{ Auth-Session-State }

{ Origin-Host }

{ Origin-Realm }

[ Destination-Host ]




{ Destination-Realm }

[ User-Name ]

*[ Public-Identity ]

[ Server-Name ]

{ Server-Assignment-Type }

{ User-Data-Request-Type }
{ User-Data-Already-Available }





*[ AVP ]






*[ Proxy-Info ]






*[ Route-Record ]
End of Modification
Start of Modification
6.3.15
Server-Assignment-Type AVP

The Server-Assignment-Type AVP (AVP code 15) is of type Enumerated, and indicates the type of server update being performed in a Server-Assignment-Request operation. The following values are defined:

NO_ASSIGNMENT (0)

This value is used to request from HSS the user profile assigned to one or more public identities, without affecting the registration state of those identities.

REGISTRATION (1)

The request is generated as a consequence of a first registration of an identity.

RE_REGISTRATION (2)

The request corresponds to the re-registration of an identity.

UNREGISTERED_USER (3)

The request is generated because the S-CSCF received an INVITE for a public identity that is not registered.

TIMEOUT_DEREGISTRATION (4)

The SIP registration timer of an identity has expired.

USER_DEREGISTRATION (5)

The S-CSCF has received a user initiated de-registration request.
TIMEOUT_DEREGISTRATION_STORE_SERVER_NAME (6)

The SIP registration timer of an identity has expired. The S-CSCF keeps the user data stored in the S-CSCF and requests HSS to store the S-CSCF name.
USER_DEREGISTRATION_STORE_SERVER_NAME (7)

The S-CSCF has received a user initiated de-registration request. The S-CSCF keeps the user data stored in the S-CSCF and requests HSS to store the S-CSCF name.
ADMINISTRATIVE_DEREGISTRATION (8)

The S-CSCF, due to administrative reasons, has performed the de-registration of an identity.

AUTHENTICATION_FAILURE (9)

The authentication of a user has failed.

AUTHENTICATION_TIMEOUT (10)

The authentication timeout has expired.
End of Modification
Start of Modification
6.3.x
User-Data-Request-Type AVP

The User-Data-Request-Type AVP (AVP code TBD) is of type Enumerated, and indicates the type of user profile the S-CSCF is requesting from the HSS. The following values are defined:

COMPLETE_PROFILE (0)

This value is used to request from the HSS the complete user profile corresponding to one or more public identities.

REGISTERED_PROFILE (1)

This value is used to request from the HSS the registered part of the user profile corresponding to one or more public identities.

UNREGISTERED_PROFILE (2)

This value is used to request from the HSS the unregistered part of the user profile corresponding to one or more public identities.
6.3.x
User-Data-Already-Available AVP

The User-Data-Already-Available AVP (AVP code TBD) is of type Enumerated, with possible values 
-
User-Data-Already-Available (1) 
-
User-Data-Not-Available (0) 
This AVP is used in order to indicate to the HSS whether or not the S-CSCF already has the part of the user profile that it needs to serve the user.
End of Modification
Start of Modification
6.2.1.x
DIAMETER_SUCCESS_SERVER_NAME_NOT_STORED (2xxx, TBD)

The HSS informs S-CSCF that the de-registration was successful but the S-CSCF name is not stored in the HSS.
End of Modification
Following modifications are proposed to TS 29.228.
Start of Modification
6.1.2
S-CSCF registration/deregistration notification

This procedure is used between S-CSCF and HSS. The procedure is invoked by the S-CSCF, corresponds to the combination of the operations Cx-Put and Cx-Pull (see 3GPP TS 23.228 [1]) and is used:

· To assign an S-CSCF to a public identity, or to clear the name of the S-CSCF assigned to one or more public identities.

· To download from HSS the relevant user profile information that the S-CSCF needs to serve the user.

This procedure is mapped to the commands Server-Assignment-Request/Answer in the Diameter Multimedia Application specified in 3GPP TS 29.229 [5]. Tables 6.1.2.1 and 6.1.2.2 describe the involved information elements.

Table 6.1.2.1: S-CSCF registration/deregistration notification request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Identity

(See 7.2)
	Public-Identity
	O
	User public identity or list of user public identities.

	S-CSCF Name

(See 7.4)
	Server-Name
	M
	Name of the S-CSCF.

	Private User Identity

(See 7.3)
	User-Name
	C
	User private identity.

It shall be present if it is available when the S-CSCF issues the request.

It may be absent during the initiation of a session to an unregistered user. In such situation, Server-Assignment-Type shall contain the value UNREGISTERED_USER.

In case of de-registration, Server-Assignment-Type equal to TIMEOUT_DEREGISTRATION, USER_DEREGISTRATION or ADMINISTRATIVE_DEREGISTRATION, if no Public-Identity AVPs are present then User-Name AVP shall be present. This indicates that all public identities shall be de-registered.

	Server Assignment Type

(See 7.8)
	Server-Assignment-Type
	M
	Type of update the S-CSCF requests in the HSS (e.g: deregistration). See TS 29.229 [5] for all the possible values.

	User Data Request Type
(See 7.x)
	User-Data-Request-Type
	M
	Part of the user profile the S-CSCF requests from the HSS (e.g: complete profile). See 3GPP TS 29.229 [5] for all the possible values.

	User Data Already Available
(See 7.x)
	User-Data-Already-Available
	M
	This indicates if the user profile is already available in the S-CSCF.

	Routing Information (See 7.13)
	Destination-Host 
	C
	If the S-CSCF knows HSS name Destination-Host AVP shall be present in the command. 

This information is available if the request belongs to an already existing registration, e.g. in case of the re-registration, where the HSS name is stored in the S-CSCF. The HSS name is obtained from the Origin-Host AVP, which is received from the HSS, e.g. included in the MAA command.

This information may not be available if the command is sent in case of the terminating the session for unregistered user. In this case the Destination-Host AVP is not present and the command is routed to the next Diameter node, e.g. SLF, based on the Diameter routing table in the S-CSCF. 


Table 6.1.2.2: S-CSCF registration/deregistration notification response

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Private User Identity

(See 7.3)
	User-Name
	M
	User private identity.



	Registration result

(See 7.6)
	Result-Code
	M
	Result of registration.

	User Profile

(See 7.7)
	User-Data
	C
	Relevant user profile.

It shall be present when Server-Assignment-Type in the request is equal to NO_ASSIGNMENT. When the Server-Assignment-Type in the request is equal ,to REGISTRATION, RE_REGISTRATION or UNREGISTERED_USER the User-Data AVP shall be present according to the rules defined in the section 6.6.

	Charging Information (See 7.12)
	Charging-Information
	O
	Addresses of the charging functions.


6.1.2.2

Detailed behaviour

On registering/deregistering a public identity the S-CSCF shall inform the HSS. The same procedure is used by the S-CSCF to get the user profile. The relevant user profile downloaded is described in more detailed in the section 6.6. The HSS holds information about the state of registration of all the identities of the user. The S-CSCF uses this procedure to update such state. The HSS shall, in the following order (in case of an error in any of the steps the HSS shall stop processing and return the corresponding error code, see 3GPP TS 29.229 [5]):

-
Check that the user is known. If not Result-Code shall be set to DIAMETER_ERROR_USER_UNKNOWN.

-
HSS may check whether the private and public identities received in the request belong to the same user. If not Result-Code shall be set to DIAMETER_ERROR_IDENTITIES_DONT_MATCH.

-
Check the Server Assignment Type value received in the request:

+
If it indicates REGISTRATION or RE_REGISTRATION, the HSS shall download the relevant user public identity information. If set, the flag that indicates that the identity is pending of the confirmation of the authentication shall be cleared. The Result-Code shall be set to DIAMETER_SUCCESS. 

Only one identity can be present in the request. If more than one identity is present the Result-Code shall be set to DIAMETER_UNABLE_TO_COMPLY and no user information shall be returned.

+
If it indicates UNREGISTERED_USER, the HSS shall store the S-CSCF name, set the registration state of the public identity as unregistered, i.e. registered as a consequence of a terminating call, and download the relevant user public identity information. The Result-Code shall be set to DIAMETER_SUCCESS.


Only one identity can be present in the request. If more than one identity is present the Result-Code shall be set to DIAMETER_UNABLE_TO_COMPLY and the modifications specified in the previous paragraph shall not be performed.

+
If it indicates TIMEOUT_DEREGISTRATION, USER_DEREGISTRATION or ADMINISTRATIVE_DEREGISTRATION, the HSS shall clear the S-CSCF name for all the public identities that the S-CSCF indicated in the request and set the registration state of the identities as not registered. If no public identity is present in the request, the private identity shall be present; the HSS shall clear the S-CSCF name for all the identities of the user and set their registration state to not registered. The Result-Code shall be set to DIAMETER_SUCCESS.
+
If it indicates TIMEOUT_DEREGISTRATION_STORE_SERVER_NAME or USER_DEREGISTRATION_STORE_SERVER_NAME the HSS decides whether to keep the S-CSCF name stored or not for all the public identities that the S-CSCF indicated in the request and set the registration state of the identities as unregistered. If no public identity is present in the request, the private identity shall be present. If the HSS decided to keep the S-CSCF name stored the HSS keeps the S-CSCF name stored for all the identities of the user and set their registration state to unregistered. 
· If the HSS decided to keep the S-CSCF name stored the Result-Code shall be set to DIAMETER_SUCCESS 
· if the HSS decided not to store the S-CSCF name, the Result-Code shall be set to DIAMETER_SUCCESS_SERVER_NAME_NOT_STORED.
+
If it indicates NO_ASSIGNMENT, the HSS check whether the user is assigned for the S-CSCF requesting the data and download the user public identity information requested in the User-Data-Request-Type AVP. The Result-Code shall be set to DIAMETER_SUCCESS. If the requesting S-CSCF is not the same as the assigned S-CSCF, the Result-Code shall be set to DIAMETER_UNABLE_TO COMPLY.
+
If it indicates AUTHENTICATION_FAILURE or AUTHENTICATION_TIMEOUT, the HSS shall clear the S-CSCF name for the public identity that the S-CSCF indicated in the request and set the registration state of the identity as not registered. The flag that indicates that the identity is pending of the confirmation of the authentication shall be cleared. The Result-Code shall be set to DIAMETER_SUCCESS.

Only one identity can be present in the request. If more than one identity is present the Result-Code shall be set to DIAMETER_UNABLE_TO_COMPLY and the modifications specified in the previous paragraph shall not be performed.See chapter 9.1 for the description on the behaviour of the HSS when the name of the S-CSCF received in the request is different from the name already stored in the HSS.

End of Modification
Start of Modification
6.1.1
User registration status query

This procedure is used between I-CSCF and HSS during SIP registrations. The procedure is invoked by the I-CSCF, corresponds to the combination of the functional level operations Cx-Query and Cx-Select-Pull (see 3GPP TS 23.228 [1]) and is used:

-
To authorize the registration of the user, checking multimedia subsystem access permissions and roaming agreements.

-
To perform a first security check, determining whether the public and private identities sent in the message belong to the same user.

-
To obtain the S-CSCF where the user is registered or unregistered (i.e. registered as a consequence of a terminating call or there is a S-CSCF keeping the user profile stored), or the list of capabilities that the S-CSCF has to support.

This procedure is mapped to the commands User-Authorization-Request/Answer in the Diameter Multimedia Application specified in 3GPP TS 29.229 [5]. Tables 6.1.1.1 and 6.1.1.2 detail the involved information elements.

Table 6.1.1.1: User registration status query

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Identity

(See 7.2)
	Public-Identity
	M
	User public identity to be registered

	Visited Network Identifier

(See 7.1)
	Visited-Network-Identifier
	M
	Identifier that allows the home network to identify the visited network

	Type of Authorization

(See 7.14)
	User-Authorization-Type
	C
	Type of authorization requested by the I-CSCF.

If the request corresponds to a de-registration, i.e. Expires field in the REGISTER method is equal to zero, this AVP shall be present in the command and the value shall be set to DE-REGISTRATION.

If the request corresponds to an initial registration or a re-registration, i.e. Expires field in the REGISTER method is not equal to zero then this AVP may not be present in the command. If present its value shall be set to REGISTRATION.

	Private User Identity

(See 7.3)
	User-Name
	M
	User private identity

	Routing Information (See 7.13)
	Destination-Host, Destination-Realm
	C
	If the I-CSCF knows HSS name Destination-Host AVP shall be present in the command. Otherwise, only Destination-Realm AVP shall be present and the command shall be routed to the next Diameter node, e.g. SLF, based on the Diameter routing table in the I-CSCF.


Table 6.1.1.2: User registration status response

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Result

(See 7.6)
	Result-Code
	M
	Result of the operation

	S-CSCF capabilities

(See 7.5)
	Server-Capabilities
	O
	Required capabilities of the S-CSCF to be assigned to the user. 

	S-CSCF Name

(See 7.4)
	Server-Name
	C
	Name of the assigned S‑CSCF.


6.1.1.2

Detailed behaviour

The HSS shall, in the following order (in case of an error in any of the steps the HSS shall stop processing and return the corresponding error code, see 3GPP TS 29.229 [5]):

-
Check that the user exists in HSS. If not Result-Code shall be set to DIAMETER_ERROR_USER_UNKNOWN.

-
Check that the private and public identities received in the request belong to the same user. If not Result-Code shall be set to DIAMETER_ERROR _IDENTITIES_DONT_MATCH.

-
Check the User-Authorization-Type received in the request:

+
If it is REGISTRATION or if User-Authorization-Type is absent from the request, the HSS shall check that the user is allowed to roam in the visited network (if not Result-Code shall be set to DIAMETER_ERROR _ROAMING_NOT_ALLOWED) and authorized to register (if not Result-Code shall be set to DIAMETER_AUTHORIZATION_REJECTED).

+
If it is DE_REGISTRATION, the HSS may not perform any check regarding roaming.

+
If it is REGISTRATION_AND_CAPABILITIES, the HSS shall check that the user is allowed to roam in the visited network (if not Result-Code shall be set to DIAMETER_ERROR _ROAMING_NOT_ALLOWED) and authorized to register (if not Result-Code shall be set to DIAMETER_AUTHORIZATION_REJECTED). The HSS shall return the list of S-CSCF capabilities, which enables the I-CSCF to select an S-CSCF. The returned capabilities must satisfy the most restrictive service profile of the user. The list of capabilities may be empty, to indicate to the I-CSCF that it can select any available S-CSCF. Result-Code shall be set to DIAMETER_SUCCESS. The HSS shall not return any S-CSCF name.

-
Check the state of the public identity received in the request:

+
If it is registered or unregistered (i.e. registered as a consequence of a terminating call or there is a S-CSCF keeping the user profile stored), the HSS shall return the stored S-CSCF name and Result-Code set to DIAMETER_SUBSEQUENT_REGISTRATION. The HSS shall not return any S-CSCF capabilities.


+
If it is not registered yet, the HSS shall check if at least there is at least one identity of the user with an S-CSCF name assigned.

--
If so the HSS shall return the S-CSCF name assigned for the user and Result-Code set to DIAMETER_SUBSEQUENT_REGISTRATION. The HSS shall not return any S-CSCF capabilities.

--
If there is not  , the HSS shall return the list of S-CSCF capabilities, which enables the I-CSCF to select an S-CSCF. The returned capabilities must satisfy the most restrictive service profile of the user. The list of capabilities may be empty, to indicate to the I-CSCF that it can select any available S-CSCF. Result-Code shall be set to DIAMETER_FIRST_REGISTRATION. The HSS shall not return any S-CSCF name.

If the HSS cannot fulfill received request, e.g. due to database error, it shall set Result-Code to DIAMETER_UNABLE_TO_COMPLY. No S-CSCF name or S-CSCF capabilities shall be present in the response.

End of Modification
Start of Modification
6.4.1.1 Detailed behaviour

The HSS shall, in the following order (in case of an error in any of the steps the HSS shall stop processing and return the corresponding error code, see 3GPP TS 29.229 [5]):

-
Check that the user is known. If not the Result-Code shall be set to DIAMETER_ERROR_USER_UNKNOWN.

-
Check the state of the public identity received in the request.

+
If it is registered or unregistered (i.e. registered as a consequence of a terminating call or there is a S-CSCF keeping the user profile stored), the HSS shall return the stored S-CSCF name. The Server-Name AVP shall contain the SIP URL of the server. The Server-Capabilities AVP shall not be present. The Result-Code AVP shall be set to DIAMETER_SUCCESS.

+
If it is not registered, but has services related to unregistered state, the HSS shall check if at least there is at least one identity or the user with an S-CSCF name assigned:

--
If this is the case HSS shall return the S-CSCF name assigned for that user. The Server-Name AVP shall contain the SIP URL of the server. The Server-Capabilities AVP shall not be present. The Result-Code shall be set to DIAMETER_SUCCESS.

--
If there is not any S-CSCF name assigned for that user, HSS may return information about the required S-CSCF capabilities, which enables the I-CSCF to select an S-CSCF. The Server-Capabilities AVP may be present. The HSS shall send the same server capability set that is sent in the user registration status response during the registration. If Server-Capabilities AVP is not present, the I-CSCF shall understand that any S-CSCF is suitable to serve the user. The Server-Name AVP shall not be present. The Result-Code shall be set to DIAMETER_UNREGISTERED_SERVICE.

+
If it is not registered and has no unregistered services related data the response shall contain Result-Code set to DIAMETER_ERROR_IDENTITY_NOT_REGISTERED.

If the HSS cannot fulfill received request, e.g. due to database error, it shall set Result-Code to DIAMETER_UNABLE_TO_COMPLY. No S-CSCF name or S-CSCF capabilities shall be present in the response.

End of Modification
Start of Modification
6.3.1

Detailed behaviour

The HSS shall, in the following order (in case of an error in any of the steps the HSS shall stop processing and return the corresponding error code, see 3GPP TS 29.229 [5]):

1.
Check that the user exists in the HSS. If not Vendor-Specific-Result shall be set to DIAMETER_ERROR_USER_UNKNOWN.

2.
The HSS may check that the private and public identities belong to the same user. If not Vendor-Specific-Result shall be set to DIAMETER_ERROR_IDENTITIES_DONT_MATCH.

3.
Check that the authentication scheme indicated in the request is supported. If not Vendor-Specific-Result shall be set to DIAMETER_ERROR_AUTH_SCHEME_UNSUPPORTED.

4.
If the request indicates there is a synchronization failure, the HSS shall process AUTS as described in 3GPP TS 33.203 [3] and return the requested authentication information. The Result-Code shall be set to DIAMETER_SUCCESS.

5. Check the registration status of the public identity received in the request:

+
If it is registered, the HSS shall return the requested authentication information to the S-CSCF. The HSS shall download Authentication-Data-Item stored up to a maximum specified in SIP-Number-Auth-Items received in the command Multimedia-Auth-Request. The Result-Code shall be set to DIAMETER_SUCCESS.

+
If it is not registered or if it is unregistered (i.e. registered as a consequence of a terminating call to unregistered user or there is a S-CSCF keeping the user profile stored), the HSS shall store the S-CSCF name. It will also set for this public identity the flag that indicates the identity is pending of the confirmation of the authentication and shall download Authentication-Data-Item stored up to a maximum specified in SIP-Number-Auth-Items received in the command Multimedia-Auth-Request. The Result-Code shall be set to DIAMETER_SUCCESS.

If the S-CSCF name received in the request is different from the one stored in the HSS, the HSS shall overwrite the stored S-CSCF name.

Exceptions to the cases specified here shall be treated by HSS as error situations, the Result-Code shall be set to DIAMETER_UNABLE_TO_COMPLY. No authentication information shall be returned.

End of Modification
Start of Modification
6.6 Download of relevant user data
The download of the relevant user data from the HSS to the S-CSCF depends on whether the user data is already stored in the S-CSCF and/or on the user data requested from the S-CSCF and/or whether the requested user data is up-to-date in the S-CSCF.





If User-Data-Already-Available is set to “User-Data-Not-Available” the HSS shall download the requested profile, according to the value of User-Data-Request-Type.

If User-Data-Already-Available is set to “User-Data-Already-Available” and the requested profile is not up-to-date (according to the indications stored in HSS defined in 6.6.3) the HSS shall download the requested profile, according to the value of User-Data-Request-Type.
Otherwise, the HSS shall not return any user profile data.

6.6.3 HSS initiated update of User Profile
If the user is registered, changes in the registered part of the user profile are immediately pushed to the S-CSCF.
If the user is unregistered (i.e. registered as a consequence of a terminating call or there is a S-CSCF keeping the user profile stored), changes in the unregistered part of the user profile are immediately pushed to the S-CSCF.
If the HSS has decided to keep the S-CSCF name after a de-registration and there is a change in the registered part of the user profile, the HSS shall set a flag indicating that the registered part of the profile is not up-to-date in the S-CSCF. The HSS shall not initiate any push toward the S-CSCF.




6.6.5 S-CSCF operation

The S-CSCF shall store the user data if it sends Server-Assignment-Request command including Server-Assignment-Type AVP set to value USER_DEREGISTRATION_STORE_SERVER_NAME or TIMEOUT_DEREGISTRATION_STORE_SERVER_NAME and the HSS responds with DIAMETER_SUCCESS. Otherwise the S-CSCF shall not keep user data. 

End of Modification
Start of Modification
6.1.3.1 Detailed behaviour

The HSS shall de-register the affected identities and invoke this procedure to inform the S-CSCF. The HSS can determine in different cases that the user (only one public identity, one or more public identities or all the public identities registered) has to be de-registered. 

The HSS may de-register:

-
Only one public identity or a list of public identities. In this case the S-CSCF shall remove all the information stored in the S-CSCF for those public identities. 

-
The user with all his/her public identities (no public identity sent in the Cx-Deregister request). In this case the S-CSCF shall remove all the information stored for that user. 

The HSS shall send in the Deregistration-Reason AVP the reason for the de-registration, composed by a textual message (if available) aimed for the user and a reason code that determines the action the S-CSCF has to perform. The possible reason codes are:

-
PERMANENT_TERMINATION: The IMS subscription or service profile(s) has been permanently terminated. The S-CSCF should start the network initiated de-registration towards the user.

-
NEW_SERVER_ASSIGNED: A new S-CSCF has been allocated to the user due to some reason, e.g. an error case, where the SIP registration is terminated in a new S-CSCF. The S-CSCF shall not start the network initiated de-registration towards the user but only clears its registration state and information regarding the user, i.e. all service profiles are cleared.

-
SERVER_CHANGE: A new S-CSCF shall be allocated to the user. The S-CSCF should start the network initiated de-registration towards the user, i.e. all registrations are de-registered and the user is asked to re-register to all existing registrations.

-
REMOVE_S-CSCF: The HSS indicates to the S-CSCF that the S-CSCF should no longer be used for a given user. The S-CSCF shall not start the network initiated de-registration towards the user when the user is not currently registered but clears all information regarding the user and responds to the HSS.  The HSS then removes the S-CSCF for that user.
End of Modification
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