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Removing hanging PDP Contexts in GGSN

1 Introduction

Whenever an MS or SGSN deactivates a PDP context, there is a risk for getting hanging PDP Contexts in the GGSN during abnormal (network) situations.

A hanging PDP Context occupies resources in the GGSN (e.g. memory storage, processor load, allocated IP addresses etc.). Another consequence is generation of charging records.

The below scenarios are examples from the existing specifications on how PDP Contexts can be hanging in GGSN :

(1) If SGSN receives a Deactivate PDP Context Request message from MS, and the link between SGSN and GGSN is temporarily down, a Delete PDP Context Request from SGSN will not reach the GGSN. After a number of retransmissions the SGSN will stop, and internally deactivate the PCP Context(s) without having informed the GGSN. The PDP Context is then deleted in MS and SGSN, but still hanging in GGSN.

(2) If the GGSN receives a Delete PDP Context Request with a protocol error that qualifies to discard the message, the GGSN will not remove the PDP Context. The SGSN and the MS will however remove the PDP Context.

The only solution specified in existing specifications to recover from hanging PDP Context is the Error Indication procedure. The Error Indication procedure is triggered in SGSN when receiving downlink data from GGSN, i.e. if no data is received in the GGSN (from the external network) then this procedure will not work. 
Since the PDP Context is already deactivated in the MS, there is no application that will trigger downloading from the external network. The probability for the Error Indication procedure to remove the hanging PDP Contexts in GGSN is therefore very limited.

The scapegoat is the SGSN, which internally deletes its PDP Context and also sends a positive response to MS that the PDP Context is removed, even if the PDP Context is not removed in GGSN. 

2 Proposed Solution

As this mainly is a Backbone problem, it is our view that this problem could be solved within GTP specification. 

Since it is only SGSN that knows about the possible hanging PDP Context in GGSN due to missing Response of the Delete PDP Context Request, this should be handled by SGSN.

The most evident solution to this is to put a requirement on SGSN to be responsible for removing the PDP Context in GGSN whenever possible. Meaning that SGSN should, when the link is up again, inform GGSN about the PDP Contexts that is removed in SGSN and MS, but not successfully deleted in GGSN. 

To be able to inform GGSN about the possible hanging PDP Contexts, SGSN should keep a list of the PDP Contexts that have failed to be deleted towards GGSN. 
This list is built up in SGSN when no Response is received to a Delete PDP Context Request and SGSN still removes the PDP Context internally. SGSN will then as long as the link is down build lists per GGSN IP address with the PDP Contexts that possibly is hanging in respective GGSN.

When the link is up again the SGSN and/or GGSN will start sending the Echo Request message. The Echo Request procedure is therefore the most suitable procedure to inform GGSN about the hanging PDP Contexts.

SGSN should include the listed PDP Contexts when sending the next Echo Request message, alternatively an Echo Response if that occurs first. 
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GGSN will at reception of the Echo Request or Echo Response where a list of undeleted PDP Contexts are included, check if these PDP Contexts are still active, and if so implicitly delete these contexts.
3 Recommendation

Ericsson recommends that CN4 adopt the solution as proposed in this discussion paper for Release 5.
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