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S3 have produced a CR to TS 33.200 V4.0.0 (attached as S3z010120) that describes the detailed processing of MAPsec messages. 

One of the topics raised during the discussions is that errors shall be reported back to the sending MAP- NE. Detected MAPsec errors may be due to database inconsistencies (SAD, SPD) between the 2 communicating entities or due to problems within the receiving the MAP-NE. Such kind of operational problems shall be reported back to the sending MAP-NE in order to avoid worthless reattempts. Other MAPsec errors could be due to an attacker that is for example re-playing old MAPsec messages. However, the receiving MAP-NE can not distinguish between an error due to attacks or due to configuration problems. Therefore from a security perspective, S3 wants to ensure that all MAPsec errors (excluding  ‘ApplicationContextNotSupported’) reported back to the sending MAP-NE, are coded generically (i.e ‘MAPsec error’ or alike), in order not to reveal useful information to an attacker. 

Actions on CN WG4:

Therefore S3 kindly asks N4 to check TS 29.002 for consistency with the elaborated S3-flows and to take the appropriate actions if needed. In addition to this, S3 asks feedback from N4 if discarding MAP messages (see bullets 5 and 6 of S3z010120) is consistent with the MAP protocol stack handling.










