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Document S3-010540 gives answer to a couple of concerns expressed by CN4 in a previous LS to SA3, N4-010969, which in turn was the answer to S3-010402 (N4-010945).

This contribution implements what S3-010540 specifies.

1
Authentication flag

The first clarification provided by SA3 is to address the necessity of having a means to indicate to the HSS that the registration of a user is pending. That happens between the first authentication messages sent by the S-CSCF to the HSS to ask for authentication information and the subsequent Cx-Put message sent from the S-CSCF to the HSS to confirm or reject the registration.

In our last meeting we agreed that the LUR/LUA and the MAR/MAA messages would be combined to save signalling messages (N4-011066). In order to allow for such aggregation, we specified that the MAR/MAA messages would convey the S-CSCF name as an optional parameter, in order to indicate that the registration of the S-CSCF is not definitive yet.

TS 29.229 already implements this requirement. Quoting table 6.1.9.1:

Server-Name
O
When this AVP is present in the request, it is to indicate that the user has not been authenticated by the S-CSCF yet.

In case that there may be a S-CSCF already assigned for the user the decision that the HSS takes to overwrite or not the existing S-CSCF name depends on the registration status of the user, as defined in TS 29.228 [3].

TS 29.228 also reflects this requirement. Quoting table 15, which describes Cx-AuthDataReq message:

S-CSCF Name

C
This information element contains the name of the S-CSCF
8.5
The presence of this IE indicates that the user has not been authenticated yet by the S-CSCF. 

2 Matching of public and private identities

The second clarification provided by SA3 is to indicate that it is necessary to check whether the public and the private identities received in a REGISTER message belong to the same user. SA3 has concluded that such check has to be carried out in the HSS and according to alternative 2 in N4-010945, i.e. the check shall be done in the Cx-Query (between I-CSCF and HSS). If the public and the private identities do not belong to the same user the response message from the HSS to the I-CSCF has to indicate the failure by an appropriate failure code.

It is proposed to add the following sentence to the description of the Registration-Authorisation-Request (TS 29.229, 6.1.1, first paragraph):

“The Registration-Authorisation-Request (RAR) command, indicated by the Command-Code field set to TBD and the ‘R’ bit set in the Command Flags field, is sent by a Diameter Multimedia client to a Diameter Multimedia server in order to request the authorisation of the registration of a multimedia user. The server shall validate whether the private and public identities belong to the same user. Also, the server will check whether the user is already registered and/or whether the user is authorised to register in the network where the user is roaming.”

Regarding the need of an appropriate failure code to report the failure of the mentioned check, TS 29.229, 6.2.2.1 already defines such code: 

6.2.2.1
IDENTITIES_DONT_MATCH (5xxx, TBD)

A message was received with a public identity and a private identity for a user, and the server determines that the public identity does not correspond to the private identity.

3 Proposal

· To rephrase the sentence describing the Registration-Authorisation-Request, as described in clause 2 of this contribution.

