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7.7.28
MM Context

The MM Context information element contains the Mobility Management, MS and security parameters that are necessary to transfer between SGSNs at the Inter SGSN Routeing Area Update procedure.

Security Mode indicates the type of security keys (GSM/UMTS) and Authentication Vectors (quintuplets/triplets) that are passed to the new SGSN.

Ciphering Key Sequence Number (CKSN) is described in 3GPP TS 24.008. Possible values are integers in the range [0; 6]. The value 7 is reserved. CKSN identifies Kc. During the Intersystem Change to 3G-SGSN, the KSI shall be assigned the value of CKSN.

Key Set Identifier (KSI) identifies CK and IK. During the Intersystem Change to 2G-SGSN, the CKSN shall be assigned the value of KSI. 

Used Cipher indicates the GSM ciphering algorithm that is in use.

Kc is the GSM ciphering key currently used by the old SGSN. Kc shall be present if GSM key is indicated in the Security Mode.
CK is the UMTS ciphering key currently used by the old SGSN. CK shall be present if UMTS keys are indicated in the Security Mode.
IK is the UMTS integrity key currently used by the old SGSN. IK shall be present if UMTS keys are indicated in the Security Mode.
The Triplet array contains triplets encoded as the value in the Authentication Triplet information element The Triplet array shall be present if indicated in the Security Mode.

The Quintuplet array contains Quintuplets encoded as the value in the Authentication Quintuplet information element. The Quintuplet array shall be present if indicated in the Security Mode. If the quintuplet array is present, the Quintuplet length field indicates its length.
DRX parameter indicates whether the MS uses DRX mode or not.

MS Network Capability provides the network with information concerning aspects of the MS related to GPRS. MS Network Capability and MS Network Capability Length are coded as in the value part described in 3GPP TS 24.008.
DRX parameter is coded as described in 3GPP TS 24.008, the value part only.

The two octets Container Length holds the length of the Container, excluding the Container Length octets.

Container contains one or several optional information elements as described in the sub-clause ‘Overview’, from the clause ‘General message format and information elements coding’ in 3GPP TS 24.008.

	
	
	Bits


	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 
	Type = 129 (Decimal)
	

	
	2-3
	Length
	

	
	4
	Spare 1111
	CKSN
	

	
	5
	Security Mode
	No of Vectors
	Used Cipher
	

	
	6-13
	Kc
	

	
	14-m
	Triplet [0..4]
	

	
	(m+1)-(m+2)
	DRX parameter
	

	
	(m+3)
	MS Network Capability Length
	

	
	(m+4)-n
	MS Network Capability
	

	
	(n+1)-(n+2)
	Container length
	

	
	(n+3)-o
	Container
	

	
	
	
	

	
	
	
	


Figure 40: MM Context Information Element with GSM Key and Triplets
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	Type = 129 (Decimal)
	

	
	2-3
	Length
	

	
	4
	Spare 1111
	KSI 
	

	
	5
	Security Mode
	No of Vectors
	 Spare 111
	

	
	6-21
	CK
	

	
	22-37
	IK
	

	
	38-39
	Quintuplet Length
	

	
	40-m
	Quintuplet [0..4]
	

	
	(m+1)-(m+2)
	DRX parameter
	

	
	(m+3)
	MS Network Capability Length
	

	
	(m+4)-n
	MS Network Capability
	

	
	(n+1)-(n+2)
	Container length
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	Container
	

	
	
	
	

	
	
	
	


Figure 41: MM Context Information Element with UMTS Keys and Quintuplets
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	5
	4
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	2
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	1 
	Type = 129 (Decimal)
	

	
	2-3
	Length
	

	
	4
	Spare 1111
	CKSN
	

	
	5
	Security Mode
	No of Vectors
	Used Cipher
	

	
	6-13
	Kc
	

	
	14-15
	Quintuplet Length
	

	
	16-m
	Quintuplet [0..4]
	

	
	(m+1)-(m+2)
	DRX parameter
	

	
	(m+3)
	MS Network Capability Length
	

	
	(m+4)-n
	MS Network Capability
	

	
	n+1-n+2
	Container length
	

	
	n+3-o
	Container
	

	
	
	
	

	
	
	
	


Figure 42: MM Context Information Element with GSM Keys and UMTS Quintuplets
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	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 
	Type = 129 (Decimal)
	

	
	2-3
	Length
	

	
	4
	Spare 1111
	CKSN/KSI
	

	
	5
	Security Mode
	No of Vectors
	Used Cipher
	

	
	6-21
	CK
	

	
	22-37
	IK
	

	
	38-39
	Quintuplet Length
	

	
	40-m
	Quintuplet [0..4]
	

	
	(m+1)-(m+2)
	DRX parameter
	

	
	(m+3)
	MS Network Capability length
	

	
	(m+4)-n
	MS Network Capability
	

	
	(n+1)-(n+2)
	Container length
	

	
	(n+3)-n
	Container
	

	
	
	
	

	
	
	
	


Figure 42A: MM Context Information Element with Used Cipher value, UMTS Keys and Quintuplets

Table 46: Used Cipher Values

	Cipher Algorithm
	Value (Decimal)

	No ciphering
	0

	GEA/1
	1

	GEA/2
	2

	GEA/3
	3

	GEA/4
	4

	GEA/5
	5

	GEA/6
	6

	GEA/7
	7


Table 47: Security Mode Values
	Security Type
	Value (Decimal)

	GSM key and triplets
	1

	GSM key and quintuplets
	3

	UMTS key and quintuplets
	2

	Used cipher value, UMTS Keys

and Quintuplets 
	0
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