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CN4 thanks SA3 for asking CN4 opinion on this matter. CN4 has analysed the use of EAP and Diameter NASREQ in the Cx interface and has come to the following conclusions.

As the authentication point is in the S-CSCF, the standard EAP model breaks in Cx interface. The EAP can be only used to encapsulate the security parameters and download parameters in the EAP format to the S-CSCF. 

Encapsulating the authentication parameters inside EAP payloads has the advantage of making the Cx interface more generic and it is possible to re-use some of the existing AVPs, e.g. EAP-Payload and NAS-Session-Key AVP, from the NASREQ. 

As the EAP cannot be used correctly it does not give the benefits of EAP, which means that the introduction of the new authentication methods cannot be done without updating e.g. the S-CSCF and possibly the Diameter Multimedia Application currently defined. For example, the Diameter Multimedia application, and as the IMS as a whole, is considered also to be applicable for the other access technologies, e.g. 3GPP2 system if possible, however this assumption partly fails if the 3GPP2 uses some other authentication method than UMTS AKA and therefore separate description needs to included into Diameter Multimedia Application specification. The 3GPP system may also lead to similar interoperation issues as with the UMTS and GSM authentication had if new authentication method is introduced in 3GPP and in this case the EAP may not anymore secure against ‘bidding-down’ attacks from the S-CSCF. 

The use of NASREQ also breaks. Therefore, the re-use of the NASREQ command codes is not reasonable. However, the re-use of the some of the NASREQ AVPs is still possible and CN4 also recommends this approach.

As the NASREQ cannot be used correctly it does not give the benefit of directly binding other access technologies using NASREQ into the same authentication infrastructure as 3GPP system.






























































































