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7.3.2
Create PDP Context Response

The message shall be sent from a GGSN node to a SGSN node as a response of a Create PDP Context Request. When the SGSN receives a Create PDP Context Response with the Cause value indicating ‘Request Accepted’, the SGSN activates the PDP context and may start to forward T-PDUs to/from the MS from/to the external data network.

The Cause value indicates if a PDP context has been created in the GGSN or not. A PDP context has not been created in the GGSN if the Cause differs from ‘Request accepted’. Possible Cause values are:

-
"Request Accepted".

-
"Insufficient resources".

-
"All dynamic PDP addresses are occupied".

-
"No memory is available".

-
"Missing or unknown APN".

-
"Unknown PDP address or PDP type".
· "User authentication failed".

· "System failure".

· "Semantic error in the TFT operation".

· "Syntactic error in the TFT operation".

· "Semantic errors in packet filter(s)".

· "Syntactic errors in packet filters(s)".

-
"Mandatory IE incorrect".

-
"Mandatory IE missing".

-
"Optional IE incorrect".

-
"Invalid message format".

-
"Version not supported".

‘Insufficient resources’ indicates e.g. that all dynamic PDP addresses are occupied, no memory is available or requested QoS is unacceptable. ‘Missing or unknown APN’ indicates e.g. when the GGSN does not support the Access Point Name. ‘Unknown PDP address or PDP type’ indicates e.g. when the GGSN does not support the PDP type or the PDP address.
‘User authentication failed’ indicates that the external packet network has rejected the service requested by the user.

Only the Cause information element, optionally Protocol Configuration Options and optionally the Recovery information element shall be included in the response if the Cause contains another value than ‘Request accepted’.

All information elements, except Recovery, Protocol Configuration Options, and Private Extension, are mandatory if the Cause contains the value ‘Request accepted’.

The Tunnel Endpoint Identifier for Data (I) field specifies an uplink Tunnel Endpoint Identifier for G-PDUs that is chosen by the GGSN. The SGSN shall include this Tunnel Endpoint Identifier in the GTP header of all subsequent uplink G-PDUs which are related to the requested PDP context.

The Tunnel Endpoint Identifier Control Plane field specifies an uplink Tunnel Endpoint Identifier for control plane messages, which is chosen by the GGSN. The SGSN shall include this Tunnel Endpoint Identifier in the GTP header of all subsequent uplink-control plane messages, which are related to the requested PDP context. If the GGSN has already confirmed successful assignment of its Tunnel Endpoint Identifier Control Plane to the peer SGSN, this field shall not be present. The GGSN confirms successful assignment of its Tunnel Endpoint Identifier Control Plane to the SGSN when it receives any message with its assigned Tunnel Endpoint Identifier Control Plane in the GTP header from the SGSN.
The GGSN shall include a GGSN Address for control plane and a GGSN address for user traffic, which may differ from that provided by the underlying network service (e.g. IP). The SGSN shall store these GGSN Addresses and use them when sending control plane on this GTP tunnel or G-PDUs to the GGSN for the MS.

If the MS requests a dynamic PDP address with the PDP Type IPv4 or IPv6 and a dynamic PDP address is allowed, then the End User Address information element shall be included and the PDP Address field in the End User Address information element shall contain the dynamic PDP Address allocated by the GGSN. If the MS requests a static PDP address with the PDP Type IPv4 or IPv6, or a PDP address is specified with PDP Type PPP, then the End User Address information element shall not be included. In case the PDP addresses carried in the End User Address and optionally in the Protocol Configuration Option information element contain contradicting information, the PDP address carried in the End User Address information element takes the higher precedence.

The QoS values supplied in the Create PDP Context Request may be negotiated downwards by the GGSN. The negotiated values or the original values from SGSN are inserted in the Quality of Service Profile information element of the Create PDP Context Response message.

The GGSN may start to forward T-PDUs after the Create PDP Context Response has been sent. The SGSN may start to forward T-PDUs when the Create PDP Context Response has been received. In this case the SGSN shall also be prepared to receive T-PDUs from the GGSN after it has sent a Create PDP Context Request but before a Create PDP Context Response has been received.

The Reordering Required value supplied in the Create PDP Context Response indicates whether the end user protocol benefits from packet in sequence delivery and whether the SGSN and the GGSN therefore shall perform reordering or not. In other words, if reordering is required by the GGSN, the SGSN and the GGSN shall perform reordering of incoming T-PDUs on this path. When the Quality of Service (QoS) Profile is Release 99 the receiving entity shall ignore the Reordering Required.
The GGSN shall include the Recovery information element into the Create PDP Context Response if the GGSN is in contact with the SGSN for the first time or the GGSN has restarted recently and the new Restart Counter value has not yet been indicated to the SGSN. The SGSN receiving the Recovery information element shall handle it as when an Echo Response message is received but shall consider the PDP context being created as active if the response indicates successful context activation at the GGSN.

The Charging ID is used to identify all charging records produced in SGSN(s) and the GGSN for this PDP context. The Charging ID is generated by the GGSN and shall be unique within the GGSN.

The Charging Gateway Address is the IP address of the recommended Charging Gateway Functionality to which the SGSN should transfer the Charging Detail Records (CDR) for this PDP Context.

The optional Private Extension contains vendor or operator specific information.

Table 6: Information Elements in a Create PDP Context Response

	Information element
	Presence requirement
	Reference

	Cause
	Mandatory
	7.7.1

	Reordering required
	Conditional
	7.7.6

	Recovery
	Optional
	7.7.11

	Tunnel Endpoint Identifier Data I
	Conditional
	7.7.13

	Tunnel Endpoint Identifier Control Plane
	Conditional
	7.7.14

	Charging ID
	Conditional
	7.7.26

	End User Address
	Conditional
	7.7.27

	Protocol Configuration Options
	Optional
	7.7.31

	GGSN Address for Control Plane
	Conditional
	GSN Address 7.7.32

	GGSN Address for user traffic
	Conditional
	GSN Address 7.7.32

	Quality of Service Profile
	Conditional
	7.7.34

	Charging Gateway Address
	Optional
	7.7.43

	Private Extension
	Optional
	7.7.44


****    NEXT MODIFIED SECTION    ****

7.3.9
PDU Notification Response

The message is sent by a SGSN to GGSN as a response of a PDU Notification Request.

The Cause value ‘Request accepted’ indicates if the PDP context activation will proceed. The PDP context activation procedure will not proceed for other Cause values.

Possible Cause values are:

-
‘Request Accepted’.

-
‘Insufficient resources’.

-
‘Service not supported’.

-
‘System failure’.

-
‘IMSI not known’.

-
‘MS is GPRS Detached’.

-
‘GPRS connection suspended’.

-
‘Mandatory IE incorrect’.

-
‘Mandatory IE missing’.

-
‘Optional IE incorrect’.

-
‘Invalid message format’.

-
‘Version not supported’.

-
‘Roaming restriction’.

After an unsuccessful activation attempt the GSNs may perform some actions to prevent unnecessary enquires to the HLR as described in the section Unsuccessful Network-Requested PDP Context Activation procedure in 3G TS 23.060.

The optional Private Extension contains vendor or operator specific information.

Table 15: Information Elements in a PDU Notification Response

	Information element
	Presence requirement
	Reference

	Cause
	Mandatory
	7.7.1

	Private Extension
	Optional
	7.7.44


****    NEXT MODIFIED SECTION    ****

7.4.2
Send Routeing Information for GPRS Response

The GTP-MAP protocol-converting GSN sends a Send Routeing Information for GPRS Response message as a response to the Send Routeing Information for GPRS Request message to the GGSN that sent the request.

The Cause value indicates if the GTP-MAP protocol-converting GSN accepted the request or not.

Possible Cause values are:

-
‘Request Accepted’.

-
‘Insufficient resources’.

-
‘Service not supported’.

-
‘System failure’.

-
‘Mandatory IE incorrect’.

-
‘Mandatory IE missing’.

-
‘Optional IE incorrect’.

-
‘Invalid message format’.

-
‘Version not supported’.

The MAP Cause information element contains the MAP error code  received from the HLR and shall not be included if the Cause contains another value than ‘Request accepted’.

The GSN Address information element contains the IP address of the SGSN and shall not be included if the Cause contains another value than ‘Request accepted’.

It is an implementation issue what to do if the Cause or MAP Cause indicates that no location information is available. The MS not Reachable Reason information element  indicates the reason for the setting of the Mobile station Not Reachable for GPRS (MNRG) flag and shall not be included if the Cause contains another value than ‘Request accepted’.

The optional Private Extension contains vendor or operator specific information.

Table 19: Information Elements in a Send Routeing Information for GPRS Response

	Information element
	Presence requirement
	Reference

	Cause
	Mandatory
	7.7.1

	IMSI
	Mandatory
	7.7.2

	MAP Cause
	Optional
	7.7.8

	MS not Reachable Reason
	Optional
	7.7.25A

	GSN Address
	Optional
	7.7.32

	Private Extension
	Optional
	7.7.44


****    NEXT MODIFIED SECTION    ****

7.4.4
Failure Report Response

The GTP-MAP protocol-converting GSN sends a Failure Report Response message as a response to the Failure Report Request message to the GGSN that sent the request.

The Cause value indicates if the GTP-MAP protocol-converting GSN accepted the request or not.

Possible Cause values are:

-
‘Request Accepted’.

-
‘Insufficient resources’.

-
‘Service not supported’.

-
‘System failure’.

-
‘Mandatory IE incorrect’.

-
‘Mandatory IE missing’.

-
‘Optional IE incorrect’.

-
‘Invalid message format’.

-
‘Version not supported’.

The MAP Cause information element contains the MAP error code received from the HLR and shall not be included if the Cause contains another value than ‘Request accepted’.

It is an implementation issue what to do if the Cause or MAP Cause indicates that the HLR has not received the request or rejected the request.

The optional Private Extension contains vendor or operator specific information.

Table 21: Information Elements in a Failure Report Response

	Information element
	Presence requirement
	Reference

	Cause
	Mandatory
	7.7.1

	MAP Cause
	Optional
	7.7.8

	Private Extension
	Optional
	7.7.44


****    NEXT MODIFIED SECTION    ****

7.5.5
SGSN Context Acknowledge

The new SGSN shall send an SGSN Context Acknowledge message to the old SGSN as a response to the SGSN Context Response message. Only after receiving the SGSN Context Acknowledge message, shall the old SGSN start to forward user data packets. SGSN Context Acknowledge indicates to the old SGSN that the new SGSN has correctly received PDP Context information and is ready to receive user data packets identified by the corresponding Tunnel Endpoint Identifier values. This message shall not be sent if no PDP contexts are active for the MS (that is no PDP context information was transferred in the SGSN context response message) or the SGSN Context Request was rejected.

Possible cause values are:

-
‘Request accepted’.

-
‘System failure’.

-
‘Mandatory IE incorrect’.

-
‘Mandatory IE missing’.

-
‘Optional IE incorrect’.

-
‘Insufficient resources’.

-
‘Invalid message format’.

-
‘Version not supported’.

-
‘Authentication failure’.

Only the Cause information element shall be included in the acknowledgement if the Cause contains a value other than ‘Request accepted’.

For each active PDP context the new SGSN shall include a Tunnel Endpoint Identifier Data II information element. The Tunnel Endpoint Identifier Data II field specifies a Tunnel Endpoint Identifier which is chosen by the new SGSN for a particular PDP context. The old SGSN shall include this Tunnel Endpoint Identifier  in the GTP header of all subsequent G-PDUs which are sent from the old SGSN to the new SGSN and related to the particular PDP context. When active PDP context(s) exist, this information element shall be included if the Cause contains the value ‘Request accepted’.
The new SGSN shall include an SGSN Address for user traffic, which may differ from that provided by the underlying network service (e.g. IP). The old SGSN shall store this SGSN Address and use it when sending G-PDUs to the new SGSN for the MS. When active PDP context(s) exist, this information element shall be included if the Cause contains the value ‘Request accepted’.
The optional Private Extension contains vendor or operator specific information.

Table 28: Information Elements in a SGSN Context Acknowledge

	Information element
	Presence requirement
	Reference

	Cause
	Mandatory
	7.7.1

	Tunnel Endpoint Identifier Data II
	Conditional
	7.7.15

	SGSN Address for user traffic
	Conditional
	GSN Address 7.7.32

	Private Extension
	Optional
	7.7.44


****    NEXT MODIFIED SECTION    ****

7.5.7
Forward Relocation Response

The new SGSN shall send a Forward Relocation Response to the old SGSN as a response to a previous Forward Relocation Request. 
Possible Cause values is:

-
‘Request Accepted’.

-
‘System failure’.

-
‘Mandatory IE incorrect’.

-
‘Mandatory IE missing’.

-
‘Optional IE incorrect’.

-
‘Insufficient resources’.

-
‘Invalid message format’.

-
‘Version not supported’.

-
‘Relocation failure’.
RANAP Cause is mandatory if cause value is contained in RANAP message.

RAB Setup Information, UTRAN transparent container and RANAP Cause are information from the target RNC in the new SGSN.

 One or more RAB Setup Information parameters shall be set in this message. This information element shall be included if the Cause contains the value ‘Request accepted’.
The new SGSN shall include a SGSN Address for control plane. The old SGSN shall store this SGSN Address and use it when sending control plane messages for the MS to the new SGSN in the SRNS Relocation Procedure.
The Tunnel Endpoint Identifier Control Plane field specifies a Tunnel Endpoint Identifier that is chosen by the new SGSN. The old SGSN shall include this Tunnel Endpoint Identifier in the GTP header of all subsequent signalling messages that are sent from the old SGSN to the new SGSN. This information element shall be included if the Cause contains the value ‘Request accepted’.
The optional Private Extension contains vendor or operator specific information.

Table 30: Information Elements in a Forward Relocation Response

	Information element
	Presence requirement
	Reference

	Cause
	Mandatory
	7.7.1

	Tunnel Endpoint Identifier Control Plane
	Conditional
	7.7.14

	RANAP Cause
	Conditional
	7.7.18

	SGSN Address for Control plane
	Conditional
	7.7.32

	UTRAN transparent container
	Optional
	7.7.38

	RAB Setup Information
	Conditional
	7.7.39

	Private Extension
	Optional
	7.7.44


****    NEXT MODIFIED SECTION    ****

7.7.1
Cause

In a request, the Cause Value indicates the reason for the request. The Cause shall be included in the request message.

In a response, the Cause Value indicates the acceptance or the rejection of the corresponding request. In addition, the Cause Value may indicate what was the reason for the corresponding request. The Cause value shall be included in the response message.

‘Request accepted’ is returned when a GSN has accepted a control plane request.

‘Non-existent’ indicates a non-existent or an inactive PDP context.

‘IMSI not known’ indicates a non-existent MM context.

‘MS is GPRS Detached’ indicates an idle MM context.

‘MS is not GPRS Responding’ and ‘MS Refuses’ may be used by SGSN to reject a Network-Requested PDP Context Activation.

‘Version not supported’ is returned when the recipient does not recognise the version number in the request message.

‘Request IMSI’, ‘Request IMEI’, ‘Request IMSI and IMEI’ and ‘No identity needed’ are used by GGSN to notify SGSN what to do.

‘Insufficient resources’ is a generic temporary error condition e.g. all dynamic PDP addresses occupied or no memory available, or a generic error due to insufficient resources e.g. requested QoS is unacceptable.

‘Service not supported’ is a generic error indicated that the GSN do not support the requested service.

‘User authentication failed’ indicates that the external packet network has rejected the user’s service request.

‘System failure’ is a generic permanent error condition.

‘Roaming restriction’ indicates that the SGSN cannot activate the requested PDP context because of the roaming restrictions.

‘P-TMSI Signature mismatch’ is returned if either:

· the P-TMSI Signature stored in the old SGSN does not match the value sent by the MS via the new SGSN 

· or the MS does not provide the P-TMSI Signature to the new SGSN while the old SGSN has stored the P-TMSI Signature for that MS.

‘Semantic error in the TFT operation’, ‘Syntactic error in the TFT operation’, ‘Semantic errors in packet filter(s)’ and ‘Syntactic errors in packet filters(s) are indications of abnormal cases involving TFTs. The abnormal TFT cases and the use of the cause codes are defined in 3G TS 24.008.

‘Invalid message format’, ‘Mandatory IE incorrect’, ‘Mandatory IE missing’ and ‘Optional IE incorrect’ are indications of protocol errors described in the section Error handling.

‘GPRS connection suspended’ indicates that the GPRS activities of the mobile station are suspended.

‘Authentication failure’ indicates that the user authentication failed in the new SGSN.

‘Context not found’ indicates that the PDP Context referenced in an Active Secondary Context Request message was not found in the receiving GGSN.

‘Relocation failure’ indicates that the SRNS relocation failed in the new SGSN side.
‘Unknown mandatory extension header’ signals in a response message that the corresponding request included an extension header for which comprehension was required but unknown to the receiving end.
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Figure 9: Cause information element

Table 38: Cause Values

	
	Cause
	
	Value (Decimal)

	
	
	Request IMSI
	0

	
	
	Request IMEI
	1

	
	request
	Request IMSI and IMEI
	2

	
	
	No identity needed
	3

	
	
	MS Refuses
	4

	
	
	MS is not GPRS Responding
	5

	
	
	For future use
	6-48

	
	
	Cause values reserved for GPRS charging protocol use (see GTP’ in GSM 12.15)
	49-63

	For future use
	
	
	64-127

	
	acc
	Request accepted
	128

	
	
	For future use
	129-176

	
	
	Cause values reserved for GPRS charging protocol use (see GTP’ in GSM 12.15)
	177-191

	
	
	Non-existent
	192

	
	
	Invalid message format
	193

	response
	rej
	IMSI not known
	194

	
	
	MS is GPRS Detached
	195

	
	
	MS is not GPRS Responding
	196

	
	
	MS Refuses
	197

	
	
	Version not supported
	198

	
	
	Insufficient resources
	199

	
	
	Service not supported
	200

	
	
	Mandatory IE incorrect
	201

	
	
	Mandatory IE missing
	202

	
	
	Optional IE incorrect
	203

	
	
	System failure
	204

	
	
	Roaming restriction
	205

	
	
	P-TMSI Signature mismatch
	206

	
	
	GPRS connection suspended
	207

	
	
	Authentication failure
	208

	
	
	User authentication failed
	209

	
	
	Context not found
	210

	
	
	All dynamic PDP addresses are occupied
	211

	
	
	No memory is available
	212

	
	
	Relocation failure
	213

	
	
	Unknown mandatory extension header
	214

	
	
	Semantic error in the TFT operation
	215

	
	
	Syntactic error in the TFT operation
	216

	
	
	Semantic errors in packet filter(s)
	217

	
	
	Syntactic errors in packet filter(s)
	218

	
	
	Missing or unknown APN
	219

	
	
	Unknown PDP address or PDP type
	220

	
	
	For future use
	221-240

	
	
	Cause values reserved for GPRS charging protocol use (see GTP’ in GSM 12.15)
	241-255


NOTE:
With this coding, bits 8 and 7 of the Cause Value respectively indicate whether the message was a request or a response, and whether the request was accepted or rejected.

Table 39: Use of the Cause Values

	Cause 8 
	value bits 7
	Result

	0
	0
	Request

	0
	1
	For future use (Note)

	1
	0
	Acceptance

	1
	1
	Rejection


NOTE:
The value ‘01’ is for future use and shall not be sent. If received in a response, it shall be treated as a rejection.
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