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1. Introduction

In CN#8 some contributions (N4-010588 from Nokia, N4-010620 from Siemens) discussed the applicability of the concept of sessions, as supported by Diameter, to the use that 3GPP makes of Diameter for the Cx interface.

What those contributions were pursuing was a way to get rid of the overload that the termination of sessions may have for the Cx interface. Especially for location queries to HSS, such overload would be as much as 100% (one extra protocol message per message carrying useful information).

Taking as a base the requirement presented in those contributions, Ericsson initiated a discussion in the IETF AAA-WG that concluded with the introduction of a modification in the specification of the Diameter base protocol. This contribution describes such modification, which is a mechanism supporting implicit termination of sessions.

Later on, this contribution also lists the possible alternatives for the use of sessions in Diameter, between I-CSCF and HSS and between S-CSCF and HSS. A proposal is made to include the decided approach in the new TS 29.229 (tentative number).

2. Sessions in Diameter

Diameter is a session-oriented protocol. When a client makes use of the authentication and/or authorisation portion of an application, and a user requests access to the network, the Diameter client issues an authentication and authorisation request to its local server. The authentication and authorisation request is defined in a service specific Diameter application (e.g. NASREQ). The request contains a Session-Id AVP, which is used in subsequent messages (e.g. subsequent authorisation, accounting, etc) relating to the user’s session. The Session-Id AVP is a means for the client and servers to correlate a Diameter message with a user session.
When a Diameter server authorises a user to use network resources, it should add the Authorisation-Lifetime AVP to the answer message. The Authorisation-Lifetime AVP defines the maximum amount of time a user may make use of the resources before another authorisation request is to be transmitted to the server. If the server does not receive another authorisation request before the timeout occurs, it should release any state information related to the user’s session.

The next paragraph describes the change introduced to support implicit termination of sessions.

An access device may include an Authorisation-Lifetime AVP with a value of zero to inform the Diameter server that the authorisation requested will only occur once and no further authentication and authorisation messages are to be sent with this particular session identifier. The Diameter server may accept the hint from the access device, or it may override the Authorisation-Lifetime in the answer message with a non-zero value. By accepting an Authorisation-Lifetime with a zero value, the Diameter server agrees that it will not receive an indication of session termination once service to the user is terminated, and therefore cannot maintain state for the session.

Three types of Diameter sessions can be considered:

1. Implicit sessions

These are sessions for which the client informs the server that it is not necessary that it keeps any status information about the client. Therefore the server shall not maintain any status information about a user session. No messages are needed at the end of the user session, because there is no status information that is to be released at the server.
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2. Infinite duration sessions

These are sessions for which the server trusts the client, granting it the control over the duration of the session. The client may or may not send re-authorisation messages. The client shall inform the server at the end of the user session, so that the server can free the status information it may have provided (basically the Session-Id).
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3. Conventional sessions

These are sessions, for which the client requests the server service for a determined period of time. The server informs the client about the re-authorisation time and about the duration of the session. If the client does not send re-authorisation information at the end of the Authorisation-lifetime the server shall free the resources it may have provided for this session. The client must know that the Authorisation-Lifetime implies how long the Diameter server is willing to pay for the service rendered. When the Session-Timeout expires the client shall inform the server so that the server can free resources.

A Diameter server also must clean up resources when the Session-Timeout expires, or when the Authorization-Lifetime expires without re-authorisation, regardless of whether a message to end that session is received. The access device is not expected to provide service beyond the expiration of these timers; thus, expiration of either of these timers implies that the access device may have unexpectedly shut down.
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3. Mapping to 3GPP nomenclature

The user session would be equivalent to the SIP registration. Such session would be of infinite duration, as the user does not inform about how long it will be registered (SIP does not carry that information).

The authorisation lifetime would be equivalent to the timeout of the re-registration of the public identities.

4. Use of sessions between I-CSCF and HSS

Among the procedures currently defined for the IP Multimedia Subsystem, no one has a semantic that could be associated with the concept of session for the interface between the I-CSCF and the HSS. The operations between I-CSCF and HSS are queries and responses. 

The most similar approach would be to associate a user session to a re-registration period. But:

· the I-CSCF is stateless

· no intermediate messages are issued between re-registrations

· the I-CSCF used in subsequent registrations does not necessarily have to be the same node. Even during the registration process itself, the I-CSCF used before and the I-CSCF used after the first contact with the HSS (Cx-Query) don’t have to be necessarily the same (see S2-011317 with the current assumption about the registration flow including authentication).

These are the messages exchanged between I-CSCF and HSS:

· Cx-Query and Cx-Query Resp

· Cx-Select-Pull and Cx-Select-Pull Resp

· Cx-Location-Query and Cx-Location-Query Resp

The most frequent interactions between I-CSCF will be Cx-Query (for periodic registrations) and Cx-Location-Query (to obtain routing information). 

Cx-Select-Pull Resp can be combined, at protocol level, with Cx-Query (first registrations) or Cx-Location-Query (see S2-011547rev2, about the provision of services to unregistered users).

All the existing procedures making use of the interface between I-CSCF and HSS can be expressed by means of two messages at the protocol level. Using sessions the way they were defined for Diameter before draft-ietf-aaa-diameter-06, would require to send this two messages carrying useful information, plus two extra messages to close the initiated session.

It is recommended to use implicit termination of sessions, as described in the previous chapter, for the procedures between I-CSCF and HSS.

5. Use of sessions between S-CSCF and HSS

For the interface between S-CSCF and HSS the concept of user session can be mapped to the SIP registration period, which could be associated to a Diameter session. Diameter re-authorisation messages would correspond to the SIP re-registration messages.

It is being discussed (see S2-011686) whether all the identities of a user have to be registered in the same S-CSCF or not. This could have influence on the use of sessions between S-CSCF and HSS. Some analysis follows.

Let’s assume that there is only one S-CSCF per private identity, i.e. per user. If one or several public identities are registered from the same or different contacts, it is always done in the same S-CSCF. In this case the S-CSCF has all the information about the registration of a user and for all his/her identities. The HSS only needs to know the reference to the S-CSCF and the registration status of each of the identities, i.e. if the registration of each identity was as a consequence of a conventional registration or as a consequence of a session termination to a non-registered user (see S2-011547), because this can affect how the HSS responds to the requests for information about the location of the user. In this case no sessions are required between S-CSCF and HSS. The messages exchanged between S-CSCF and HSS conveys enough information to uniquely determine the status information stored in HSS and S-CSCF. No Session-Id is necessary to do such correlation.

In applications like MobileIP, during its movement a user can change from one foreign agent to another. The foreign agents establish Diameter sessions with the AAAH server. Once the user has been authenticated and authorised in a new foreign agent, the AAAH server releases the session with the previous foreign agent, so that this one can free the resources it may have provided. If we assume the possibility that the identities of a user can be registered in different S-CSCFs, a similarity in architecture with MobileIP can be deduced. Let’s analyse if that similarity concludes with the necessity of keeping sessions between S-CSCF and HSS.

In 3GPP once a user or one of its identities is assigned a S-CSCF, this is his/her server for the duration of a SIP registration. No procedures are defined that would require mechanisms like the ones defined for MobileIP for the user to move from one server to another. Such mobility is taken care of by means of other procedures in 3GPP.

In applications like NASREQ, a user accessing a network via the same or different NASes, can use the same user identity to initiate more than one session. Session identities are a way to differentiate among different user sessions. The AAA server can apply some policies to the user accessing the network (e.g., to limit the maximum number of simultaneous user sessions). Sessions are in this application a way to centrally control the use of resources of a user.

Let’s assume now that more than one S-CSCF can be assigned to a certain user. Each public identity can only be registered in one S-CSCF (public identity is the maximum level of granularity used by HSS; S-CSCF could work at the contact level). An S-CSCF can have registered more than one of the public identities (or all of them). It is not necessary to have a Session-Id because the same identity cannot be registered in different S-CSCF. Note that multiple S-CSCFs is not a Release 5 issue, according to TS 23.228 v5.0.0, chapter 5.2.2.1, requirements for registration: “A Serving-CSCF is assigned at registration, this does not preclude additional Serving-CSCFs or change of CSCF at a later date. Procedures for use of additional CSCFs are not standardised in this release”.

The conclusion from this analysis is that currently the use of Diameter sessions cannot be justified and therefore as a working assumption it is recommended to adopt the use of the implicit termination of sessions.

6. Proposal

To use the implicit termination of sessions both for the interface between I-CSCF and HSS.

To adopt as a working assumption the use of implicit termination of sessions between S-CSCF and HSS. (This would require the addition of the Authorization-Lifetime AVP to all the requests).

To include this proposal and the description of implicit sessions as described in this contribution in a section in TS 29.229.

