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15.2
Dialogue establishment

The establishment of a MAP dialogue involves two MAP-service-users: the dialogue-initiator and the dialogue-responder.

This procedure is driven by the following signals:

-
a MAP-OPEN request primitive from the dialogue-initiator;

-
a TC-BEGIN indication primitive occurring at the responding side;

-
a MAP-OPEN response primitive from the dialogue-responder;

-
the first TC-CONTINUE indication primitive occurring at the initiating side;

and under specific conditions:

-
a TC-END indication primitive occurring at the initiating side;

-
a TC-U-ABORT indication primitive occurring at the initiating side;

-
a TC-P-ABORT indication primitive occurring at the initiating side.

One instance of the MAP dialogue state machine runs at the initiating side, and one at the responding side.

15.2.1
Behaviour at the initiating side

The behaviour of the MAP dialogue state machine at the initiating side is defined in sheets 1 – 9 of the process Secure_MAP_DSM.

Sheet 1: The MAP protocol machine decides according to the application context name received in the MAP-OPEN request and the identity of the responder whether secure transport of the MAP dialogue is required, and if so what level of protection is required. This decision is based on bilateral agreements between the operators of the network entities concerned; it requires the dialogue initiating entity to store configuration information on which the decision is based. Secure transport of a MAP dialogue is required if any of the operation components (invoke, result or error) used in the application context for the dialogue requires secure transport, as shown in 3GPP TS 33.200. If secure transport of the dialogue is required, the MAP protocol machine builds a protected dialogue portion (including the AC name and any user information received in the MAP-OPEN request, encoded as user information for the TC‑BEGIN) for the TC‑BEGIN; otherwise it builds a normal dialogue portion using the application context name and any user data included in the MAP-OPEN request.

Sheet 2: If secure transport is used, each MAP specific service request is stored in case drop-back to unsecured transport is to be invoked.

Sheet 2: If secure transport of any of the components of the operation corresponding to a MAP specific service request is required, the MAP specific service request triggers the creation of an instance of the Secure_Requesting_MAP_SSM to handle the secure transport of the request. If secure transport of one or more components is not required, each MAP specific service request triggers the creation of an instance of the Requesting_MAP_SSM to handle the transport of the request.

Sheet 3: When the MAP dialogue state machine at the initiating side is waiting for a response from the responding side, a TC-END indication which echoes the AC name which was sent in the TC-BEGIN indicates acceptance of the dialogue. If secure transport is required, acceptance of the dialogue opening request which was transported in the secure dialogue opening request is indicated by the encapsulated AC name transported in the user information of the TC-END being equal to the encapsulated AC which was included in the user information of the TC-BEGIN. Mismatch of either the AC name or the encapsulated AC name indicates failure of the dialogue opening.

Sheet 3: If the dialogue opening is accepted, any components included in the TC-END are processed and passed to the MAP-Service User. The dialogue is closed by sending a MAP-CLOSE to the MAP-Service User.

Sheet 3, sheet 4, sheet 5, sheet 6, sheet 7, sheet 8, sheet 9: when a dialogue is terminated, the MAP dialogue state machine terminates all instances of the Requesting_MAP_SSM or Secure_Requesting_MAP_SSM which are active for this dialogue.

Sheet 4, sheet 5: It is a matter for agreement between the operators of the network entities involved whether fallback to unsecured transport is acceptable if secure transport is not possible. This requires the dialogue initiating entity to store configuration information on which this decision is based.

Sheet 4: A TC-P-ABORT with an abort parameter Incorrect_Transaction_Portion indicates that the responding side does not support a MAP version higher than 1. If secure transport is not required, this triggers a MAP-OPEN confirm indicating that the dialogue is refused, with a refuse reason potential version incompatibility. The MAP-Service User may then decide to retry the dialogue at MAP version 1. If secure transport is required and fallback to unsecured transport is acceptable, the dialogue machine retries the dialogue with unsecured transport. If secure transport is required and fallback to unsecured transport is not acceptable, this triggers a MAP-OPEN confirm indicating that the dialogue is refused, with a refuse reason secured transport not possible. No retry of the dialogue with a lower version is allowed.

Sheet 5: If the initiating side receives a TC-U-ABORT with an abort reason AC not supported and secure transport is required, then secured transport is not possible. If fallback to unsecured transport is acceptable, the dialogue machine retries the dialogue with unsecured transport. If fallback to unsecured transport is not acceptable, this triggers a MAP-OPEN confirm indicating that the dialogue is refused, with a refuse reason secured transport not possible. No retry of the dialogue with a lower version is allowed.

Sheet 7: A TC-U-ABORT with a user-specific abort reason leads to a check of the user information. User information carrying a MAP-Refuse PDU with a refuse reason encapsulated AC not supported means that the responding entity supports the secure transport AC, but not the AC required for the protected request. This triggers a MAP-OPEN confirm indicating that the dialogue is refused, with a refuse reason AC not supported. The MAP-Service User may then decide to retry the dialogue with a lower AC version; this will again use secure transport. User information carrying a MAP-Refuse PDU with a refuse reason transport protection not adequate means that the responding entity is not prepared to accept a dialogue with the protection mode offered by the initiating entity: either unsecured transport or secured transport with an inadequate protection mode.

Sheet 9: When the MAP dialogue state machine at the initiating side is waiting for a response from the responding side, a TC-CONTINUE indication which echoes the AC name which was sent in the TC-BEGIN indicates acceptance of the dialogue. If secure transport is required, acceptance of the dialogue opening request which was transported in the secure dialogue opening request is indicated by the encapsulated AC name transported in the user information of the TC- CONTINUE being equal to the encapsulated AC which was included in the user information of the TC-BEGIN. Mismatch of either the AC name or the encapsulated AC name indicates failure of the dialogue opening.

Sheet 9: If the dialogue opening is accepted, any components included in the TC-CONTINUE are processed and passed to the MAP-Service User. The dialogue has then reached the established state.

15.2.2
Behaviour at the responding side

The behaviour of the MAP dialogue state machine at the responding side is defined in sheets 10 – 14 of the process Secure_MAP_DSM.

Sheet 10: If no application context information is included in the TC-BEGIN indication, this implies a MAP version 1 dialogue. An explicit application context indicating version 1 is treated as abnormal behaviour.

Sheet 10, sheet 11: The test "Unsecured_Transport_Permitted" takes the "True" exit if there is an agreement between the operators of the dialogue initiating entity and the dialogue responding entity to allow unsecured transport for the application context for the requested dialogue. This requires the dialogue responding entity to store configuration information on which this decision is based.

Sheet 10: The task "Extract_User_Information" includes decryption of the protected user information if confidentiality protection has been applied.

Sheet 10: The test "Protection mode correct" takes the "yes" exit if the protection mode is acceptable to the receiving entity, based on the identity of the sending entity and the encapsulated application context for the requested dialogue.

Sheet 11: The v1 application context name which corresponds to a v1 operation is derived using the information in table 15.2/1.

Table 15.2/1: Mapping of V1 operation codes on to application-context-names

Operation
Application-context-name (note 1)

updateLocation
networkLocUpContext-v1

cancelLocation
locationCancellationContext-v1

provideRoamingNumber
roamingNumberEnquiryContext-v1

insertSubscriberData
subscriberDataMngtContext-v1

deleteSubscriberData
subscriberDataMngtContext-v1

sendParameters
infoRetrievalContext-v1


networkLocUpContext-v1 (note 2)

beginSubscriberActivity
networkFunctionalSsContext-v1

sendRoutingInfo
locationInfoRetrievalContext-v1

performHandover
handoverControlContext-v1

reset
resetContext-v1

activateTraceMode
tracingContext-v1

deactivateTraceMode
tracingContext-v1

sendRoutingInfoForSM
shortMsgGatewayContext-v1

forwardSM
shortMsgRelayContext-v1

reportSM-deliveryStatus
shortMsgGatewayContext-v1

noteSubscriberPresent
mwdMngtContext-v1

alertServiceCentreWithoutResult
shortMsgAlertContext-v1

checkIMEI
EquipmentMngtContext-v1

NOTE 1:
These symbolic names refer to the object identifier value defined in clause 17 and allocated to each application-context used for the MAP.

NOTE 2:
The choice between the application contexts is based on the parameters received in the operation.

Sheet 12: If the AC name received in the TC-BEGIN indicated that secure transport is required, the MAP dialogue state machine checks whether the encapsulated application context name is supported. If it is supported, the dialogue can be accepted. If the encapsulated AC name is not supported, the MAP dialogue machine indicates this by sending a TC-U-ABORT with a user-specific abort reason and user information indicating that the encapsulated AC name is not supported.

Sheet 12: If the dialogue is accepted, each component present in the TC-BEGIN is forwarded to an instance of a Performing_MAP_SSM or Secure_Performing MAP_SSM, by executing the procedure Process_Components.

Sheet 13: If the MAP dialogue state machine receives a MAP-OPEN confirm with a result accepted, it waits for any MAP specific service request or response primitives or a MAP-DELIMITER request. 

Sheet 14: A MAP-DELIMITER request triggers a TC-CONTINUE request to accept the dialogue. The dialogue has then reached the established state.

Sheet 13, sheet 14: When a dialogue is terminated, the MAP dialogue state machine terminates all instances of the Requesting_MAP_SSM, Secure_Requesting_MAP_SSM, Performing_MAP_SSM or Secure_Performing_MAP_SSM which are active for this dialogue.

15.3
Dialogue continuation

Once established the dialogue is said to be in a continuation phase. The behaviour of the MAP dialogue state machine in this phase is defined in sheets 15 – 17 of the process Secure_MAP_DSM.

Both MAP users can request the transfer of MAP APDUs until one of them requests the termination of the dialogue.

Normal closure of an established dialogue is shown on sheet 16; abnormal termination is shown on sheet 17.

15.4
Load control

If an entity which should respond to a MAP dialogue opening request is overloaded, it uses the AC of the request to determine whether to discard the request. If the AC of the request is secure transport, the encapsulated AC (i.e. the AC of the dialogue for which secure transport is required) is used to determine whether the request is discarded.

The priority level allocated to each application-context is described in clause 5, tables 5.1/1 and 5.1/2.

15.5
Procedures for MAP specific services

This subclause describes the MAP procedures for MAP specific services. These procedures are driven by the following types of event:

-
a MAP specific request or a MAP specific response primitive;

-
a component handling primitive from TC.

A Service State Machine is activated when of one of the following signals is received:

-
a MAP request primitive, which activates a requesting SSM;

-
a TC-INVOKE indication primitive without a linked identifier, which activates a performing SSM.

For component handling primitives there are two types of event:

-
events which activate a Service State Machine or which can be related to an existing one;

-
events which cannot be related to a Service State Machine.

15.5.1
Service invocation for unsecured operations

The behaviour of the requesting SSM which handles a service for an unsecured operation is defined by the SDL for the process Requesting_MAP_SSM. The requesting SSM receives a MAP service request from the MAP-Service User via the MAP dialogue state machine and sends a TC-INVOKE request to TCAP. When a confirm is received from TCAP via the MAP dialogue state machine, the requesting SSM forwards a MAP service confirm to the MAP-Service User.

The response to a MAP service invocation may come in the form of a linked request. If the linked request corresponds to a class 4 operation, this is handled by the requesting SSM. If the linked request corresponds to a class 1, 2 or 3 operation, the MAP dialogue state machine sends a notification to the requesting SSM and creates an instance of a performing SSM to handle the linked request.

The mapping of MAP specific services on to remote operations is given in table 16.2/1.

15.5.2
Service invocation for secured operations

The behaviour of the requesting SSMs which handle a service for a secured operation is defined by the SDL for the processes Secure_Requesting_MAP_SSM and Requesting_MAP_SSM. The secure requesting SSM receives a MAP service request from the MAP-Service User via the MAP dialogue state machine and constructs the corresponding MAP secure transport service request. It then creates an instance of the requesting SSM and sends the MAP secure transport service request to it. The requesting SSM sends a TC-INVOKE request to TCAP. When the MAP dialogue state machine receives a confirm from TCAP, it forwards it to the secure requesting SSM, which unpacks the MAP service confirm from the MAP secure transport service confirm and sends it to the requesting SSM. The requesting SSM forwards the MAP service confirm to the MAP-Service User.

The response to a MAP service invocation which was carried securely may come in the form of a linked request. This linked request is carried in a MAP secure transport service request of the class corresponding to the operation; however the MAP secure transport service request is not linked to another MAP secure transport service request. If the linked request which is carried in the MAP secure transport service corresponds to a class 4 operation, this is handled by the secure requesting service state machine, which unpacks the linked request and sends it to the requesting SSM. If the linked request which is carried in the MAP secure transport service corresponds to a class 1, 2 or 3 operation, the MAP dialogue state machine sends a notification to the secure requesting SSM (which passes the notification to the requesting SSM) and creates an instance of a secure performing SSM to handle the linked request.

15.5.3
Service invocation receipt for unsecured operations

The behaviour of the performing SSM which handles a service for an unsecured operation is defined by the SDL for the process Performing_MAP_SSM. The performing SSM receives a TC-INVOKE component from TCAP via the MAP dialogue state machine and sends a MAP service indication to the MAP-Service User. When a MAP service response is received from the MAP-Service User via the MAP dialogue state machine, the performing SSM forwards a TC-RESULT or TC-U-ERROR component to TCAP.

15.5.4
Service invocation receipt for secured operations

The behaviour of the performing SSMs which handle a service for a secured operation is defined by the SDL for the processes Secure_Performing_MAP_SSM and Performing_MAP_SSM. The secure performing SSM receives a TC-INVOKE component containing a secure MAP transport service from TCAP via the MAP dialogue state machine and unpacks the MAP service indication from it. It then creates an instance of the performing SSM and sends the MAP service indication to it. The performing SSM forwards the MAP service indication to the MAP-Service User. When the MAP dialogue state machine receives a MAP service response from the MAP-Service User it forwards it to the secure performing SSM. The secure performing SSM constructs a MAP secure transport service response and sends it to the performing SSM, which forwards a TC-RESULT or TC-U-ERROR component to TCAP.

15.5.5
Handling of components received from TC

The procedure Process_Components shows the handling of components received in a TC-BEGIN, TC-CONTINUE or TC-END message.

Sheet 1: If a linked invoke component is transported securely, the linked invoke ID is carried as part of the security header, so that it can be checked without the need to unpack the protected component.

Sheet 2: If a linked invoke component corresponds to a class 4 operation, the MAP dialogue state machine sends it to the requesting SSM instance identified by the linked invoke ID. If a linked invoke component corresponds to any other class of operation, the MAP dialogue state machine sends a notification to the requesting SSM instance identified by the linked invoke ID, creates an instance of a performing SSM and sends the invoke component to it.

15.6
SDL descriptions

The following SDL specification describes a system which includes three blocks: MAP-user, MAP-provider and TC.

Such a system resides in each network component supporting MAP and communicates with its peers via the lower layers of the signalling network which are part of the environment.

Only the MAP-provider is fully described in this subclause. The various types of processes which form the MAP-User block and the TC block are described respectively in clauses 18 to 25 of the present document and in CCITT Recommendation Q.774.

The MAP-Provider block communicates with the MAP_USER via two channels U1 and U2. Via U1 the MAP-provider receives the MAP request and response primitives. Via U2 it sends the MAP indication and confirm primitives.

The MAP-Provider block communicates with TC via two channels P1 and P2. Via P1 the MAP-Provider sends all the TC request primitives. Via P2 it receives all the TC indication primitives.

The MAP-Provider block is composed of the six following types of process:

a)
Secure_MAP_DSM: This type of process handles a dialogue for both secured and unsecured transport of MAP messages. There exists one process instance per MAP dialogue.

b)
Load_Ctrl: This type of process is in charge of load control. There is only one instance of this process in each system.

c)
Requesting_MAP_SSM: This type of process handles a MAP service requested during a dialogue. For unsecured transport of MAP messages, an instance of this process is created by the instance of the Secure_MAP_DSM process for each requested MAP-service. For secured transport of MAP messages, an instance of this process is created by the instance of the Secure_Requesting_MAP_SSM process for each requested MAP-Secure-Transport-service.

d)
Secure_ Requesting_MAP_SSM: This type of process handles a MAP service which corresponds to an operation which requires secure transport. An instance of this process is created by the Secure_MAP_DSM process for each MAPservice which corresponds to an operation which requires secure transport.

e)
Performing_MAP_SSM: This type of process handles a MAP service performed during a dialogue. For unsecured transport of MAP messages, an instance of this process is created by the instance of the Secure_MAP_DSM process for each MAP-service to be performed. For secured transport of MAP messages, an instance of this process is created by the instance of the Secure_Performing_MAP_SSM process for each MAP-Secure-Transport-service to be performed.

f)
Secure_Performing_MAP_SSM: This type of process handles a MAP service performed when the corresponding MAP message has been securely transported. An instance of this process is created by the Secure_MAP_DSM process for each MAP-service to be performed.

A process Secure_MAP_DSM exchanges external signals with other blocks as well as internal signals with the other processes of the MAP-Provider block. The external signals are either MAP service primitives or TC service primitives.

The signal routes used by the various processes are organised as follows:

a)
A process Secure_MAP_DSM receives and sends events from/to the MAP_user via signal route User1/User2. These routes use channels U1 and U2 respectively.

b)
A process Secure_MAP_DSM receives and sends events from/to the TCAP via signal route TC1/TC2. These routes use channels P1 and P2 respectively.

c)
A process Secure_MAP_DSM receives and sends events from/to the LOAD_CTRL process via signal route Load1/Load2. These routes are internal.

d)
A process Secure_MAP_DSM sends events to the Performing_MAP_SSM processes via signal route Intern1. This route is internal.

e)
A process Secure_MAP_DSM sends events to the Requesting_MAP_SSM processes via signal route Intern2. This route is internal.

f)
A process Secure_MAP_DSM sends events to the Secure_Performing_MAP_SSM processes via signal route Intern3. This route is internal.

g)
A process Secure_MAP_DSM sends events to the Secure_Requesting _MAP_SSM processes via signal route Intern4. This route is internal.

h)
A process Performing_MAP_SSM sends events to the MAP_USER via signal route User3. This route uses channel U2.

i)
A process Performing_MAP_SSM sends events to the TCAP via signal route TC3. This route uses channel P1.

j)
A process Requesting_MAP_SSM sends events to the MAP_USER via signal route User4. This route uses channel U2.

k)
A process Requesting_MAP_SSM sends events to the TCAP via signal route TC4. This route uses channel P1.

l)
A process Secure_Performing_MAP_SSM sends events to the MAP_USER via signal route User5. This route uses channel U2.

m)
A process Secure_Performing_MAP_SSM sends events to the TCAP via signal route TC5. This route uses channel P1.

n)
A process Secure_Performing_MAP_SSM sends events to the corresponding Performing_MAP_SSM process via signal route Intern5. This route is internal.

o)
A process Secure_Requesting _MAP_SSM sends events to the MAP_USER via signal route User6. This route uses channel U2.

p)
A process Secure_Requesting _MAP_SSM sends events to the TCAP via signal route TC6. This route uses channel P1.

q)
A process Secure_Requesting _MAP_SSM sends events to the corresponding Requesting_MAP_SSM process via signal route Intern6. This route is internal.
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