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7.6.7
Authentication parameters

7.6.7.1
Authentication set list

This parameter represents a list of sets of authentication parameters for a given subscriber.

The list either contains Authentication Triplets (Rand, Sres, Kc) or Authentication Quintuplets (Rand, Xres, Ck, Ik, Autn). If the list contains Authentication Quintuplets, the order of sequence in this list is chronological, the first quintuplet in the list is the oldest one.

7.6.7.2
Rand

This parameter represents a random number used for authentication.

7.6.7.3
Sres

This parameter represents the response to an authentication request.

7.6.7.4
Kc

This parameter refers to a key used for ciphering purposes.

7.6.7.5
Xres

This parameter represents the response to an UMTS authentication request.

7.6.7.5A
Ck

This parameter refers to a key used for UMTS ciphering purposes.

7.6.7.5B
Ik

This parameter refers to the Integrity Key.

7.6.7.5C
Autn

This parameter refers to the Authentication Token.

7.6.7.6
Cksn

This parameter refers to a ciphering key sequence number.

7.6.7.6A
Ksi

This parameter refers to a key set identifier.

7.6.7.6B
Auts

This parameter refers to the resynchronisation token.

7.6.7.7
Ciphering mode

This parameter refers to the ciphering mode which is associated with a radio channel. It may take values as follows:

-
no encryption;

-
identification of specific ciphering algorithm.

7.6.7.8 Current Security Context

This parameter represents a list of security context parameters for a given subscriber.

The list either contains GSM Security Context data (Kc, Cksn) or UMTS Security Context Data (Ck, Ik, Ksi).

7.6.7.9
Failure cause

This parameter refers to an authentication failure which has occurred. It may take values as follows:

-
wrong user response;

-
wrong network signature.

7.6.7.10 Re-attempt
It indicates whether the failure ocurred in a normal authentication attempt or in an authentication reattempt (there was a previous unsuccessful authentication).

7.6.7.11 Access Type

It indicates whether the authentication procedure was initiated due to a call, an emergency call, a location updating, a supplementary service procedure or a short message transfer.

8.5.3
MAP_AUTHENTICATION_FAILURE_REPORT service

8.5.3.1
Definition

This service is used between the VLR and the HLR or between the SGSN or HLR for reporting of authentication failures.

8.5.3.2
Service primitives

The service primitives are shown in table 8.5/3.

Table 8.5/3: MAP_AUTHENTICATION_FAILURE_REPORT parameters

Parameter name
Request
Indication
Response
Confirm

Invoke id
M
M(=)
M(=)
M(=)

IMSI
M
M(=)



Failure cause
M
M(=)



Re-attempt
M
M(=)



Access Type
M
M(=)



Rand
M
M(=)



VLR number
C
C(=)



SGSN number
C
C(=)



User error


C
C(=)

Provider error



O

8.5.3.3
Parameter use

Invoke id

See subclause 7.6.1 for the use of this parameter.

IMSI

See subclause 7.6.2 for the use of this parameter.

Failure Cause

See subclause 7.6.7 for use of this parameter.
Re-attempt
See subclause 7.6.7 for use of this parameter.

Access Type

See subclause 7.6.7 for use of this parameter.

Rand
This parameter identifies the specific AV that failed authentication.
See subclause 7.6.7 for use of this parameter.
VLR number

Shall be present if the sender is VLR. See definition in subclause 7.6.2.

SGSN number

Shall be present if the sender is SGSN. See definition in subclause 7.6.2.
User error
This parameter is sent by the responder upon unsuccessful outcome of the service, and then takes one of the following values defined in subclause 7.6.1:

-
Unknown Subscriber;

-
System Failure;

-
Unexpected Data Value.

Provider error

These are defined in subclause 7.6.

17.7.1
Mobile Service data types

…

AuthenticationFailureReportArg ::= SEQUENCE {


imsi


IMSI,


failureCause
FailureCause,


extensionContainer
ExtensionContainer
OPTIONAL,


...,


re-attempt
BOOLEAN,

OPTIONAL,
     accessType
AccessType,
OPTIONAL,

rand


RAND,

OPTIONAL,

vlr-Number
[0] ISDN-AddressString
OPTIONAL,


sgsn-Number
[1] ISDN-AddressString
OPTIONAL }

AccessType ::= ENUMERATED {


call (0),


emergencyCall (1),


locationUpdating (2),


supplementaryService (3),


shortMessage (4),


...}


-- exception handling:


-- received values greater than 4 shall be ignored.

…

�PAGE \# "'Page: '#'�'"  �� Enter the specification number in this box. For example, 04.08 or 31.102. Do not prefix the number with anything . i.e. do not use "TS", "GSM" or "3GPP" etc.


�PAGE \# "'Page: '#'�'"  �� Enter the CR number here. This number is allocated by the 3GPP support team.


�PAGE \# "'Page: '#'�'"  �� Enter the revision number of the CR here. If it is the first version, use a "-".


�PAGE \# "'Page: '#'�'"  �� Enter the version of the specification here. This number is the version of the specification to which the CR will be applied if it is approved. Make sure that the lastest version of the specification (of the relevant release) is used when creating the CR. If unsure what the latest version is, go to � HYPERLINK "http://www.3gpp.org/3G_Specs/3G_Specs.htm" ��http://www.3gpp.org/3G_Specs/3G_Specs.htm�


�PAGE \# "'Page: '#'�'"  �� For help on how to fill out a field, place the mouse pointer over the special symbol closest to the field in question.


�PAGE \# "'Page: '#'�'"  �� Mark one or more of the boxes with an X.


�PAGE \# "'Page: '#'�'"  �� Enter a concise description of the subject matter of the CR. It should be no longer than one line.


�PAGE \# "'Page: '#'�'"  �� Enter the source of the CR. This is either (a) one or several companies or, (b) if a (sub)working group has already reviewed and agreed the CR, then list the group as the source.


�PAGE \# "'Page: '#'�'"  �� Enter the acronym for the work item which is applicable to the change. This field is mandatory for category F, B & C CRs for release 4 and later. Work item acronyms are listed in the 3GPP work plan. See � HYPERLINK "http://www.3gpp.org/ftp/information/work_plan/" ��http://www.3gpp.org/ftp/information/work_plan/�


�PAGE \# "'Page: '#'�'"  �� Enter the date on which the CR was last revised.


�PAGE \# "'Page: '#'�'"  �� Enter a single letter corresponding to the most appropriate category listed below. For more detailed help on interpreting these categories, see the Technical Report 21.900 "3GPP working methods".


�PAGE \# "'Page: '#'�'"  �� Enter a single release code from the list below.


�PAGE \# "'Page: '#'�'"  �� Enter text which explains why the change is necessary.


�PAGE \# "'Page: '#'�'"  �� Enter text which describes the most important components of the change. i.e. How the change is made.


�PAGE \# "'Page: '#'�'"  �� Enter here the consequences if this CR was to be rejected. It is necessary to complete this section only if the CR is of category "F" (i.e. essential correction).


�PAGE \# "'Page: '#'�'"  �� Enter each the number of each clause which contains changes.


�PAGE \# "'Page: '#'�'"  �� Enter an X in the box if any other specifications are affected by this change.


�PAGE \# "'Page: '#'�'"  �� List here the specifications which are affected or the CRs which are linked.


�PAGE \# "'Page: '#'�'"  �� Enter any other information which may be needed by the group being requested to approve the CR. This could include special conditions for it's approval which are not listed anywhere else above.


�PAGE \# "'Page: '#'�'"  �� This is an example of pop-up text.





CR page 1

