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5.1.2
Overload control for MAP entities

For all MAP entities, especially the HLR, the following overload control method is applied.

If overload of a MAP entity is detected requests for certain MAP operations (see tables 5.1/1, 5.1/2, 5.1/3 and 5.1/4) may be ignored by the responder. The decision as to which MAP Operations may be ignored is made by the MAP service provider and is based upon the priority of the application context.

Since most of the affected MAP operations are supervised in the originating entity by TC timers (medium) an additional delay effect is achieved for the incoming traffic.

If overload levels are applicable in the Location Registers the MAP operations should be discarded taking into account the priority of their application context (see table 5.1/1 for HLR, table 5.1/2 for MSC/VLR, table 5.1/3 for the SGSN and table 5.1/4 for the SMLC; the lowest priority is discarded first).

The ranking of priorities given in the tables 5.1/1, 5.1/2, 5.1/3 and 5.1/4 is not normative. The tables can only be seen as a proposal that might be changed due to network operator/implementation matters.

If secure transport is used, the encapsulated application context for the requested dialogue determines the priority for discarding the received MAP operation.

Table 5.1/1: Priorities of Application Contexts for HLR as Responder



Responder = HLR 
Initiating Entity
Priority high



Mobility Management


networkLocUp
VLR



(updateLocation),



(restoreData/v2),



(sendParameters/v1)


gprsLocationUpdate
SGSN



(updateGPRSLocation/v3),


infoRetrieval
VLR/SGSN 



(sendAuthenticationInfo/v2/v3),



(sendParameters/v1)


istAlerting

MSC



(istAlert/v3)

msPurging

VLR 



(purgeMS/v2/v3)


msPurging

SGSN 



(purgeMS/v3)



Short Message Service


shortMsgGateway
GMSC



(sendRoutingInfoforSM),



(reportSM-DeliveryStatus)


mwdMngt
VLR/SGSN 



(readyForSM/v2/v3),



(noteSubscriberPresent/v1)



Mobile Terminating Traffic


locInfoRetrieval
GMSC


 
(sendRoutingInfo)


anyTimeEnquiry
gsmSCF



(anyTimeInterrogation)


reporting

VLR



(statusReport)



Location Services


locationSvcGateway
GMLC



(sendRoutingInfoforLCS/v3)



Subscriber Controlled Inputs (Supplementary Services)


networkFunctionalSs
VLR



(registerSS),



(eraseSS),



(activateSS),



(deactivateSS),



(interrogateSS),



(registerPassword),



(processUnstructuredSS-Data/v1),



(beginSubscriberActivity/v1)


callCompletion
VLR



(registerCCEntry),



(eraseCCEntry)


networkUnstructuredSs
VLR



(processUnstructuredSS-Request/v2)


imsiRetrieval
VLR



(sendIMSI/v2)


gprsLocationInfoRetrieval
GGSN/SGSN



(sendRoutingInfoForGprs/v3)


failureReport
GGSN/SGSN



(failureReport/v3)


authenticationFailureReport
VLR/SGSN



(authenticationFailureReport/v4)

Priority low
NOTE:
The application context name is the last component but one of the object identifier.
Operation names are given in brackets for information with "/vn" appended to vn only operations.

7.6.7
Authentication parameters

7.6.7.1
Authentication set list

This parameter represents a list of sets of authentication parameters for a given subscriber.

The list either contains Authentication Triplets (Rand, Sres, Kc) or Authentication Quintuplets (Rand, Xres, Ck, Ik, Autn). If the list contains Authentication Quintuplets, the order of sequence in this list is chronological, the first quintuplet in the list is the oldest one.

7.6.7.2
Rand

This parameter represents a random number used for authentication.

7.6.7.3
Sres

This parameter represents the response to an authentication request.

7.6.7.4
Kc

This parameter refers to a key used for ciphering purposes.

7.6.7.5
Xres

This parameter represents the response to an UMTS authentication request.

7.6.7.5A
Ck

This parameter refers to a key used for UMTS ciphering purposes.

7.6.7.5B
Ik

This parameter refers to the Integrity Key.

7.6.7.5C
Autn

This parameter refers to the Authentication Token.

7.6.7.6
Cksn

This parameter refers to a ciphering key sequence number.

7.6.7.6A
Ksi

This parameter refers to a key set identifier.

7.6.7.6B
Auts

This parameter refers to the resynchronisation token.

7.6.7.7
Ciphering mode

This parameter refers to the ciphering mode which is associated with a radio channel. It may take values as follows:

-
no encryption;

-
identification of specific ciphering algorithm.

7.6.7.8 Current Security Context

This parameter represents a list of security context parameters for a given subscriber.

The list either contains GSM Security Context data (Kc, Cksn) or UMTS Security Context Data (Ck, Ik, Ksi).

7.6.7.9
Failure cause

This parameter refers to an authentication failure which has occurred. It may take values as follows:

-
wrong user response;

-
wrong network signature.

7.6.7.10 Re-attempt
It indicates whether the failure was produce in a normal authentication attempt or it was due to an authentication reattempt (there was a previous unsuccessful authentication).

7.6.7.11 Access Type

It indicates if the authentication procedure was initiated due to a call, an emergency call, a location updating, a supplementary service procedure or a short message transfer.

8.5.3
MAP_AUTHENTICATION_FAILURE_REPORT service

8.5.3.1
Definition

This service is used between the VLR and the HLR or between the SGSN or HLR for reporting of authentication failures.

8.5.3.2
Service primitives

The service primitives are shown in table 8.5/3.

Table 8.5/3: MAP_AUTHENTICATION_FAILURE_REPORT parameters

Parameter name
Request
Indication
Response
Confirm

Invoke id
M
M(=)
M(=)
M(=)

IMSI
M
M(=)



Failure cause
M
M(=)



Re-attempt
M
M(=)



Access Type
M
M(=)



Rand
M
M(=)



VLR number
C
C(=)



SGSN number
C
C(=)



User error


C
C(=)

Provider error



O

8.5.3.3
Parameter use

Invoke id

See subclause 7.6.1 for the use of this parameter.

IMSI

See subclause 7.6.2 for the use of this parameter.

Failure Cause

See subclause 7.6.7 for use of this parameter.
Re-attempt
See subclause 7.6.7 for use of this parameter.

Access Type

See subclause 7.6.7 for use of this parameter.

Rand
This parameter identifies the specific AV that failed authentication.
See subclause 7.6.7 for use of this parameter.
VLR number

Shall be present if the sender is VLR. See definition in subclause 7.6.2.

SGSN number

Shall be present if the sender is SGSN. See definition in subclause 7.6.2.
User error
This parameter is sent by the responder upon unsuccessful outcome of the service, and then takes one of the following values defined in subclause 7.6.1:

-
Unknown Subscriber;

-
System Failure;

-
Unexpected Data Value.

Provider error

These are defined in subclause 7.6.

17.1.6
Application Contexts

The following informative table lists the latest versions of the Application Contexts used in this specification, with the operations used by them and, where applicable, whether or not the operation description is exactly the same as for previous versions. Information in 17.6 & 17.7 relates only to the ACs in this table.

AC Name
AC Version
Operations Used
Comments

locationCancellationContext
v3
cancelLocation


equipmentMngtContext
v2
checkIMEI


imsiRetrievalContext
v2
sendIMSI


infoRetrievalContext
v3
sendAuthenticationInfo


interVlrInfoRetrievalContext
v3
sendIdentification


handoverControlContext
v3
prepareHandover

forwardAccessSignalling

sendEndSignal

processAccessSignalling

prepareSubsequentHandover
the syntax of this operation has been extended in comparison with release 98 version

mwdMngtContext
v3
readyForSM


msPurgingContext
v3
purgeMS


shortMsgAlertContext
v2
alertServiceCentre


resetContext
v2
reset


networkUnstructuredSsContext
v2
processUnstructuredSS-Request

unstructuredSS-Request

unstructuredSS-Notify


tracingContext
v3
activateTraceMode

deactivateTraceMode


networkFunctionalSsContext
v2
registerSS

eraseSS

activateSS

deactivateSS

registerPassword

interrogateSS

getPassword


shortMsgMO-RelayContext
v3
mo-forwardSM


shortMsgMT-RelayContext
v3
mt-forwardSM


shortMsgGatewayContext
v3
sendRoutingInfoForSM

reportSM-DeliveryStatus

InformServiceCentre
the syntax of this operation has been extended in comparison with release 96 version

networkLocUpContext
v3
updateLocation

forwardCheckSs-Indication

restoreData

insertSubscriberData

activateTraceMode
the syntax is the same in v1 & v2



gprsLocationUpdateContext
v3
updateGprsLocation

insertSubscriberData

activateTraceMode


subscriberDataMngtContext
v3
insertSubscriberData

deleteSubscriberData


roamingNumberEnquiryContext
v3
provideRoamingNumber


locationInfoRetrievalContext
v3
sendRoutingInfo


gprsNotifyContext
v3
noteMsPresentForGprs


gprsLocationInfoRetrievalContext
v3
sendRoutingInfoForGprs


failureReportContext
v3
failureReport


callControlTransferContext
v4
resumeCallHandling


subscriberInfoEnquiryContext
v3
provideSubscriberInfo


anyTimeEnquiryContext
v3
anyTimeInterrogation


anyTimeInfoHandlingContext
v3
anyTimeSubscriptionInterrogation

anyTimeModification


ss-InvocationNotificationContext
v3
ss-InvocationNotification


sIWFSAllocationContext
v3
provideSIWFSNumber

sIWFSSignallingModify


groupCallControlContext
v3
prepareGroupCall

processGroupCallSignalling

forwardGroupCallSignalling

sendGroupCallEndSignal


reportingContext
v3
setReportingState

statusReport

remoteUserFree


callCompletionContext
v3
registerCC-Entry

eraseCC-Entry


istAlertingContext
v3
istAlert


ImmediateTerminationContext
v3
istCommand


locationSvcEnquiryContext
v3
provideSubscriberLocation

subscriberLocationReport


locationSvcGatewayContext
v3
sendRoutingInfoForLCS


mm-EventReportingContext
v3
noteMM-Event


subscriberDataModificationNotificationContext
v3
NoteSubscriberDataModified


authenticationFailureReportContext
v4
AuthenticationFailureReport


secureTransportHandlingContext
v3
SecureTransportClass1
secureTransportClass2
secureTransportClass3
secureTransportClass4


NOTE (*):
The syntax of the operations is not the same as in previous versions unless explicitly stated

17.2.2
Packages specifications

17.2.2.54
Authentication Failure Report

This operation package includes the operation required for procedures between VLR and HLR or the SGSN and the HLR for reporting of authentication failures.

AuthenticationFailureReportPackage-v4 ::= OPERATION-PACKAGE


-- Supplier is HLR if Consumer is VLR


-- Supplier is HLR if Consumer is SGSN


CONSUMER INVOKES {



authenticationFailureReport}

The v3-equivalent package can be determined according to the rules described in subclause 17.2.1.
17.3.2
Application context definitions

17.3.2.49
Authentication Failure Report

This application context is used between VLR and HLR or SGSN and HLR for reporting of authentication failures.

authenticationFailureReportContext-v4 APPLICATION-CONTEXT


-- Responder is HLR if Initiator is VLR


-- Responder is HLR if Initiator is SGSN


INITIATOR CONSUMER OF {



AuthenticationFailureReportPackage-v4 }

::= {map-ac failureReport(39) version4(4)}

The following application-context-name is assigned to the v3-equivalent application-context:

{map-ac failureReport(39) version3(3)}


17.3.3
ASN.1 Module for application-context-names

The following ASN.1 module summarises the application-context-name assigned to MAP application-contexts.

.$MAP-ApplicationContexts {

   ccitt identified-organization (4) etsi (0) mobileDomain (0)

   gsm-Network (1) modules (3) map-ApplicationContexts (2) version7 (7)}

DEFINITIONS

::=

BEGIN

-- EXPORTS everything

IMPORTS


gsm-NetworkId,


ac-Id

FROM MobileDomainDefinitions {

   ccitt (0) identified-organization (4) etsi (0) mobileDomain (0)

   mobileDomainDefinitions (0) version1 (1)}

;

-- application-context-names

map-ac  OBJECT IDENTIFIER ::= {gsm-NetworkId ac-Id}

networkLocUpContext-v3  OBJECT IDENTIFIER ::=


{map-ac networkLocUp(1) version3(3)}

locationCancellationContext-v3  OBJECT IDENTIFIER ::=


{map-ac locationCancel(2) version3(3)}

roamingNumberEnquiryContext-v3  OBJECT IDENTIFIER ::=


{map-ac roamingNbEnquiry(3) version3(3)}

authenticationFailureReportContext-v4  OBJECT IDENTIFIER ::=


{map-ac authenticationFailureReport(39) version4(4)}

locationInfoRetrievalContext-v3  OBJECT IDENTIFIER ::=


{map-ac locInfoRetrieval(5) version3(3)}

resetContext-v2  OBJECT IDENTIFIER ::=


{map-ac reset(10) version2(2)}

handoverControlContext-v3  OBJECT IDENTIFIER ::=


{map-ac handoverControl(11) version3(3)}

equipmentMngtContext-v2  OBJECT IDENTIFIER ::=


{map-ac equipmentMngt(13) version2(2)}

infoRetrievalContext-v3  OBJECT IDENTIFIER ::=


{map-ac infoRetrieval(14) version3(3)}

interVlrInfoRetrievalContext-v3  OBJECT IDENTIFIER ::=


{map-ac interVlrInfoRetrieval(15) version3(3)}

subscriberDataMngtContext-v3  OBJECT IDENTIFIER ::=


{map-ac subscriberDataMngt(16) version3(3)}

tracingContext-v3  OBJECT IDENTIFIER ::=


{map-ac tracing(17) version3(3)}

networkFunctionalSsContext-v2  OBJECT IDENTIFIER ::=


{map-ac networkFunctionalSs(18) version2(2)}

networkUnstructuredSsContext-v2  OBJECT IDENTIFIER ::=


{map-ac networkUnstructuredSs(19) version2(2)}

shortMsgGatewayContext-v3  OBJECT IDENTIFIER ::=


{map-ac shortMsgGateway(20) version3(3)}

shortMsgMO-RelayContext-v3  OBJECT IDENTIFIER ::=


{map-ac shortMsgMO-Relay(21) version3(3)}

shortMsgAlertContext-v2  OBJECT IDENTIFIER ::=


{map-ac shortMsgAlert(23) version2(2)}

mwdMngtContext-v3  OBJECT IDENTIFIER ::=


{map-ac mwdMngt(24) version3(3)}

shortMsgMT-RelayContext-v3  OBJECT IDENTIFIER ::=


{map-ac shortMsgMT-Relay(25) version3(3)}

imsiRetrievalContext-v2  OBJECT IDENTIFIER ::=


{map-ac imsiRetrieval(26) version2(2)}

msPurgingContext-v3  OBJECT IDENTIFIER ::=


{map-ac msPurging(27) version3(3)}

subscriberInfoEnquiryContext-v3  OBJECT IDENTIFIER ::=


{map-ac subscriberInfoEnquiry(28) version3(3)}

anyTimeInfoEnquiryContext-v3  OBJECT IDENTIFIER ::=


{map-ac anyTimeInfoEnquiry(29) version3(3)}

callControlTransferContext-v4  OBJECT IDENTIFIER ::=


{map-ac callControlTransfer(6) version4(4)}

ss-InvocationNotificationContext-v3  OBJECT IDENTIFIER ::=


{map-ac ss-InvocationNotification(36) version3(3)}

sIWFSAllocationContext-v3  OBJECT IDENTIFIER ::=


{map-ac sIWFSAllocation(12) version3(3)}

groupCallControlContext-v3  OBJECT IDENTIFIER ::=


{map-ac groupCallControl(31) version3(3)}

gprsLocationUpdateContext-v3  OBJECT IDENTIFIER ::=


{map-ac gprsLocationUpdate(32) version3(3)}

gprsLocationInfoRetrievalContext-v3  OBJECT IDENTIFIER ::=


{map-ac gprsLocationInfoRetrieval(33) version3(3)}

failureReportContext-v3  OBJECT IDENTIFIER ::=


{map-ac failureReport(34) version3(3)}

gprsNotifyContext-v3  OBJECT IDENTIFIER ::=


{map-ac gprsNotify(35) version3(3)}

reportingContext-v3  OBJECT IDENTIFIER ::=


{map-ac reporting(7) version3(3)}

callCompletionContext-v3  OBJECT IDENTIFIER ::=


{map-ac callCompletion(8) version3(3)}

istAlertingContext-v3  OBJECT IDENTIFIER ::=


{map-ac istAlerting(4) version3(3)}

serviceTerminationContext-v3  OBJECT IDENTIFIER ::=


{map-ac immediateTermination(9) version3(3)}

locationSvcGatewayContext-v3  OBJECT IDENTIFIER ::=


{map-ac locationSvcGateway(37) version3(3)}

locationSvcEnquiryContext-v3  OBJECT IDENTIFIER ::=


{map-ac locationSvcEnquiry(38) version3(3)}

mm-EventReportingContext-v3  OBJECT IDENTIFIER ::=


{map-ac mm-EventReporting(42) version3(3)}

anyTimeInfoHandlingContext-v3  OBJECT IDENTIFIER ::=


{map-ac anyTimeInfoHandling(43) version3(3)}

subscriberDataModificationNotificationContext-v3  OBJECT IDENTIFIER ::=


{map-ac subscriberDataModificationNotification(22) version3(3)}

secureTransportHandlingContext-v3  OBJECT IDENTIFIER ::=


{map-ac secureTransportHandling(40) version3(3)}

-- The following Object Identifiers are reserved for application-

-- contexts existing in previous versions of the protocol

-- AC Name & Version
Object Identifier
-- 

-- networkLocUpContext-v1
map-ac networkLocUp (1)
version1 (1)

-- networkLocUpContext-v2
map-ac networkLocUp (1)
version2 (2)

-- locationCancellationContext-v1
map-ac locationCancellation (2)
version1 (1)

-- locationCancellationContext-v2
map-ac locationCancellation (2)
version2 (2)

-- roamingNumberEnquiryContext-v1
map-ac roamingNumberEnquiry (3)
version1 (1)

-- roamingNumberEnquiryContext-v2
map-ac roamingNumberEnquiry (3)
version2 (2)

-- locationInfoRetrievalContext-v1
map-ac locationInfoRetrieval (5)
version1 (1)

-- locationInfoRetrievalContext-v2
map-ac locationInfoRetrieval (5)
version2 (2)

-- resetContext-v1
map-ac reset (10)
version1 (1)

-- handoverControlContext-v1
map-ac handoverControl (11)
version1 (1)

-- handoverControlContext-v2
map-ac handoverControl (11)
version2 (2)

-- equipmentMngtContext-v1
map-ac equipmentMngt (13)
version1 (1)

-- infoRetrievalContext-v1
map-ac infoRetrieval (14)
version1 (1) 

-- infoRetrievalContext-v2
map-ac infoRetrieval (14)
version2 (2)

-- interVlrInfoRetrievalContext-v2
map-ac interVlrInfoRetrieval (15)
version2 (2)

-- subscriberDataMngtContext-v1
map-ac subscriberDataMngt (16)
version1 (1)

-- subscriberDataMngtContext-v2
map-ac subscriberDataMngt (16)
version2 (2)

-- tracingContext-v1
map-ac tracing (17)
version1 (1)

-- tracingContext-v2
map-ac tracing (17)
version2 (2)

-- networkFunctionalSsContext-v1
map-ac networkFunctionalSs (18)
version1 (1)

-- shortMsgGatewayContext-v1
map-ac shortMsgGateway (20)
version1 (1)

-- shortMsgGatewayContext-v2
map-ac shortMsgGateway (20)
version2 (2)

-- shortMsgRelayContext-v1
map-ac shortMsgRelay (21)
version1 (1)

-- shortMsgAlertContext-v1
map-ac shortMsgAlert (23)
version1 (1)

-- mwdMngtContext-v1
map-ac mwdMngt (24)
version1 (1)

-- mwdMngtContext-v2
map-ac mwdMngt (24)
version2 (2)

-- shortMsgMT-RelayContext-v2
map-ac shortMsgMT-Relay (25)
version2 (2)

-- msPurgingContext-v2
map-ac msPurging (27)
version2 (2) 

-- callControlTransferContext-v3
map-ac callControlTransferContext (6)
version3 (3)
-- failureReport-v3
map-ac failureReport(39)
version3(3)
.#END

17.7.1
Mobile Service data types

…

AuthenticationFailureReportArg ::= SEQUENCE {


imsi


IMSI,


failureCause
FailureCause,

re-attempt
BOOLEAN,

     accessType
AccessType,


rand


RAND,


vlr-Number
[0] ISDN-AddressString
OPTIONAL,


sgsn-Number
[1] ISDN-AddressString
OPTIONAL,

extensionContainer
ExtensionContainer
OPTIONAL,


...}

…
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