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	The principle of the inter-MSC handover is that MSC-A is aware what security algorithm is used in MSC-B.
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	MSC-A does not know what algorithm MSC-B has chosen or in the worst case whether the connection is ciphered at all.

	
	

	Clauses affected:
(

	4.8.5

	
	

	Other specs
(

	X
	 Other core specifications
(

	23.009 CR 025, 29.002 CR 243

	affected:
	
	 Test specifications
	

	
	
	 O&M Specifications
	

	
	

	Other comments:
(

	


4.8.5.5
Selected GSM Algorithm

After inter-MSC relocation, the 3G_MSC-B can perform intra-MSC UMTS to GSM handover. A sequence of possible encryption algorithms, received from the 3G_MSC-A, can be sent to an BSS in Handover Request or  in Cipher Mode Command in case of  cipher mode setting after intra.MSC-B handover from UMTS to GSM. The BSS chooses one of the listed algorithms and reports this back to the 3G_MSC in Handover Request Acknowledge or Cipher Mode Complete respectively. The MSC-B provides the Selected GSM algorithm information to the MSC-A. The Selected GSM algorithms IE in the MAP Process Access Signalling Request message refers to the Algorithm identifier octet in the Chosen Encryption Algorithm GSM information.

The chosen algorithm shall be stored by 3G_MSC-B, and sent to 3G_MSC-A.

Transfer of Information:


If ciphering has not been performed before Inter-MSC Relocation, this will be controlled by 3G_MSC-A after the completion of Inter-MSC Relocation.

If Ciphering has been performed before Inter-MSC Relocation, Selected GSM algorithm information is received by 3G_MSC-A from 3G_MSC-B in:

· The Handover Performed BSSMAP message.

If Ciphering has NOT been performed before Intra-MSC-B handover from UMTS to GSM after Inter-MSC Relocation, Selected GSM algorithm information is received by 3G_MSC-A from 3G_MSC-B in:

· The Process Access Signalling Request MAP message.
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