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1. Introduction

This contribution describes some general principles and guidelines on how the Diameter [1] Cx extensions should be defined. This paper begins with a short description of the Cx operations and their classification into separate functional groups and interfaces. 

In the section 2, it is discussed on how the Cx extensions should be organized, i.e. one Cx extension or more. 

In the section 3, it is discussed on how the Command Codes (CCs) should be defined based on the Stage 2 descriptions (TS 23.228 [2] and TS 33.203 [3]). 

And in the section 4, it is discussed on how the Attribute Value Pairs (AVPs) should be defined based on the Stage 2 descriptions (TS 23.228 [2] and TS 33.203 [3]).

2. Classification of the Cx operation

Following section lists the Cx operations identified from the TS 23.228 [2] and TS 33.203 [3]. The operations can be categorized in three functional groups which are: 

· Location management

· Subscriber data handling 

· Subscriber authentication

2.1 Location management

The location management operations are following
:

· Cx-Query (I-CSCF -> HSS): P-CSCF name, subscriber identity, home domain name, visited network contact name

· Cx-Query-Response (HSS -> I-CSCF): indication of entry contact point (e.g. S-CSCF), Result

· Cx-Select (I-CSCF -> HSS): Serving network indication, subscriber identity

· Cx-Select-Response (HSS -> I-CSCF): required S-CSCF capabilities

· Cx-Location-Query (I-CSCF -> HSS): subscriber identity (e.g. SIP URL)

· Cx-Location-Query-Response (HSS -> I-CSCF): S-CSCF name

· Cx-Put (S-CSCF -> HSS): subscriber identity, S-CSCF name, clear S-CSCF name

· Cx-Put-Response (HSS -> S-CSCF):

· Cx-Deregister (HSS -> S-CSCF): subscriber identity 

· Cx-Deregister-Response (S-CSCF -> HSS):

2.2 Subscriber data handling

The Subscriber data handling operations are following:

· Cx-Pull (S-CSCF -> HSS): subscriber identity

· Cx-Pull-Response (HSS -> S-CSCF): user information

· Cx-Push (HSS -> S-CSCF)
: user information, subscriber identity

· Cx-Push-Response (S-CSCF ->HSS):

2.3 Subscriber authentication

The Subscriber authentication operations are following:

· Cx-Auth-Request (I-CSCF -> HSS
): subscriber identity, RES

· Cx-Auth-Response (HSS -> I-CSCF): AUTN, RAND, Result

2.4 Interfaces

The Cx interface is an interface that is between I-CSCF and HSS and also between S-CSCF and HSS (see figure 1.). 
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Figure 1. Division of the Cx interface 

The Cx operation can be divided between the two interfaces as shown already in the sections 2.1 - 2.3. The following bullets below summarize the functional groups and Cx operation on each interface.

I-CSCF – HSS interface:

· Location management: Cx-Query, Cx-Select and Cx-Location-Query

· Subscriber Authentication: Cx-Auth-Request 

S-CSCF – HSS interface: 

· Location management: Cx-Put and Cx-Deregister 

· Subscriber data handling: Cx-Pull and Cx-Push

3. Cx Extensions

The following bullets describe the possibilities on how the extensions may be specified for Cx:

· One 3GPP specific Cx extension is specified

· Two 3GPP specific Cx extension are specified for each interface, i.e. I-CSCF-HSS and S-CSCF-HSS

· Three 3GPP specific extensions are specified, i.e. Location Management, Subscriber data handling and Subscriber authentication extensions

As shown in the previous section 2.4, the location management operations are used in both of the interfaces. However, the subscriber authentication and subscriber data handling operations are only used on one of the interfaces. Due to a possibility to separate different functional groups to different interfaces and from the fact that the three functional groups have clearly different functions, it is quite natural to separate them into different Cx extensions. 

This would allow vendors to implement the Cx extensions more freely, e.g. only the needed extensions are supported in each nodes, i.e. I- or S-CSCF.  In addition, this could enable other organization or instances to adopt some or all of the extensions defined in the 3GPP into their systems. It would also be possible to use extensions specified by some other organizations, e.g. IETF, in the Cx just by replacing only the specific Cx extension with the extension defined by the other organization.

Defining three Cx extensions would mean that for each extension an extension identity assigned.When two Diameter peers, e.g. I-CSCF and HSS, establish a transport connection, they must send the Device-Reboot-Ind (DRI) message. The DRI is used for a capability exchange in which the Diameter peers advertise the locally supported extensions. 

In the example case in the figure 2, it is shown how the capabilities are negotiated if the Cx extensions were divided into three different extensions. The I-CSCF would advertise that it is capable for the location management and subscriber authentication extension services. The HSS sends a Device-Reboot-Ind message back indicating the supported extensions, which are in this case the same that were advertised by the I-CSCF. And in the same way, the S-CSCF and HSS could negotiate with each other that both nodes supports the location management and subscriber data handling extensions. 
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Figure 2. Capability exchange between I-CSCF and HSS

The difference of the three Cx extensions alternative with the alternative of having only one Cx extension defined is that the nodes need to advertise more than one extension (e.g. two or three extensions) in the beginning of setting up Diameter connection between nodes. This happens only once during the reboot cycle. 

3. Command Codes

In the section 2, it is listed the messages defined in the stage 2 specification (the TS 23.228 [2] and TS 33.203 [3]). It is proposed that a general guideline for defining the stage 3 specification in the CN4 working group is to adopt the defined stage 2 messages and specify them as corresponding Diameter Cx extension Command Codes. For example:

The stage 2 message Cx-Query is mapped to the stage 3 Cx-Query Diameter Command Code.

The stage 2 message Cx-Query-Response is mapped to the stage 3 Cx-Query Diameter Command Code with Message Flags fields in the Diameter header set to Response (i.e. E = 0, I=1 and  R=1).

This proposal is only considered as a general rule to follow in the stage 3 work and it should be followed unless there are well argumented reasons to depart from the rule. Agreeing on the general rule makes the CN4 standardization work faster if all the companies have a common understanding on how the stage 3 specification work should be done. Note, that the naming of the Command Codes can be different to the stage 2 message names if that is seen appropriate.
4. Attribute Value Pairs

In the section 2, it is listed the parameters defined in the stage 2 specification (the TS 23.228 [2] and TS 33.203 [3]). It is proposed a general guideline for defining AVPs in the stage 3 work (in the CN4 working group) is to adopt the defined stage 2 parameters as such when possible and specify them as corresponding Diameter Cx extension AVPs. For example:

The stage 2 parameter P-CSCF name in the Cx-Query message is mapped to the stage 3 P-CSCF name AVP carried in the Cx-Query Diameter Command Code. 
This is considered as a general rule to follow in the stage 3 work and it should be followed unless there are well argumented reasons to depart from the rule. Agreeing on the general rule makes the CN4 standardization work faster if all the companies have a common understanding on how the stage 3 specification work should be done. Note, that the naming of the AVPs can be different to the stage 2 message names if that is seen appropriate.

5. Conclusion

This paper has shown some general principles on using Diameter and defining Diameter extensions for the Cx interface. It is proposed that the working group shall define three Cx extensions to Diameter which are the location management, the subscriber authentication and the subscriber data handling extensions.

Also it should be agreed on the general guidelines for the stage 3 specification of the Cx as described in the section 4 and 5. This paper proposes that guidelines described the section 4 and 5 are adopted as working assuptions for the further work.
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� The notation in the bullets is the following: Cx operation name (direction): parameters


� The result may be a rejection of the registration if the checking in HSS was not successful.


� This is used in the de-registration.


� The exact message has not been described in the TS 23.228, but the requirement exists.


� It is open whether the authentication is performed in HSS or S-CSCF. 





