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1. Introduction

This contribution describes issues on the Diameter "user" session and its applicability for Cx operations. This paper describes several ways to use the session in the section 2 and some anaysis of each alternative is done. 

In the section 3, some alternatives to the Diameter session are described and based on these analysis a proposal on how the Cx operations should be handled is made in the section 4.

2. Diameter Session

The Diameter Base protocol [1] describes that after the Diameter connectivity has been established (after Device-Reboot-Ind (DRI) messages are exchange between the Diameter peers), the actual session(s) can be established. In Diameter, there's no explicit session initiation message. Rather, when a user requests access to some network resources, the Diameter client issues some service specific (i.e., Diameter extension like  NASREQ or Mobile IP) authentication and authorization (AA) request command to the Diameter  server. After the server successfully authenticates and authorized the user, and returns service specific response, the session is considered as open. Note that this step may include several message exchanges, e.g., challenge-response message pairs, prior to the final successful response being returned by the Diameter  server. 

Every session is identified by a Session-Id AVP that is sent within every message belonging to the session. The Session-Id AVP must be globally unique at any given time and it is allocated by the Diameter client that starts the session (by sending the service specific AA request command). The format of the session identifier should be as follows:

<sender's host name><sender's port number><monotonically increasing 32 bit value that starts from a random value upon a reboot><optional value, e.g. timestamp, layer 2 address, device Id, etc.>

The session should also contain two lifetime AVPs, the Authorization-Lifetime and Session-Timeout AVPs. The Authorization-Lifetime indicates the max. number of seconds of service to be provided to the user before the user is to be re-authenticated and/or –authorized. 

The Session-Timeout indicates the maximum number of seconds of service to be provided to the user before termination of the session. When the Session-Timeout timer expires on the Diameter  client, it must start session termination by sending STR (Session-Termination-Request) command to the server.

Diameter session must always be explicitly terminated except when a service only makes use of the Accounting portion of the Diameter protocol, even in combination with an extension, the session termination messages are not used, since a session is signaled as being terminated by issuing an accounting stop message. The session termination can be initiated either by Diameter server or client (see figure 1.). Both of these cases are similar, except that when the server initiates termination it first sends a Session-Termination-Ind (STI) to the client to request the client to start the actual termination. In both cases (server or client initiated termination) the termination continues (or in client case; starts) by client sending a Session-Termination-Request (STR) command to the server that answers with a Session-Termination-Answer (STA). Sending of the STA (on the server side) and reception of the STA (on the client side) terminates the session.
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Figure 1. Diameter Session termination

The following sections describes how the session concept may be used on the Cx interface. The options which are considered are following: 

· One session mapped to a user registration 

· One session mapped to a transaction

· One session mapped to an interface (I-CSCF-HSS and S-CSCF-HSS)

Due to differences between I-CSCF-HSS and S-CSCF-HSS interfaces, these options may be combined in such a way that one option is used in I-CSCF-HSS interface and other option is used in S-CSCF-HSS interface.

2.1 One session mapped to a user registration

In this alternative, the user session is opened for the whole lifetime of the SIP registration. This means that the sessions will be open until explicit de-registration from the user, from the HSS or expiry of the session timer. As both S-CSCF and I-CSCF have Cx operations related to the user this would mean that there is at least two sessions, one between I-CSCF and HSS, and other between S-CSCF and HSS.

However, there are several drawbacks in this option, especially in the I-CSCF – HSS interface. The selected I-CSCF in one case (e.g. initial registration) may be different from the other case (e.g. re-registration). Therefore, it is not always possible to use the same session for all transactions during the whole lifetime of the SIP registration. 

Mapping to the correct session in the I-CSCF requires that the I-CSCF maintains a table of the private identity (NAI) and all registered public identities which have been registered in the registration. In the case of the mobile terminated session setup the I-CSCF uses the table to map from the public identity (e.g. SIP URL in the SIP INVITE message) to the Diameter session. In addition to this the SIP INVITE may arrive to I-CSCF which do not have any Diameter session for the user which would then mean either a new session setup or some other mechanism.

In the S-CSCF-HSS interface, the session could be open for the whole lifetime when the user is registered to IMS services. In this case, the HSS needs to maintain a large number of sessions.  

Conclusion: This option is not applicable for the I-CSCF – HSS interface. For the S-CSCF – HSS interface, this alternative could be used.

2.2 One session mapped to a transaction

This alternative means opening and closing of a new session either for each request-reply message pair (e.g., Cx-Location Query and Cx-Location Query-Response [2]) or each transaction consisting of possibly several request-reply message pairs (e.g. all request-reply pairs belonging to the user registration in the I-CSCF-HSS interface). Each message pair or transaction would use same session, which would be terminated immediately upon reception of the final response.

In Diameter, the Diameter client initiated session termination requires the explicit exchange of the Session Termination Request (STR) and Answer (STA) messages between the peers. The Diameter server initiated session termination requires in addition the Session Termination Indication (STI) message from server to client (see the figure 1.). Therefore, one can conclude that the session termination signaling adds signaling in the interface which especially in the I-CSCF interface may be significant increase due to the frequent location query signaling in the mobile terminated session setups.

It could be possible to specify an extension specific mean to terminate the session. This could be done by specifying one command or AVP that terminates the session without the current three signaling messages (STI, STR and STA) which are needed in the worst case. Also this could be done by specifying some implicit mean to terminate the session. However, these solutions would not be according to the current Diameter base protocol (except the accounting) and  it is considered that any difference to the base protocol should be avoided if possible.

Conclusion: Especially in the I-CSCF – HSS, this would significantly increase the signaling load which should be avoided. In the S-CSCF – HSS interface, this would also increase the signaling load but due to much lesser signaling compared to the I-CSCF-HSS interface, this could be used in this interface.

2.3 One session mapped to an interface

In this alternative, one session
 is opened between CSCFs and HSS, and then all the request-reply pairs would be sent using the same session regardless of which user or which transaction they belong to. The session is kept permanently open and therefore there is no session termination signaling needed and no timers are kept for the session. The session could be opened by some Cx extension specific command e.g. immediately after DRI messages have been exchanged, or the session could be opened once the first message is sent to the HSS. 

However, this option violates the most the original idea of the Diameter user session and it is not therefore the recommended option.

Conclusion: This is not preferred option for Cx. 

3. Sessionless solutions

As the section 2 shows that the use of the Diameter user sessions in Cx is not always very straightforward. In Diameter, the user sessions are specifically designed to indicate the lifetime of the service, i.e. the network access, provided to the user. Especially, in the I-CSCF – HSS interface, which contains operations that are independent from each other and may not always occur between the same Diameter peers, it is difficult to apply the session concept. 

The Diameter session is better suited for the S-CSCF-HSS interface, however it slightly violates the original idea of the session, i.e. it indicates the lifetime of the service, i.e. the network access, unless the SIP registration is associated with the network access. 

Due to the problems in using the Diameter sessions, this section describes some options on how to use Diameter without the session concept. 

3.1 Pure sessionless solution

It is possible to define Diameter extensions and messages without associating them to any sessions. In this case, after the Diameter connectivity has been established the Diameter peers (i.e. CSCFs and HSS) start to send the messages between each other without including any Session-Id AVPs.

3.2 Request-Reply identification
It may be useful to associate the request-reply pair in the Diameter application level, i.e. in the Cx extensions level. This would mean that the entity initiating the Diameter request allocates a Request-Reply-Id AVP which is then included into the reply message in order to match the reply with the request. 

In case of the SIP registration (in the I-CSCF-HSS interface), this would mean that Cx-Query and Cx-Query-Response messages have the same Request-Reply-Id AVP which was allocated by the I-CSCF. The Cx-Select and Cx-Select-Response following the Cx-Query will have a Request-Reply-Id AVP which is different to the Request-Reply-Id AVP in the Cx-Query.

The Request-Reply-Id AVP is closely the same as the Hop-by-Hop Identifier in the Diameter message header and therefore this is partly an ovelapping solution. The difference is that the Request-Reply-Id AVP is on the Diameter extension level.

3.3 Transaction identification

Instead of associating only the request-reply pair it may be useful to associate all the Cx operations belonging to the same transactions in the Diameter application level, i.e. in the Cx extensions level. This would mean that the entity starting the Diameter transaction allocates a Transaction-Id AVP which can be used for the whole duration of the transaction in order to identify the resource handling the transaction in the client and the server. 

In case of the SIP registration (in the I-CSCF-HSS interface), this would mean that Cx-Query and Cx-Select operations (and possibly the Cx-Auth-Request) used for the registration are associated with the same transaction by the same Transaction-Id AVP. The transaction could be terminated by including an AVP indicating termination of the transaction (see figure 2.) or by sending an explicit indication.
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Figure 2. Registration signaling transaction on I-CSCF-HSS interface

The Transaction-Id AVP could be defined in the same way as the Session-Id AVP, i.e. it must be globally unique at any given time in order to avoid any collision with the other transaction identities in the peers.

3.4 Request-Reply and transaction identification
This is a combined option where both the Request-Reply-Id AVP and Transaction-Id AVP are used in the same way as they are described in the section 3.2 and 3.2.

4. Conclusion

This paper presented several ways to use the Diameter user session in the Cx interface. It was shown that in the most of the cases it is difficult to use the session concept in the Cx.   

Some solutions for Cx message exchange without using any sessions were also presented in the paper. It was shown that the solutions did not have similar issues as with the solution using Diameter sessions.

Therefore, it is proposed that for the Cx operations no Diameter user sessions are used. Instead, it is proposed that the transaction identification approach as described in the section 3.3 is adopted for all Cx operations and further developed. 
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� There could be more than one permanent sessions per an interface.





