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11
Error Handling

11.1
Protocol Errors

A protocol error is defined as a message with unknown, unforeseen or erroneous content. The term silently discarded used in the following subclauses means that the implementation shall discard the message without further processing and should log the event including the erroneous message and should include the error in a statistical counter.

An information element with ‘Mandatory’ in the ‘Presence requirement’ column of a message definition shall always be  present in that message.

The conditions for a conditional information element define whether the information element is semantically:

-
mandatorily present;

-
optionally present;

-
mandatorily absent.

An information element, which is semantically mandatorily present but is omitted from the message, is treated as missing data.

An information element, which is semantically mandatorily absent but is present in the message, is treated as unexpected data.

The Error Indication, the Version Not Supported and the SGSN Context Acknowledge messages shall be considered as Responses for the purpose of this Section.

The subclauses 11.1.1 to 11.1.13 shall be applied in decreasing priorities.

11.1.1
Different GTP Versions

If a receiving node receives a GTP control plane message of an unsupported version, that node shall return a GTP Version Not Supported message indicating in the Version field of the GTP header the latest GTP version that that node supports. The received G-PDU shall then be discarded.

A GTP version '0' only GSN may not be listening on port 2123 and as such it will not be able to send back a Version Not Supported message to a peer trying to establish a dialogue with it using GTP-C. As such, a GSN supporting both version '1' and version '0' shall fall back to version '0' if the attempt to contact a peer using version '1' fails. 

It is an implementation option keeping a shortlist of recently contacted version '0' only GSNs, as well of the version supported by those nodes sending back a Version Not Supported message.

11.1.2
GTP Message Too Short

When a GTP message is received, and is too short to contain the GTP header for the GTP version that the sender claims to use, the G-PDU message shall be silently discarded.

11.1.3
Unknown GTP Control Plane Message

When a message using a Message Type value defining an Unknown GTP signalling message is received, it shall be silently discarded.

11.1.4
Unexpected GTP Control Plane Message

When an unexpected GTP control plane message is received, e.g. a Response message for which there is no corresponding outstanding Request, or a GTP control plane message a GSN is not expected to handle (such as a PDU Notification Request  received by a GGSN), it shall be silently discarded.
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